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Abstract 
Information and Communication Technology (ICT) has become an integral part of 
almost every individual’s life.  Although ICT, particularly the Internet, might offer 
numerous opportunities, individuals should also be aware of the associated risks.  
 
Especially with the younger generations who can be seen as being the most 
vulnerable to online dangers as they are becoming more involved in online 
activities.  Children are utilizing new technologies from an early age and should 
know how to keep themselves and others safe whilst accessing the Internet.  
However, most of them do not have the required knowledge and expertise to 
protect themselves.  This is because, under most circumstances, the parents do 
not understand their children’s online behaviours and activities and are, therefore, 
unable to teach their children how to utilize it safe and responsibly.   
 
A school can be seen as the perfect place to teach children safe online 
behaviours.  However, there is currently a definite lack of e-Safety in South African 
schools, because no e-Safety policies are in place and there is little or nothing in 
curricula with regards to e-Safety.  This can lead to additional concerns. 
 
The primary objective of this research study is, therefore, to develop, motivate and 
verify a framework that might contribute towards the development of an e-Safety 
culture.  This e-Safety culture should allow individuals to adapt their behaviour 
towards the secure utilization of ICT.  However, for the purpose of this research 
study, the focus will primarily be on learners from primary and secondary schools. 
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Chapter 1 
Introduction 
1.1 Prologue 
 
“By now the new information technology - Internet and e-mail - have practically 
eliminated the physical costs of communications.” - (Drucker, 2001) 
 
A few years ago, desktop computers were the only way to connect to the Internet.  
However, today most mobile phones, personal digital assistants (PDAs) and even 
various game consoles can access the Internet (Becta, 2008).  In 2005, Furnell 
(2005) claimed that mobile phone ownerships have doubled since 2000.  The reason 
is because the capabilities to handle faster data connections and to download 
content from the Internet have improved considerably.  In addition, the number of  
e-mails being sent today exceeds regular mail by nearly ten to one (Kurtz & Boone, 
2009). 
 
Whilst the Internet has grown considerably, so did the reliance upon online services 
of many citizens.  Many rely on the Internet to perform various online activities 
(Furnell, Von Solms, & Phippen, 2009).  It has become an integral part of modern 
society and provides numerous opportunities (Becta, 2008).   
 
Although the Internet provides numerous opportunities, citizens should also be 
aware of the associated risks.  Whilst using the Internet, for whatever purpose, 
private and sensitive information is continuously being stored, communicated and 
processed.  Thus, every Internet user should be aware of the information he/she 
shares online.  In fact, according to Von Solms and Von Solms (2006), information 
has become the lifeblood of most organizations.  Therefore, the protection of 
information is of utmost importance, especially private or sensitive information.  
Information is usually protected through a process of information security, which is 
implemented by using suitable information security controls.  Such security controls 
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are normally classified as physical, technical and operational controls (Posthumus & 
Von Solms, 2004).   
 
The focus of the research in this dissertation is primarily on the awareness of 
operational controls.  Operational controls are normally introduced to dictate human 
behaviour.  However, human behaviour is often seen as the weakest link in 
protecting information assets, because users do not always have the required 
knowledge about information security and the correct utilization of the information 
security controls (Posthumus & Von Solms, 2004).  Therefore, everyone has a duty 
to protect information, whether personal or organizational, by adhering to relevant 
information security controls (Cilli, 2005).   
 
Users are more likely to adhere to operational controls if they form part of an 
information security culture.  To cultivate an information security culture, where users 
adhere to practices to secure information, users must have the correct attitude 
towards their interaction with information and communication technology (ICT)  
(Van Niekerk & Von Solms, 2005).  Further, for users to cultivate the correct attitude 
towards secure information and Internet usage, it is important that users are properly 
educated in this regard, as education does play a critical part in cultivating any 
culture (Thomson, Von Solms, & Louw, 2006). 
 
Cultivating an information security culture may be difficult where users of different 
age groups are involved.  According to Jones and Fox (2009), the Internet is being 
used by different age generations; however, more young children are becoming 
involved in online activities than in the past.   
 
Additionally, most adults or guardians teach children from a very young age about 
financial and physical security, to protect themselves against associated threats.  
Through this process, cultures of financial and physical security have been cultivated 
amongst most people (Furnell et al., 2009).  In the same manner, an e-Safety culture 
should ideally be cultivated.  Children should be made aware of ICT threats and how 
to keep themselves safe online (Furnell et al., 2009).  Therefore, the focus of this 
dissertation was to study ways and means to create a framework that can stimulate 
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e-Safety awareness in various South African schools and thereby contribute towards 
an e-Safety culture. 
 
The remainder of this chapter is structured as follows: 
 
• Section 1.2 provides some background to the problem that was addressed 
during this study and a problem statement that was developed. 
• Section 1.3 provides the research questions. 
• Section 1.4 lists the related research objectives. 
• Section 1.5 states the thesis statement. 
• Section 1.6 describes the research methodology and the research process of 
this study. 
• Section 1.7 describes the ethical considerations of this study. 
• Section 1.8 provides the delineations and limitations of this study. 
• Section 1.9 gives an overview of the research chapters of this study. 
 
1.2 Research Problem 
 
1.2.1 Problem Background 
 
As mentioned in the previous section, modern citizens make extensive use 
of new technologies for everyday social, business and recreational purposes.    
Along with the advantages of these modern technologies, many risks arose 
(Siponen, 2001). 
 
Many citizens are ill-prepared and unaware of these risks.  They have a lack 
of knowledge and skills regarding the protection of information (Thomson et 
al., 2006).  Mitnick and Simon (2002) highlighted this by stating: “Despite our 
intellect, we humans – you, me and everyone else – remain the most severe 
threat to each other’s security.”  Thus, human behaviour is often seen as the 
weakest link in protecting information assets, as discussed in the previous 
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section, whether it is intentional or through negligence (Van Niekerk & Von 
Solms, 2010).  Siponen (2001) reiterates this by stating that a loss of 
information can lead to other kinds of losses; some can even lead to a loss 
of life.  Modern citizens, as users of the Internet, have a need for security, 
but do not necessarily have the skills to keep themselves safe online.  Thus, 
the security related behaviour of citizens should be adapted in order to 
ensure safe online actions (Thomson et al., 2006).  
 
Younger generations may be particularly vulnerable to the dangers of the 
Internet.  Children are using new technologies from an early age, and can be 
exposed to a range of online threats.  These can include cyber bullying, 
viruses, pornography and grooming (Atkinson, Furnell, & Phippen, 2009).  
Children and young people are more involved in online activities, such as 
social networking and illegal downloading of music and movies (Furnell et 
al., 2009).  However, adults can also be affected by online safety issues, 
especially those who are novice ICT users.  Other threats can include 
phishing, malware and spyware (Atkinson et al., 2009).  Furthermore, online 
users are not necessarily concerned about the information they post on 
online sites (Power & Forte, 2008).  The reason for this is that they are in 
most cases unaware of the risks involved.  Social networking sites, such as 
Facebook and MySpace, can make users more vulnerable to these risks 
(Hunter, 2008).   
 
Under most circumstances, the parents and guardians do not understand 
their children’s cyber activities.  This can lead to additional concerns, 
because they feel that they do not have the education and expertise to keep 
their children protected and safe from online predators (Atkinson et al., 
2009).  Therefore, the need to improve all citizens’ behaviours, both young 
and old, is indeed of major importance (Furnell et al., 2009).  They should 
also know how to deal with these risks and how to act securely when using 
online services.   
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1.2.2 Problem Statement 
 
As discussed in Section 1.2.1, online risks are more likely caused by the 
behaviour of citizens, rather than the technology they use.  Thus, instead of 
limiting access to technology, all citizens should develop secure behaviours 
to protect themselves against online threats (Becta, 2009). 
 
Therefore, the problem statement to be addressed in this dissertation is as 
follows: 
 
Most citizens are not adequately prepared for the information security 
challenges introduced by ICT. 
 
This suggests the need to provide guidelines on how to raise e-Safety awareness 
and education, starting in schools.  By providing these guidelines, it may be possible 
to address some of the e-Safety challenges individuals face today.  The next section 
will list a number of research questions to be answered throughout this dissertation. 
 
1.3 Research Questions 
 
The previous section stated that there is a definite need to establish an e-Safety 
awareness of ICT threats.  An awareness of these ICT threats, among children, 
might contribute to the development of an e-Safety culture in the future.  Therefore, 
this research study aims to answer a number of research questions.  The primary 
research question is: 
 
How can e-Safety help mitigate information security challenges introduced by 
ICT? 
 
In order to answer the primary research question, the following secondary research 
questions were identified: 
 
• What are the various dimensions of ICT usage in modern society? 
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• What are the security implications? 
• Why is society not adequately prepared for the information security 
challenges introduced by ICT? 
• How can information security preparedness be improved? 
 
Based on these research questions, a number of research objectives were 
established.  Section 1.4 will discuss these research objectives. 
 
1.4 Research Objectives 
 
The primary objective of this research is: 
 
To develop, motivate and verify a framework that might contribute towards the 
development of e-Safety awareness and thereby contributing to an e-Safety 
culture.   
 
This e-Safety culture should allow members of society, in this case primary and 
secondary school learners, to adapt their behaviour towards the secure utilization of 
ICT.  In order to achieve the primary objective a number of secondary objectives 
need to be addressed.  
 
These secondary objectives are: 
 
• To establish the different dimensions of ICT usage in modern society; 
• To investigate the current status and potential impact of the lack of e-Safety in 
society; and 
• To identify the necessary components for the proposed framework. 
 
Therefore, the purpose of this study is to address the challenges mentioned in 
Section 1.2, by means of proposing a framework for establishing e-Safety 
awareness in South African schools that might contribute towards cultivating an  
e-Safety culture.  The next section will discuss the research methodology and 
process which were followed during this study to reach the solution. 
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1.5 Thesis Statement 
Taking the above-mentioned problem statement, research questions and research 
objectives into account, the following thesis statement can be articulated: 
Establishing an e-Safety awareness of the threats associated with ICT, among 
children, might lead to an e-Safety culture in the future.   
 
1.6 Research Methodology and Process 
 
A research problem was posed in this research study and a conclusion about it had 
to be reached.  However, something needs to be done to come to that conclusion.  
That “something” can be seen as the research methodology (Hofstee, 2006).  The 
research methodology provides guidance on how to address the various research 
questions and related research objectives.  Therefore, the purpose of this section is 
to briefly discuss the research methodology and process that were followed during 
this research study.  A more detailed discussion on the research methodology and 
process used in this dissertation can be found in Chapter 5. 
 
The research methodology made use of various research methods, therefore it can 
be claimed that this study was based on mixed methods.  The goal of mixed 
methods research is to gain from the strengths and weaknesses of the different 
research methods.  Therefore, specific methods crystallized as this research study 
continued.  In addition, mixed methods were used for triangulation to increase the 
credibility and validity of this research study.  The data collection methods and 
research techniques used in this research study were chosen as they were seen as 
the most appropriate to generate the best possible results.  These data collection 
methods and techniques are as follows: 
 
• Literature Review: Literature reviews provide an overview and give 
background of a specific research field or topic in which the researcher is 
interested.  It can bring new perspective and new ideas that are relevant to 
help a researcher with a current research study (Hofstee, 2006).  In this 
particular research study existing conference papers, journals, articles, books, 
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online sources, dissertations, theses, educational and governmental 
documents were examined and some were utilized. 
• Survey:  Surveys can be used to determine individuals’ feelings, opinions, 
intentions, attitudes and behaviours, which may not be available in existing 
sources (Hofstee, 2006).  As a result, primary data is generated.  Interviews 
and questionnaires are two survey methods that are being used mostly in 
research.  Both interviews and questionnaires were utilized for the purpose of 
this research study.  Interviews were conducted with six school principals from 
primary and secondary schools in the Nelson Mandela Bay area to ascertain 
whether South African schools have some sort of e-Safety education in their 
curricula or any related existing e-Safety policies.  Questionnaires were 
completed by 1594 primary and secondary school learners to identify their 
online behaviours, opinions and experiences.  However, ethical issues had to 
be considered (Section 1.7). 
• Case Study: A case study can be defined as “an exploration of a bounded 
system” (Kozma, 2003).  This can assist in understanding more general 
research questions and problems.  This research focused on an exploratory, 
single-case research study.  This case study was conducted in the United 
Kingdom (UK) to help meet the research goals of this dissertation.  
Open-ended, informal and conversational interviews with two e-Safety experts 
were conducted to identify the current status of e-Safety awareness and 
education in UK schools, and how it is being implemented.  Additionally, the 
interviews contributed to see whether they face the same e-Safety issues as 
South Africa and whether they agree that more has to be done regarding  
e-Safety in schools. 
 
Based on the findings and results of the above, it was decided to develop an  
e-Safety framework as the primary contribution of this research study.  Da Veiga and 
Eloff (2010) define a framework as “a structure upon or into which contents can be 
put and further relates it to thoughts that are directed for a purpose”.  The framework 
was developed to propose guidelines on how e-Safety awareness and education can 
be improved in South African schools. 
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The following section will discuss the ethical issues that needed to be considered 
when decided to conduct a survey in three primary and three secondary schools. 
 
1.7 Ethical Considerations 
 
As children are deemed a vulnerable group, ethical clearance for the questionnaires 
had to be obtained.  Ethical integrity of the study has been approved by the 
Research Ethics Committee – Human (REC-H) of the Nelson Mandela Metropolitan 
University.  The REC-H consists of a group of independent experts that has the 
responsibility to ensure that the rights and welfare of participants in research are 
protected and that studies are conducted in an ethical manner.  Studies cannot be 
conducted without REC-H’s approval. 
 
1.8 Delineations and Limitations 
 
Some limitations regarding the questionnaires were that primary and secondary 
schools chosen were based in the Nelson Mandela Bay area and they were city 
based only.  Therefore, none of them were in the rural areas.  Learners under grade 
six were not included in the questionnaires.  In addition, grade twelve learners also 
did not form part of the sample.  Therefore, the questionnaires were only conducted 
amongst sixth- to eleven-grade learners.  Other limitations include that some 
learners were restricted to participate by their parents and learners might not have 
been openly-straightforward and honest.  However, a more detailed discussion 
regarding the questionnaire can be found in Chapter 5 (Section 5.4.2). 
 
A limitation regarding the framework is that it should not be seen as a sole solution to 
resolve the e-Safety issues in schools, but rather as a means to improve the current 
situation.   
 
1.9 Chapter Overview 
 
This section will give a brief description of every chapter in this dissertation.   
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Chapter 1 introduces the focus of this research study and discusses the problem 
background.  Consequently, the research questions and objectives are stated.  In 
addition, a brief overview of the research methods and process conducted in this 
study was given. 
 
Chapter 2 investigates the evolution of ICT and the impact it has on modern society.  
Different age generations who use these modern technologies are also discussed. 
 
Chapter 3 discusses various risks that could be associated with ICT and, in 
particular, services utilizing the Internet. 
 
Chapter 4 endeavours to explain positive impacts which ICT can have on children’s 
lives, while being at school.  This chapter also discusses the importance of ICT in 
schools, factors that could influence the utilization of ICT and formal uses of ICT in 
schools.  Finally, this chapter theoretically determines the current status of e-Safety 
in schools, according to governmental policies.  It is found that there is a definite lack 
of e-Safety education and awareness in the South African school curriculum, and it is 
suggested that the Department of Basic Education (DBE) should consider e-Safety 
as a priority at the national government level. 
 
Chapter 5 focuses on the research methodology followed in this dissertation.  In 
addition, a detailed discussion on the research process is also provided.  Based on 
these, a set of criteria to develop an e-Safety framework was listed. 
 
Chapter 6 introduces an e-Safety framework to propose guidelines on how to raise 
e-Safety awareness and education in South African schools.  The various 
components of the framework that should be considered are discussed based on the 
proposed criteria listed in Chapter 5. 
 
Chapter 7 concludes this dissertation.  In addition, this chapter highlights the 
research objectives and how each of them is met.  This chapter also discusses 
future research possibilities. 
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A graphical illustration of these chapters is presented in Figure 1.1. 
 
 
Figure 1.1: Chapter Layout 
 
1.10 Conclusion 
 
This study primarily focuses on learners from primary and secondary schools.  It can 
be concluded from the information provided above (Section 1.1) that human 
behaviour is mostly seen as the weakest link in information security.  The reason 
might be because users do not always have the required knowledge to protect 
themselves online.  Therefore, this study aimed to develop a conceptual framework 
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that addressed how e-Safety awareness should be approached in South African 
schools.  Establishing e-Safety awareness in South African schools should be a 
solution to help improve users’ online behaviour and thus contribute towards an  
e-Safety culture. 
 
 
Page | 13  
 
Chapter 2 
ICT and Humans 
2.1 Introduction 
 
Information and communication technology (ICT) is already an integral part of our 
daily lives and plays an important role, often without us even realizing it at times.  
In the Draft White Paper on e-Education (2004), the Department of Education 
(DoE) defines ICT as follows:  “ICTs are the combination of networks, hardware 
and software as well as the means of communication, collaboration and 
engagement that enable the processing, management and exchange of data, 
information and knowledge”.  
 
This chapter endeavours to investigate the evolution of ICT and the impact it has 
on modern society, as well as to investigate the different age generations who use 
these modern technologies today.   
 
2.2 The Evolution of ICT 
 
“The impact of information technology will be even more radical than the 
harnessing of steam and electricity in the 19th century.  Rather, it will be more akin 
to the discovery of fire by early ancestors, since it will prepare the way for a 
revolutionary leap into a new age that will profoundly transform human culture”.   
Jacques Attali (1992) made this quote and there is little doubt that the fast growing 
evolution of ICT has been transforming both the society and the social institutions.   
 
According to Duderstadt, Atkins and Van Houweling (2002) these rapidly evolving 
ICTs are changing the way people collect, manipulate and transmit information.  
Individuals can now transmit information quickly and widely to distant places in 
productive new ways.  In addition, it changes the relationships between people, for 
example, the way people communicate and collaborate with each other.  It also 
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changed our capacity to know and to do certain things, because society now faces 
a world in which billions of computers can easily plug into a global information 
infrastructure.   
 
The world has experienced numerous eminent changes related to technology, for 
example, the impact that the steam engine, telephone, motor vehicle, and railroad 
had in the late nineteenth century.  Conversely, the world has never experienced a 
technology that has evolved so immensely before.  Resulting in saving more 
space and time, and changing the way individuals communicate, think and learn 
(Duderstadt et al., 2002). 
 
Stevenson (1997) stated that the best analogy he has heard for ICT is the 
comparison with the invention of electricity.  It states: “Electricity – once regarded 
as a strange, almost frightening wonder of the age – has come to serve almost 
every aspect of society”.  The evolution of ICT can be closely seen in the same 
way. 
 
Nevertheless, it can be quite difficult to understand just how rapidly ICT is 
evolving.  A couple of decades ago, one of the first computers was enormous.  It 
stood tall and wide, it contained thousands of vacuum tubes and weighed a few 
tons.  Today a musical greeting card with a silicon chip, for example, is more 
powerful than the first computer (Duderstadt, 2001). 
 
Duderstadt (2001) claimed that for the first couple of decades of the information 
age, the evolution of technology followed the path predicted by “Moore’s Law”.  
Moore’s Law stated that the chip density and computing power for a given price 
doubled every eighteen months.  This means that computing speed, storage 
capacity and network transmission might increase hundred times more every 
decade.  If this is true and ICT would continue to evolve at such rates, the world 
will in all probability not only need new technology, but even new science.  If ICT 
continues to evolve at its present rate, it would not be long before one can buy a 
thousand-dollar laptop that might have a computing speed of one million gigahertz, 
a memory of thousand of terabytes, and data transmission speeds of gigabits per 
second.  To put this in another way, one can say that a laptop might have a data 
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processing and memory capacity more or less like a human brain.  However, it will 
be so small that it would be almost invisible.  Additionally, it will be able to 
communicate with billions of other devices through various networks.  The 
interaction of society with the digital world is also evolving rapidly (Duderstadt, 
2001).  With the rapid changes in society due to the fast growing evolution of ICT, 
it is now known that we live in a digital age and this digital age presents many 
challenges and opportunities for modern society (Attali, 1992). 
 
Although we live in a digital age at present, in the past, many would not have even 
predicted or imagined where the Internet is today.  Who could believe that a 
system that was developed for the military, in 1969, would have evolved so fast 
yet today one cannot imagine a life without it (Gurus, 2005)?   
 
The Advanced Research Projects Agency (ARPA), a part of the U.S. government’s 
Department of Defence (DOD), created a network that was called the ARPAnet.  
This network was used as an experiment in reliable networking and to link the 
military, defence contractors and universities conducting military-funded research.  
The ARPAnet began small, linking four computers (three in California and one in 
Utah): Stanford University, UCLA, UC Santa Barbara, and the University of Utah 
(Savetz, 1994; Gurus, 2005).    
 
In the 70s, the ARPAnet was not used exclusively for military purposes anymore, 
but for non-military purposes as well.  Universities and defence-related 
researchers were permitted to join the network (Savetz, 1994).  Almost every 
university wanted to become part of the ARPAnet, therefore it can be said that it 
became highly successful.  However, this success has overwhelmed the ARPAnet 
and made it difficult to manage (Gurus, 2005).  In 1983, it was decided that the 
ARPAnet should be broken into two separate networks (Savetz, 1994; Gurus 
2005): 
 
• MILNET, a DOD military-only network; and 
• A smaller ARPAnet, a non-military network. 
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However, the two networks remained connected through a technical scheme 
called Internet Protocol (IP).  IP enabled traffic to be routed from the one network 
to the other (Gurus, 2005).  The ARPAnet was later replaced with a newer, larger 
and more sophisticated network.  This network was called the NSFnet and it was 
from the National Science Foundation (Waverly, n.d.).  Finally, this collection of 
networks, which originated from four computers, is now known as the Internet and 
consists of billions of computers. 
 
This development has proliferated and impacted on many fronts, for example, 
access to computers and the Internet has become tremendously important in 
homes, schools and businesses.  Modern society will evolve from “e-commerce” 
and “e-government” and “e-learning” to “e-everything” (Duderstadt, 2001). 
 
Therefore, it can be said that the evolution of ICT is growing at a rapid pace and it 
is changing virtually each and every individual of today.  It is changing the way 
individuals communicate, think and how they do things.  The more ICT is evolving, 
the more opportunities it provides.  The next section will discuss ICT and how it 
can be seen today, typical ICT devices as well as common uses of the Internet. 
 
2.3 ICT Today 
 
“It has become appallingly clear that our technology has surpassed our humanity”.  
This quote from Albert Einstein highlights the fact that technology has been 
progressing exponentially over the years, with so many things becoming 
technological in this world today.  Although technology makes life easier and more 
convenient, citizens often forget to be human, because almost everything they do 
these days is done through the utilization of ICT. 
 
Many citizens rely on the Internet to perform various online activities.  A large 
portion of the population has become so dependant on online services that they 
would not be able to survive without utilizing online services regularly (Furnell, Von 
Solms, & Phippen, 2009).  The Internet, with its numerous opportunities, has 
become a part of our daily lives, without us even realizing it at times (Becta, 2008).  
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According to Livingstone and Haddon (2009) being online has made everything 
freely available and easy to access, thus making transport, time and money not an 
issue anymore. 
 
Furthermore, Stevenson (1997) claimed that just a few individuals would be able 
to say that ICT has not profoundly changed their lives.  They have the ability to 
use the Internet to acquire necessary information more easily and they are able to 
share that information with millions of people in ways that would not have been 
able a few years ago.  Who could have predicted, for example, that an individual 
can sit at home in front of his/her computer and redesign the layout of the garden.  
The proper software allows one to insert plants and stones, to design the garden 
according to one’s wishes.  Now, it can be shared with friends, families and 
strangers to ask them what they think of it via the Internet.  
 
Particularly, since the year 2000 the Internet has grown exponentially.  There were 
approximately 360,985,492 Internet users worldwide in the year 2000, according 
to statistics.  In March 2011, it was found that Internet users have grown to 
approximately 2,095,006,005, thus resulting in a growth percentage of 480.4%.  
The total world population in March 2011 was found to be 6,930,055,154.  By 
looking at these statistics it can be seen that the Internet is used by almost a third 
of the world population.  Looking at the statistics of Africa as a separate region, it 
was found that the number of Internet users, in the year 2000, was 4,514,400 and 
in 2011 it was 118,609,620, making Africa’s growth percentage 2,527.4%.  
Therefore Africa is the world region with the highest growth in Internet Usage.  In 
March 2011, the population of Africa was 1,037,524,058.  The extensive 
supremacy of the Internet’s interconnectivity has made it the fastest growing 
medium in history (Internet World Stats, 2011).   
 
It has been noted that ICT has already played, and will most certainly continue to 
play, an important role in society in the future.  Access to ICT will determine who 
will be part of the modern world in the future.  Therefore individuals should be 
acquainted with the utilization of ICT with the rapid evolution in this modern 
technology world (Cook & Finlayson, 1999). 
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The following sub-sections will discuss typical devices which can be used to 
access the Internet as well as common uses of the Internet. 
 
2.3.1  Typical Devices 
 
Day and Chapman (n.d.) stated that ICT has advanced rapidly and they 
listed the following technologies which provide a means to access the 
Internet: 
  
Desktop Computing Devices 
 
These are static computers with separate peripherals (monitors, keyboards 
and mouse).  Desktop computing devices normally connect to the Internet 
via network data outlet, or via a home broadband router or a cable modem. 
 
 Mobile Computing Devices 
 
• Mobile Phones 
• 3G Mobile Phones 
• PDAs (Personal Digital Assistants) – Often have wireless 
Connectivity 
• BlackBerry Phones (Combines mobile phone with email and provide 
BlackBerry Internet Service or BlackBerry Enterprise Server 
services) 
• Laptops (With wireless or 3G Data card) 
• Tablets (With wireless or 3G Data card) 
 
 These devices connect to the Internet typically using one of the following 
four connection types: 
 
• Wireless – Wireless network should be in place, also known as a 
hotspot 
• 3G – Uses mobile phone networks 
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• Wired – Uses a cable to connect to a network 
• Dial-up – Uses a traditional phone line to call an Internet Service 
Provider (ISP) via a built-in modem. 
  
The way to access the Internet is changing.  Individuals no longer need to 
access the Internet only from a desktop computer or laptop.  Many other 
devices have become popular, providing new means to access the Internet.  
They can now access the Internet even from their game consoles (PS3, 
Xbox or Wii).  However, using a computer to access the Internet still 
remains the most popular way (Lenhart, Purcell, Smith, & Zickuhr, 2010).   
  
2.3.2  Common Uses of the Internet 
 
The Internet can be used for a number of reasons, more than one could 
dream of.  It is used to complete daily tasks, gather information and as a 
source of entertainment. 
 
Mostly the Internet is used as a source of information.  It is the best source 
of information, because there is hardly anything you cannot find information 
on, by browsing the Internet.  One can find information on science, 
technology, mathematics, history, countries, sociology, medicine, 
engineering, sports, games, movies, music, vacancies or education.  These 
are just a few topics that were mentioned.  The Internet is frequently 
updated and therefore offers the most up-to-date information.  The Internet 
is not just a source of information, but it is the best source of information for 
any purpose (Bizymoms, 1997a). 
 
Individuals with the same interests can visit discussion forums, which are 
freely available on the Internet, and discuss the specific topic as much as 
they like.   
 
Another frequent and very popular use of the Internet is buying and selling 
products online.  Individuals may also complete transactions at the bank.  
This is known as e-commerce. 
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The Internet can also be seen as a source of entertainment.  It can be used 
for games, movies, music, etc.  In addition, many use the Internet to 
download free versions of software.  Being online can keep an individual 
occupied for hours (Bizymoms, 1997b).  
 
The Internet is also vastly used for communication.  It has become the most 
convenient, cost-effective and fastest way for individuals to communicate.  
Individuals can communicate with friends, family, colleagues and even 
strangers.  Whether it is through emails, instant messaging, conferencing or 
voice calls from home, work, school, etc.  Even interviews are now being 
conducted over the Internet through video conferencing. It gives the same 
effect as real life interviews, but without the burden of having to travel to the 
location.  The Internet has become a great source to meet new people, and 
to build new friendships and relationships (Bizymoms, 1997b). 
 
Accessing Social Networking Sites (SNS) has become an increasingly 
popular Internet activity amongst society, both locally and globally.  SNS, 
like Facebook and MySpace, are used to interact, communicate and share 
information online.  Children frequently ask each other for help with 
homework on these social networking sites.  For example, Facebook users 
can create discussion groups and different pages around a particular topic. 
This could be beneficial to children who do not have older siblings or 
parents who can help them with their homework (Tynes, 2007). 
 
According to literature it has been found that Facebook is the second-most 
visited website in South Africa, with Google being number one (Tynes, 
2007).  There are currently hundreds of SNS.  However, Facebook is the 
most popular SNS amongst South African citizens (Chigona, 2009).  
According to statistics from Internet World Stats (2011) there is currently an 
estimated 710,728,720 Facebook users worldwide compared to the 2010 
statistics with approximately 517,760,460 Facebook users.  Thus, in ten 
months, the number of Facebook users has grown with 192,968,260.  
When referred to statistics for Africa, Facebook has grown by 13,058,020 
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users in ten months, because currently there are roughly 30,665,460 
African users on Facebook compared to the 17,607,440 users in 2010. 
 
According to Chigona (2009) SNS can be used beyond just networking.  It 
can be used for communication tools at the work place, for education and 
for social and political campaigns. 
 
Additionally, the Internet is a helpful resource for children.  Children can 
access it for different reasons.  They might access it for educational 
material, publications, friends, experts, information on different topics, 
entertainment, etc.  The Internet is giving children the facilities and 
opportunities adults did not have before (Bizymoms, 1997c). 
 
According to Amichai-Hamburger (2002) Internet users may be divided into 
four groups: 
• Individuals who use and enjoy the different services that are being 
offered; 
• A large amount of individuals who use only email services; 
• Individuals who use only a very limited number of services; and 
• Individuals who use a wider range of services, but in a very limited 
way. 
 
Some individuals may be afraid or not ready to use a wide range of online 
services.  Therefore, they use only a limited number of services.  On the 
other hand, some individuals use a wider range of services, but in a very 
limited way.  An example may be online banking, some people use it only to 
collect information (e.g. to confirm balance), but they are not making any 
other transactions (e.g. payments).  Conversely, other individuals use 
different online services and they feel comfortable when utilizing it.  All of 
these groups can be statistically defined as “Internet users”, although this 
term clearly does not accurately describe them (Amichai-Hamburger, 2002).  
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The Internet is a wonderful resource and touches almost every aspect of an 
individual’s life – both socially and professionally.  It is likely to grow more 
over the next few years, which will influence the way people shape their 
lives even more, regardless of their age (Amichai-Hamburger, 2002). 
 
It is important to highlight the value of ICT today.  ICT makes the majority of 
citizen’s lives easier and more convenient.  Some have even become dependant 
on ICT and cannot imagine their lives without it.  Consequently, ICT will surely 
continue to play an important role in the future.  The next section will discuss ICT 
and the different generations that use it. 
 
2.4 ICT and Different Generations 
 
According to Jones and Fox (2009), the Internet is being used in different manners 
by different age generations.  Both young and old are profiting from the many uses 
of the Internet, based on their particular needs, field of study or work.   
 
A generation ago, individuals living apart had to send greeting cards and make 
phone calls at night – when rates went down – in order to communicate with their 
loved ones.  Communication was scarce and therefore it was thoroughly valued.  
Today, individuals use the Internet and Skype software to communicate and to 
celebrate special occasions, and as a result of communication being so 
ubiquitous, it is virtually free.  Even older people want to be part of the new ways 
of communication and enjoy the advantages (Baker, 2011). 
 
However, more young children are becoming involved in online activities than in 
the past, because they are surrounded by modern technologies, all of which 
provide a means to access the Internet.   
 
A study conducted amongst children of different ages, has delivered the following 
two quotations when they were asked how they understand the Internet (Yan, 
2005): 
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• “Um, it has 2 computers on it. It is ten square feet large. It has toys and 
games. It wouldn’t hurt you”.  This was the answer of a 5-year-old 
kindergartener, holding up two little fingers in the front of his face. 
 
• “Well, the Internet is the connection to computers and websites. There 
are millions of computers in it. You can find almost everything from the 
Internet, but you need to be very careful ‘cause there are inappropriate 
and illegal websites”.  This was the answer of an 11-year-old 6th grader, 
talking with confidence while putting his two hands gently on a computer 
keyboard. 
 
This shows that individuals, no matter what their ages are, understand what the 
definition of the Internet is.  This also demonstrates the degree in which ICT has 
become part of almost every individual’s life.   
 
Another survey which was conducted tracked Internet activities by teenagers and 
found (Lenhart et al., 2010): 
 
• 62% get news about current events and politics; 
• 48% have purchased things online; 
• 31% get health, dieting and physical fitness information from the Internet; 
and 
• 17% report that they use the Internet to collect information on topics that 
might be hard to discuss in person.  
 
According to the statistics above, it can be deducted that even children are utilizing 
the Internet to become involved in different online services.  
 
As mentioned in Section 2.3.1, wireless is one of the connection types which can 
be used to access the Internet.  Just as interesting, more individuals are moving 
into the mobile and wireless environment to connect to the Internet, specifically 
certain age groups.  Teenagers were asked about the utilization of five mobile 
devices, which included: mobile phones, mp3 players, computers, game consoles 
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and portable gaming devices.  As a result, the average teenager owns 3.5 of the 
five devices.   Adults were also asked about their utilization of seven mobile 
devices, such as: mobile phones, laptops and e-book readers.  Young adults, 
aged 18 – 29, own an average of nearly four devices, while adults, aged 30 – 64, 
own an average of three devices.  Older adults, 65 and older, own an average of 
1.5 of the seven devices.  Moreover, adults own an average of just under three 
gadgets (Lenhart et al., 2010). 
 
Zickuhr (2011) stated that many devices have become popular across 
generations.  A majority of ICT users now own a mobile phone, a laptop and a 
desktop computer.  Younger adults prefer mobility; therefore they choose laptops 
over desktop computers.  They also use mobile phones for a variety of functions, 
like social networking, instant messaging and email services. 
When it comes to younger people, interaction with ICT is different.  ICT has 
become a part of their everyday life and being online all day is rather normal for 
them.   Mobile phones seem to be one of the devices that young people use the 
most to stay connected.  The differences between younger people and the elderly 
are the specific tasks that are performed on a mobile phone.  While the elderly use 
a mobile phone solely to make calls and to take pictures (Zickuhr, 2011), younger 
people exchange messages, use it as a personal agenda, listen to music, go 
online, send emails, take pictures, record videos, play games, etc.  This makes 
them more likely than any other generation to engage in all of these activities.  
This is probably because the utilization of the mobile phone has been part of the 
younger generation’s lives since they were born (Pieri & Diamantinir, 2010).  The 
next sub-section will discuss the utilization of social networking sites, like 
Facebook. 
 
2.4.1 Utilization of Social Media 
 
According to the Madden (2010), a senior research specialist of the Pew 
Research Center in Washington, the utilization of social networks among 
users, aged 50 and older, nearly doubled over the past year.   
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Social media has grown immensely across all age generations. 
Nevertheless older adults especially have been engaging in accessing SNS 
to help them with their daily communications, such as sharing photos, links, 
news and status updates to inform loved ones what they are busy with.  
However, email continues to be their primary way to maintain contact with 
others.  Younger adults, aged 18 – 29, are not using email that regularly 
anymore, but continue to be the primary users of SNS, like Facebook.  
More than 80% say they are using SNS.  However, over the past year, the 
growth rate of younger adults in comparison with older adults paled.  Older 
adults aged 50 – 64, who use SNS, grew by 88%.  Adults, 65 years and 
older, grew by 100% compared to the growth rate of 13% for those aged  
18 – 29 (Figure 2.1). 
 
Figure 2.1: Growth rate of SNS (Adapted from Madden, 2010) 
 
Several factors might contribute to the increase in the older generations 
using social media. 
 
• Older adults are more likely to reconnect with people on SNS from 
their past.  These reconnections can provide powerful support when 
an individual reaches a certain point in his/her life, such as retirement 
or a new career; 
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• Older adults are more likely to be living with a chronic disease, and 
those who are living with it are more likely to look for online support 
or advice; and 
• Social media helps to bridge the generation gap.  SNS bring people 
from all generations together.  
 
Additionally, some organizations that work with older adults, are promoting 
social media resources to reach their members (Madden, 2010).  
Organizations, such as AARP and Older Adults Technology Services 
(OATS), have been promoting these that are relevant to mature users.  
Some organizations invest in digital training programs for older users, to 
teach them the necessary digital skills. 
 
The following lists a number of different social media activities in which the 
older adult might be engaged in on a typical day: 
 
• Status update service (For example, to inform others what they are 
busy doing); 
• Use of online classifieds (To advertise or search advertisements, e.g. 
vacancies, cars, property, services, accommodation and more); 
• Social Networking Sites; 
• Banking online; 
• Retrieving news; and 
• Sending or reading emails. 
 
Although the number of adults who use SNS has grown over the years, 
teenagers still remain the primary users of these websites.  This can be 
proved by a survey done by researchers from the Pew Research Center, 
showing that 47% of online adults use SNS, compared with the 73% of 
teenagers at that point of time (Lenhart et al., 2010). 
 
However, as the numbers of adults that use SNS have grown, so has the 
percentage of SNS users who maintain a profile on multiple websites.  
Page | 27  
 
According to the results of the survey, 45% of adults had a profile on only 
one website, while 36% had a profile on two websites and 13% of adults 
had a profile on three or more different websites.  Facebook is the most 
preferred SNS amongst adult profile owners (Lenhart et al., 2010). 
 
While Facebook is currently the most common SNS, Twitter is not so 
popular among teenagers.  Only 8% of Internet users, aged 12 – 17, use 
Twitter.  Older teenagers are more likely to use Twitter than younger 
children.  Only 5% of children, aged 12 – 13, are using Twitter compared 
with the 10% of teenagers, aged 14 – 17 (Lenhart et al., 2010). 
 
According to a survey conducted, teenagers with ages 12 – 17 and younger 
adults with ages 18 – 29, have remained the most likely to access the 
Internet.  It was found that 93% of teenagers go online, together with 93% 
of younger adults.  Among adolescents, boys and girls are equally like to 
access the Internet.  However, the difference was between the age groups, 
where older teenagers are more online than the younger ones.  A 
percentage of 95% was found for teenagers with ages 14 – 17 compared to 
the 88% of teenagers with ages 12 – 13.   
 
Online SNS are more likely to be used by older teenagers.  While 82% of 
teenagers, aged 14 – 17, use SNS, just a bit more than half of teenagers, 
aged 12 – 13, use SNS.  It was found that 46% of twelve year olds and 62% 
of thirteen year olds use SNS (Lenhart et al., 2010). 
 
In short, younger generations are not using email services that frequently 
anymore, but rather use SNS for communication.  Thus, they remain the 
primary users of SNS.  Furthermore, the percentage of older generations 
who use SNS keeps increasing.  Inevitably, it can now be argued that the 
utilization of social media has grown vastly across all age generations. 
 
Some American reports use the following terminology when referring to the 
different age generations (See Table 2.1).  This table was adapted and introduced 
an additional generation, named Teenagers between the ages of 12 – 17, for the 
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purposes of this research project.  The reason for this additional generation is not 
only that they can be seen as one of the age generation groups that is most likely 
to access the Internet, but this age generation is also the main focus of the 
research conducted towards this dissertation.   
 
Generation Name Birth Years Ages in 2011 
Teenagers Born 1994 - 1999 Ages 12 - 17 
Millennials Born 1977 - 1993 Ages 18 - 34 
Gen X Born 1965 - 1976 Ages 35 - 46 
Younger Boomers Born 1955 - 1964 Ages 47 - 56 
Older Boomers Born 1946 - 1954 Ages 57 - 65 
Silent Generation Born 1937 - 1945 Ages 66 - 74 
G.I. Generation Born before 1936 Ages 75+ 
 
 Table 2.1: Generations Defined (Adapted from Zickuhr, 2011) 
Statistics used in this section was based on American studies done.  Above all, it 
can be seen that the Internet is being utilized by different age generations for 
different reasons by using different devices.   
 
2.5  Conclusion 
 
The aim of this chapter was to discuss the evolution of ICT and how it is today.  It 
can be concluded that ICT has become an important part of every individual’s life 
and many would not be able to survive without it.  The Internet can be used for a 
number of different activities.  Additionally, there are a number of devices which 
can provide a means to go online, which makes access to the Internet even 
easier.  Different generations are engaging in online activities, while more elderly 
people are becoming involved.  Although the Internet is a good resource and 
provides numerous opportunities, it has a dark side too.  All humans are at risk, 
especially children and young people, who are the sole users of the Internet. 
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The next chapter will discuss a number of risks that can be associated with ICT 
and the need for safety will also be explored. 
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Chapter 3 
The Need for Safety 
3.1 Introduction 
 
Citizens of different age generations are engaging in online activities more 
regularly than in the past, as discussed in the previous chapter.  Different services 
for which the Internet is being utilized were also discussed. 
 
The number of people using ICT has grown exponentially in recent years.  
Children are using ICT in new and exciting ways and it has become part of their 
daily lives.  Livingstone and Brake (2010) stated that new ICT opportunities tend to 
be associated with new ICT risks.  Berson and Berson (2005) also stated that 
while children and young people spend more time on the Internet, there is an 
increased risk for exposure to violence or exploitation.  Every citizen using ICT 
should be aware of the associated information security issues (Siponen, 2001). 
 
The first part of this chapter will discuss various risks that could be associated with 
ICT.  This chapter will then continue to discuss the need for e-Safety in primary 
and secondary schools in South Africa. 
 
3.2 ICT Risks 
 
“Despite our intellect, we humans – you, me and everyone else – remain the most 
severe threat to each other’s security.”  This quote from Mitnick and Simon (2002) 
underlines the factor that human behaviour can be seen as a huge problem when 
it comes to protecting oneself online.   
 
Today, the Internet is mainly used for three functions, i.e. e-commerce,  
e-recreation, and e-social.  Whilst using the Internet, for whatever purpose, private 
and sensitive information is continuously being captured, stored, communicated 
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and processed.  Thus, every Internet user should be aware of the information 
he/she shares online.  The protection of information is vitally important, especially 
private or sensitive information (Von Solms & Von Solms, 2006).  Information is a 
valuable asset and human behaviour is often seen as the weakest link in 
protecting information, because the users do not always have the required 
knowledge about information security and the correct utilization of information 
security controls (Posthumus & Von Solms, 2004).   
 
In particular, parents should understand that if they give their child a mobile phone, 
it is not just a phone anymore, it is a mobile computer.  Mobile phones can be 
used for almost everything these days.  In addition, it has Internet capabilities and 
can access the online world substantially anytime and anywhere, resulting in being 
relatively more powerful than a mobile computer.   Children using these mobile 
phones are just as vulnerable to online risks, as those who are using a personal 
computer or a mobile computer, thus, complicating the task of protecting children 
from online threats even more.   
 
Parents should also understand that children may not always be aware of all the 
risks involved, and they may not have the necessary skills to keep themselves 
safe online.  Therefore, children are not necessarily concerned about the 
information they post on online sites, such as social networking sites (SNS).  SNS, 
like Facebook and MySpace are used to interact, share information and to 
communicate online.  It offers numerous advantages, but children often share too 
much information, with insufficient privacy settings in place which can lead to more 
safety issues.  Children might think that no one will be interested in the posts they 
share, but this is a very dangerous assumption to make (Power & Forte, 2008).  
They may particularly be more vulnerable to the dangers lurking on the Internet, 
putting themselves at risk to predators (Smith, 2007), especially with the Facebook 
Places application that was recently launched, where users can post the exact 
location where he/she is at the present moment.  According to Livingstone and 
Haddon (2009), what adults frequently consider as risks (e.g. meeting strangers), 
children consider as opportunities (e.g. making new friends).   
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Valcke, Bonte, De Wever and Rots (2010) discussed five types of Internet risks.  
Firstly, accessing the Internet can have negative impacts on the victim’s social 
relations, e.g. becoming a victim of cyber bullying.  Secondly, the Internet can 
have a negative emotional impact due to exposure to unsolicited material, such as 
pornography and violence.  Thirdly, it can affect the victim’s physical health, e.g. 
some children can become obese, have a problem to concentrate and can suffer 
from muscle pain.  Fourthly, time management should be considered as well, 
because intensive utilization of the Internet can lead to Internet addiction, neglect 
of school tasks and a lack of social skills.  Lastly, there is the risk of consumerism 
and commercial exploitation.  Furthermore, most parents are ill-prepared and they 
do not have the necessary knowledge and experience to fully understand and to 
teach their children about these online risks. 
 
However, according to Byron (2008) risk taking can be seen as part of child 
development.  It is part of our drive to learn and to succeed.  Most children enjoy 
taking risks and it is sometimes necessary for children and young people to take 
these risks to reach self actualization.  Self actualization, which can be seen in 
Maslow’s Hierarchy of Needs in Figure 3.1, is the process of fully developing one’s 
personal potential when they are given the appearance of reality. 
 
Figure 3.1: Maslow’s Hierarchy of Needs (Adapted from Byron, 2008) 
Self actualization 
- personal growth and 
fulfillment 
Esteem needs 
- achievement, respect, 
responsibility 
Belongingness and Love needs 
- family, affection, relationships 
Safety needs 
 - protection, security, limits, stability 
 
Biological and Physiological needs 
-  air, food, drink, warmth, sleep 
 
Page | 33  
 
Although Byron (2008) stated that risk taking can be seen as part of a child’s 
development, it is important to know that the risks need to be appropriate to a 
child’s age, stage of development and individual make-up.  Adults need to support 
children and young people in managing these risks for themselves. 
 
Since adults are responsible for and want to support children and young people, 
parents sometimes restrict children from participating in activities outside their 
homes, because they fear that their children might be harmed and want to keep 
them from risks outside the house.  However, because they are restricted from 
their outdoor opportunities to play, explore and socialize, children will now 
increase their indoor activities, which might be online activities.  It could be argued 
that as parents try to protect children from alleged offline risks, they push them 
towards similar and even more dangerous online risks that they may not 
understand and have thought about as much (Byron, 2008).  Children and young 
people are vulnerable to online risks and may expose themselves to these online 
risks, whether knowingly or unknowingly. 
 
With this in mind, it is absolutely essential that ICT users of today begin to 
experiment with the new paradigms that this technology enables.  Otherwise, 
users may find themselves making decisions about how to use these new 
technologies, without even really understanding the consequences of their 
decisions.  They should know and understand that ICT poses various risks 
(Duderstadt, Atkins, & Van Houweling, 2002). 
 
Day and Chapman (n.d.) have broadly classified online risks into different 
categories (Table 3.1). 
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Hazards Examples 
Receiving unsolicited content that is 
inappropriate, obscene, offensive or 
threatening. 
Email (typically spam); Banner 
advertising; Pop-ups (largely eradicated 
by browser updates); Incitement sites. 
Misclicked links; Mistyped web 
addresses. 
 
Publishing of personal information or 
images. 
Images stored in publicly accessible 
areas; Personal Blogs such as MSN 
spaces, BEBO etc.; Details left on web 
sites. 
 
Bullying and threats. 
 
 
 
Email; Text messaging; Blogs; Instant 
Messaging (due to changes in the 
software, the perpetrator is usually 
known to the victim). 
 
Predation and grooming. Forming online relationships by 
deception with the intent of gaining the 
confidence of a minor to do harm. 
 
Responding to requests for personal 
information. 
Phishing is one use of deceit to obtain 
personal (usually financial) information. 
 
Security Adware; Browser hijack; Trojans; Virus. 
 
 
Table 3.1: Online Risks (Day & Chapman, n.d.) 
 
Additionally, to help give some structure, Byron (2008) and Becta (2009) have also 
categorized the risks of ICT into three main categories: content, contact and 
conduct (Table 3.2).  The risks are often determined by the behaviour of children 
rather than the technologies themselves.  It is important to remember that there 
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might be an overlap between some of these categories and boundaries are 
sometimes blurred. 
 
 Commercial Aggressive Sexual Values 
Content 
(Child as 
recipient) 
Adverts 
Spam 
Sponsorship 
Personal 
information 
Violent/hateful 
content 
Pornographic 
or unwelcome 
sexual content 
Bias 
Racist 
Misleading 
info or advice 
Contact 
(Child as 
participant) 
Tracking 
Harvesting 
personal 
information 
Being bullied, 
harassed or 
stalked 
Meeting 
strangers 
Being 
groomed 
Self-harm 
Unwelcome 
persuasions 
Conduct 
(Child as 
actor) 
Illegal 
downloading 
Hacking 
Gambling 
Financial 
scams 
Terrorism 
Bullying or 
harassing 
another 
Creating and 
uploading 
inappropriate 
material 
Providing 
misleading 
info/advice 
 
Table 3.2: Three Main Categories of ICT Risks (Byron, 2008) 
 
With Table 3.1 and Table 3.2 in mind, the following sub-sections will discuss some 
of these online risks, like: 
 
• Online harassment and cyber bullying; 
• Inappropriate or illegal behaviours; 
• Sharing of personal information; 
• Physical danger and sexual abuse; 
• Exposure to unsuitable materials; 
• Plagiarism and copyright infringement; and 
• Obsessive use of the Internet. 
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3.2.1 Online Harassment and Cyber Bullying 
   
Bullying has always been a problem in all schools and it can take many 
different forms.  However, being online provides new means and 
opportunities for bullying, which is also known as cyber bullying. 
 
Byron (2008) defined cyber bullying as, “bullying behaviour that takes place 
through electronic means such as sending threatening text messages, 
posting unpleasant things about people, and circulating unpleasant pictures 
or videos of someone.  Cyber bullying can be particularly upsetting and 
damaging because it spreads more widely, with a greater degree of 
publicity; it can contain damaging visual images or hurtful words; it is 
available 24 hours a day; it can infiltrate the victim’s privacy and the ‘safe’ 
place of home; and personal information can be manipulated, visual images 
altered and these then passed on to others”.  Furthermore, children can 
form online groups and cyber bullying can be carried out anonymously, 
although bullying is more likely by known individuals. 
 
3.2.2 Inappropriate or Illegal Behaviours 
 
Inappropriate or illegal behaviours, according to the Department of Basic 
Education (2010), might include: 
 
• Involvement in identity theft; 
• Participation in hate or cult websites; 
• Buying or selling of stolen goods; and 
• Publishing compromising information which may harm an individual’s 
reputation. 
 
Children should be aware of the consequences involved.  Their reputations 
could be damaged, therefore negatively affect their future employment 
opportunities, their reputation amongst friends, etc. 
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3.2.3 Sharing of Personal Information 
 
Numerous websites make it possible to share almost any information on the 
Internet.  It is easy and inexpensive to upload and publish content.  A 
number of these sites, like Facebook, MSN, Twitter and MySpace 
encourage live communication with other individuals.  Children upload 
images, share personal information and change their status updates, 
without even thinking what the consequences might be.  Children can be 
easily identified by anyone wanting to predate or groom them.  Most of 
these personal publishing occurs outside of school (Day & Chapman, n.d.).  
It is important that children should take charge and protect their own privacy 
and reputation. 
 
3.2.4 Physical Danger and Sexual Abuse  
 
According to Day and Chapman (n.d.) grooming can be defined as 
“befriending a child by building a strong, trusting bond”. 
 
Paedophiles often target one person and may pose as a younger person 
with the same interests, in order to build a relationship with the child.  
Building a trustworthy relationship may take days, weeks, months or even 
years.  Paedophiles may also persuade children to forward explicit images 
of themselves (Department of Basic Education, 2010).  Sexual grooming 
involves showing pornography to children to give the impression that sexual 
acts are normal.  The groomer might also have the intention of meeting the 
child and sexually abuse him/her, after the trust and confidence of the child 
has been gained (Day & Chapman, n.d.). 
 
3.2.5 Exposure to Unsuitable Materials 
 
A child can easily be exposed to a range of unsuitable online materials.  A 
child can spell or type website addresses or search terms incorrectly and 
this may lead to exposure to age-inappropriate, offensive, hateful, violent, 
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activities that are dangerous or illegal and obscene content (Department of 
Basic Education, 2010). 
 
Some of these websites may try to install adware and other malicious 
software onto the child’s computer.  Adware is a programme that may  
hi-jack the browser toolbar and provides a homepage that cannot be 
altered; it also downloads without permission (Day & Chapman, n.d.). 
 
3.2.6 Plagiarism and Copyright Infringement 
 
Children and young people download movies and music from the Internet, 
although a copyright law applies.  Additionally, they purchase assignments 
from online “cheat sites” and also copy other people’s work, without 
realizing the consequences and implications (Department of Basic 
Education, 2010).  
 
3.2.7 Obsessive Use of the Internet 
 
Children and young people might become obsessed with the Internet and 
show addictive behaviours.  This can have a negative impact on their lives.  
The quality of their schoolwork might deteriorate and relationships with 
friends and families may be negatively influenced (Department of Basic 
Education, 2010).  This can cause loneliness and might lead to depression. 
 
Denny (2009) explained that there are eight general risks that children and young 
people face today.  It is quite shocking to consider that at least five (marked with 
an asterisk) of these eight risks have the potential to be worsened through the 
utilization of ICT.  Table 3.3 lists the eight current risks faced by children and 
young people today. 
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‘Risks Faced by Children & Young 
People Today’ 
Road Accidents and Accidents in the 
Home 
Abuse or Neglect by Parents 
Abuse by Strangers* 
Bullying* 
Victim of Crime* 
Parents with Problems 
Internet Safety* 
Suicide and Self-Harm* 
 
Table 3.3: Risks Faced by Children and Young People Today 
(Adapted from Denny, 2009) 
 
This is quite a reason to be concerned.  Therefore, parents and educators are 
facing a real challenge.  They should have knowledge of how to teach children 
about the potential of using ICT for social and educational purposes, while 
minimizing the risks. 
 
As mentioned earlier in this chapter, a certain amount of risk taking is important for 
the healthy development of children and young people.  Children and young 
people should be taught how to manage certain risks rather than to be protected 
from all the risks (De Zwart, Lindsay, Henderson, & Phillips, 2011). 
 
Additionally, children should learn from their mistakes, but they will not learn from 
it if filtering and blocking software prevent them from facing online threats.  
Protecting them from this prevents the children from ever having to decide what 
could be hazardous and unsafe.  Children are being denied the opportunity to 
practice self-management and self-regulation skills, if they are placed inside a 
walled garden without access to the outside world (De Zwart et al., 2011). 
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Furthermore, giving children and young people the opportunity to manage their 
own risks and to be responsible digital citizens, involves educating them in this 
regard.  They should be educated about the consequences of their online activities 
they are involved in everyday (De Zwart et al., 2011).  
 
Thus, children should be taught and they should learn how to protect and secure 
themselves in this digital age. 
 
3.3 The Need for Safety (e-Safety) 
 
As mentioned in Chapter 2, modern society uses the Internet for different kinds of 
services.  However, a large amount of security issues have surfaced subsequently 
(Siponen, 2001).  Valetk (2004) stated that the Internet will become a place where 
all citizens will gather to learn, to shop and to interact.  However, before the 
Internet reaches its full potential, safety, privacy and security must be in place and 
must be understood.  Nevertheless, as more individuals are utilizing online 
activities everyday, the more they are becoming vulnerable to new online risks. 
 
According to Siponen (2001), some companies view the Internet as insecure and 
choose not to do any business on the Internet, while other companies choose to 
do their business on the Internet with or without knowledge of the potential risks 
involved.  Concerns are raised when users are unaware that e-Safety is a 
necessity. 
 
Knight and Mills (2008) defined e-Safety as follow:  “E-Safety encompasses not 
only Internet technologies but also electronic communications such as mobile 
phones and wireless technology.  It highlights the need to educate children and 
young people about the benefits, risks and responsibilities of using information 
technology.  It provides safeguards and raises awareness to enable users to 
control their online experiences”. 
 
E-Safety education and awareness should be raised to improve the behaviour 
levels of individuals who use the Internet.  According to Furnell, Von Solms and 
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Phippen (2009), this appropriate behaviour should form part of an e-Safety culture 
that should be cultivated amongst all individuals.  However, this must be done 
from a very young age in order to be ready to face the online world when entering 
the workplace. 
 
Nevertheless, most parents teach their children from a very young age about 
financial and physical security, to protect themselves against associated threats.  
Through this process, financial and physical security cultures have been cultivated 
amongst most people.  However, in the same manner an e-Safety culture should 
ideally be cultivated.  Unfortunately, Furnell et al. (2009) explained why an  
e-Safety culture is being prevented from being cultivated at the moment.  Some of 
the reasons are: 
 
• “information and communication technology is a very young discipline and 
no prevailing, related security culture exists as yet; 
• the ‘parent’ generation of today is arguably less ICT literate than the 
younger generation and no culture exists as yet to pass onto the younger 
generation; and 
• it seems as if individuals do not necessarily apply the same principles in the 
workplace as they apply to their personal situations”. 
 
Furnell et al. (2009) still suggests that children from a very young age should be 
made aware of ICT threats and how to keep themselves safe online.  However, 
many parents are ill-prepared and unaware of these threats and they do not 
necessarily understand their children’s online behaviours or risks.  In addition, 
many parents do not know the precautions they can take to protect their children 
against these threats (Atkinson, Furnell, & Phippen, 2009).   
 
Therefore, parents or guardians may feel more confident about teaching their 
children about financial and physical security, because they feel that they have 
experience and knowledge of these aspects of life.  Consequently, it is 
understandable why the older generation may feel anxious about e-Safety, 
because they have not grown up with modern technologies (Byron, 2008). 
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Children and younger people on the other hand have grown up with advanced 
ICT.  Thus, a generational digital divide exists between children and their parents.  
That is the reason why parents feel uncomfortable and incapable of protecting and 
educating children about ICT issues, because they are far less familiar with it and 
have less experience and knowledge.  This generational digital divide leads to 
additional concerns, because parents feel they do not have the education and 
expertise to keep the children protected and safe from online dangers and they do 
not know how to gain control again (Atkinson et al., 2009).   
 
In addition, Furnell et al. (2009) claimed that there is a lack of formal education 
about e-Safety in schools.  A majority of teachers believed that it is the 
responsibility of the schools to raise e-Safety education and awareness amongst 
school children.  However, some believed that the responsibility lay with the 
parents.  This is a cause for concern, because of their ill-preparedness and lack of 
knowledge when it comes to ICT.  Therefore, it is vital to look at the role of 
e-Safety in schools. 
 
Becta (2007) reiterates this by mentioning that it should be more the responsibility 
of the schools and teachers to raise e-Safety awareness amongst children and 
young people than any other role player.  However, principals, learners, parents 
and the government should also be involved.  Schools have a duty to help keep 
children safe from online risks, whether inside or outside the school. 
 
Parents or guardians also have an important role to raise awareness about  
e-Safety at home.  Therefore it is important that the parents or guardians, who are 
ill-prepared and have a lack of knowledge, be educated in this regard.  Schools 
should involve parents in raising e-Safety awareness.  This can give parents and 
children the opportunity to learn together. 
 
However, there are not really any e-Safety representative studies in South Africa.  
The National Curriculum in schools at present does not refer to any e-Safety 
related topics directly, which is also a definite cause for concern.  Nevertheless, 
The Department of Basic Education (2010) has drawn up draft guidelines on  
e-Safety, but nothing more has been realized from it.  In this document it is stated 
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that there are a number of role players that should be involved in the awareness of 
e-Safety.  The role players are as follow:  
 
• The school; 
• The teachers; 
• The learners; and 
• The parents or guardians. 
 
Unfortunately, as this document has not officially been released yet, it can be said 
that the majority of schools are still not engaging in secure online behaviours, 
because of a lack of guidelines and e-Safety policies.  For this reason, a small 
amount of school teachers use their own initiative to teach and raise e-Safety 
awareness amongst learners.  In general, most South African schools do not have 
the knowledge, expertise and know-how of how to approach e-Safety in schools, 
how to integrate it with their curriculum and to what extent to involve the parents in 
this regard.  Therefore, it can be said that there is also a lack of existing guidelines 
in South African schools on how to educate learners on safe online behaviour and 
habits.  Clarity from the Department of Basic Education (DBE) is needed; the lack 
of clear guidelines makes it difficult for schools to plan and to know whether they 
are teaching learners the appropriate computer and/or e-Safety skills.  
Additionally, the White Paper on e-Education by the DoE (2004) stated that more 
schools have acquired computers for curriculum integration for teaching and 
learning, which also raises the concern. 
 
Furthermore, if South African schools are compared with their international  
first-world counterparts, they fall short of the necessary conditions of ICT 
development and safety (Lundall & Howell, 2000).  Addressing this shortcoming is 
the main aim of this dissertation. 
 
3.4 Conclusion 
 
Children should be made more aware of the dangers associated with the Internet 
and they need to be protected from it and learn how to protect themselves.  The 
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necessary skills and knowledge to keep themselves safe online can be adopted, 
through proficient educational planning.  Therefore, it is important that schools 
teach learners how to use ICT sensibly and safely, and to educate them about the 
associated risks. 
 
Smith (2007) stated that parents and teachers also have to adopt the necessary 
skills to understand modern technology and to use it to their advantage.  The goal 
is to overcome the generational digital divide across parents, teachers and 
children. 
 
Chapter 4 will discuss the importance and different uses of ICT in schools, as well 
as factors that might influence the utilization of ICT in schools.  Chapter 4 will also 
discuss the current situation of e-Safety in schools. 
 
 
 
Page | 45  
 
Chapter 4 
ICT in Schools 
4.1 Introduction 
 
Children and young people are engaging more in online activities than in the past.  
This fact was highlighted in the previous chapters.  ICT has become part of their 
daily lives, and some of them cannot even imagine their lives without it.  
Furthermore, ICT has now even become part of their daily lives in the classroom.  
Earlier, the focus in schools was to learn about ICT.  However, recently ICT 
integration in schools tends to focus on learning with or through the utilization of ICT.  
In this way value can be added to the curriculum in various ways (Wilson-Strydom, 
Thomson, & Hodgkinson-Williams, 2005). 
 
This chapter endeavours to explain the positive impacts which ICT can have on 
children’s lives, while being at school or busy with school activities.  This chapter 
discusses the concept of ICT in schools, the importance thereof, as well as factors 
that influence the use of ICT in schools.  Formal uses of ICT in schools will also be 
discussed.  Although ICT can be utilized for various purposes and offers various 
benefits to schools, it can also expose learners to various cyber related risks.  
Therefore, the main objective of this chapter is to provide an overview of the usage 
of ICT in schools, but also to determine the current status of e-Safety in schools. 
 
It should be noted that the two terms - Department of Education (DoE) and the 
Department of Basic Education (DBE) - will be used interchangeable throughout this 
chapter, depending on the time frame which will be referred to.  The reason for this is 
that the DBE was formed when the National Department of Education was split into 
two after the national election of May 2009:  DBE and the Department of Higher 
Education and Training (DHET).  The DBE has been tasked with overseeing primary 
and secondary schools in South Africa.  For the purposes of this dissertation, the 
relevant governmental department will be the DoE (pre-2009) and DBE (post-2009). 
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4.2 The Importance of ICT in Schools 
 
ICT plays an important part of every citizen’s life and therefore, changing the way we 
act, communicate, etc.  Lundall and Howell (2000), state that various countries invest 
in ICT, because it promises an infinite number of possibilities and opportunities.  It 
also ensures that the economies of various countries are globally competitive.  For 
example, the British Government introduced its own initiative, namely the National 
Grid for Learning (NGfL).  The NGfL was introduced to help Britain remain a 
competitive, developed country with regards to using ICT in education.  Lundall and 
Howell (2000) also believe that ICT will increase employment and improve worker 
productivity.  Thus, ICT will improve the general employability and skills of a learner. 
 
The DoE (2004) in South Africa reiterates this in the White Paper on e-Education as 
follows: “ICTs can advance high order thinking skills such as; comprehension, 
reasoning, problem-solving and creative thinking and enhance employability.”  
Therefore, integrating ICT with the school curriculum might offer numerous benefits 
and opportunities.   
 
In addition, some schools focus on ICT as a tool for teaching and learning and not 
just a tool for administration purposes (Peeraer & Van Petegram, 2010).  Although 
ICT in schools could be utilized for numerous purposes, factors that could influence 
the utilization of ICT should be considered as well.  Hawkridge, Jaworski and 
McMahon (1991) discuss four reasons why computers should be utilized in schools: 
 
• Social rationale; 
• Vocational rationale; 
• Pedagogical rationale; and 
• Catalytic rationale. 
 
The social and vocational rationales deal with preparing learners for an industrialized 
world.  The social rationale refers to learners who are being trained to become 
computer literate.  The vocational rationale refers to computer training that should 
prepare learners for their future jobs.  The pedagogical rationale and the catalytic 
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rationale deal with computer implementation in the classroom.  The pedagogical 
rationale refers to the enhanced teaching and learning with regards to the 
implementation of computers into the curriculum.  The last rationale, the catalytic 
rationale, refers to the learner becoming independent of the teacher in using 
computers in the classroom (Hawkridge et al., 1991; Prince, 2007). 
 
With this in mind, ICT has now become part of various primary and secondary 
schools all over South Africa.  The next section will explain different kinds of factors 
that could influence the utilization of ICT in schools. 
 
4.3 Factors that influence the utilization of ICT in Schools 
 
There are a number of factors that could influence the integration and utilization of 
ICT as a teaching and learning tool.  According to Lundall and Howell (2000), the 
most important factors that could influence the utilization of ICT in schools negatively 
are: 
 
• Insufficient funds; 
• An insufficient number of computers; 
• Lack of computer literacy among teachers; 
• Lack of subject teachers trained to integrate computers into different learning    
areas; and 
• The absence of a properly developed curriculum for teaching computer skills. 
 
Lundall and Howell (2000) went further and looked at the key factors that prevent 
various schools from acquiring computers.  The key factors are as follows:  
 
• An absence of electricity; 
• Lack of funding; 
• Insufficient building space; 
• A lack of available and trained staff; and 
• Poor security. 
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Macro-level: System factors 
Meso-level: School factors 
Micro-level: Teacher and Pupil factor 
Moreover, Nangue (2011) mentioned that there are three levels of factors, which 
may influence the effective utilization of ICT in schools (Figure 4.1).   
 
 
 
 
 
 
 
 
 
 
 
 
Figure 4.1: Levels of factors which influence utilization of ICT  
(Adapted from Howie, Muller & Paterson, 2005) 
 
The three levels can be described as: 
 
• A Macro-level which refers to system factors, such as cultural norms, 
educational policies, curriculum standards, etc.; 
• A Meso-level which refers to school factors, such as the availability of ICT 
infrastructure, parents, ICT integration plans, etc.; 
• A Micro-level which refers to individual factors for teachers, such as 
experience with technology, pedagogical practice, etc.; and for pupils, such as 
experience with technology, social and cultural background, etc. 
 
Nangue (2011) further explained that at the Meso-level and Micro-level, various 
factors can be found that will enable or prevent the utilization of ICT in schools.  
These factors are known as driving factors and/or opposing factors respectively. 
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4.3.1 Driving Factors 
 
Several driving factors which could positively affect the implementation of ICT 
in education are listed in Table 4.1.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Table 4.1: Driving factors affecting the use of ICT in education  
(Adapted from Fisser (2001), as cited by Nangue (2011)) 
 
4.3.2 Opposing Factors  
 
The word “barriers” is used for difficulties encountered when schools want to 
implement ICT.  Nangue (2011) stated that there are two kinds of barriers, 
namely; material and non-material.  Material barriers may refer to an 
insufficient number of ICT.  The non-material barriers may typically refer to an 
insufficient knowledge of a teacher.  Table 4.2 summarizes several of the 
barriers.  
Driving Factors 
The increasing capacity, flexibility, and suitability of ICT to educational 
applications; 
The continuing decrease in the cost of hardware; 
The growth of knowledge, with its attendant consequence of the 
obsolescence of much what was previously learned, places an  
ever-increasing pressure on the conventional models of education; 
The realisation that the quality of the learning experience can be enhanced 
by applying ICT; 
The demand from isolated learners for more equitable access and service; 
The perception of many institutions that the application of ICT would 
enable them to increase their market share in an environment that is 
increasingly competitive; 
The need to be seen to be ‘keeping up with the competition’; 
The expectation of policy makers and administrators that the development of 
virtual delivery models would reduce costs, increase productivity, and 
enable expansion without cost increases. 
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Table 4.2: Opposing factors affecting the use of ICT in education 
(Adapted from Webb (2007), as cited by Nangue (2011)) 
 
Section 4.2 discussed the importance of ICT implementation in schools.  
Unfortunately, this section (Section 4.3) stated that there are a number of factors that 
could influence the implementation of ICT in schools negatively.  For this reason, 
schools should attempt to address and overcome these “barriers” that stand in their 
way.  Another reason for overcoming these barriers could be that ICT can be utilized 
for different purposes.  The next section will discuss numerous uses of ICT in 
schools in more detail. 
 
4.4 Formal Uses of ICT in Schools 
 
ICT was introduced into South African schools during the 1980s.  It was integrated 
predominately in private schools and in some government schools, which were  
well-resourced.  However, only a small number of schools could afford to deploy ICT, 
particularly for administrative purposes, like keeping records for examination marks.  
After a few years, especially with the evolution of the Internet, ICT utilization in 
schools has started to become more general (Howie et al., 2005).  Also, the uses of 
ICT advanced beyond mere administrative functions.  ICT has been integrated in 
most of the better equipped schools at administrative, as well as educational levels. 
Opposing Factors 
Access to hardware and software, as well as funding; 
Time for planning, personal exploration, online access, and skill 
development; 
Technical and administrative support and resources; 
Training and expertise; 
Resistance, passivity, school cultures, and the traditions of teaching; 
Lack of vision and leadership; 
Support for the integration of technologies into instruction and the 
curriculum; 
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However, the real issue schools should address is whether schools are adequately 
preparing learners for the information age we live in.  Therefore, schools have no 
choice but to adopt ICT utilization to the best of their abilities.  The DBE (2011a) 
provided statistics of computer centres that have already been deployed into South 
African schools (Table 4.3). 
 
Province Number of Schools 
With Computer 
Centre 
% With Computer 
Centre 
Eastern Cape 5,676 596 11 
Free State 1,615 353 22 
Gauteng 2,031 1529 75 
KwaZulu-Natal 5,931 992 17 
Limpopo 3,923 426 11 
Mpumalanga 1,868 290 16 
North West 1,674 371 22 
Northern Cape 611 313 51 
Western Cape 1,464 886 61 
Total 24,793 5,756 23 
 
Table 4.3: Computer Centres Summary Grid for Schools in South Africa 
(Adapted from DBE, 2011a) 
 
Gauteng is the province with the highest percentage (75%) of computer centres in 
schools.  Following Gauteng are the Western Cape (61%) and the Northern Cape 
(51%).  Limpopo (11%) and the Eastern Cape (11%) have the lowest percentages of 
computers centres in schools.  In particular, these two provinces can be seen as the 
poorest regions in South Africa (Understanding Poverty and Development, n.d.).  
Therefore, a large number of schools in the Eastern Cape and Limpopo provinces 
are still without computer centres.  The White Paper on e-Education states that the 
number of schools, which are utilizing ICT for teaching and learning, is increasing, 
but particularly, more in secondary schools than in primary schools (DoE, 2004). 
 
Lundall and Howell (2000) stated that ICT is being integrated into schools globally 
and the growth of ICT in education can now be seen as a “global phenomenon”.  The 
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following sub-sections will focus distinctively on the legislation and regulations 
related to the DBE, ICT as a subject, as well as ICT as supporting technology in 
schools from a South African perspective.  At the end of this section e-Safety will be 
put into context. 
 
4.4.1 Legislation and Regulations for the DBE 
  
The DoE and the Department of Communications (DoC) have published a 
joint policy, entitled “Strategy for Information and Communication Technology 
in Education” (2001).  Professor Kader Asmal, the then Minister of Education, 
stated in this policy that ICT is growing rapidly and that this growth should 
lead to amplified learning opportunities in schools.  He also stated that, “… 
improving quality of education cannot be based on ‘whether we should 
introduce ICT in teaching and learning’ but ‘how we can successfully 
introduce ICT in schools”.  ICT in schools will offer numerous new 
opportunities and possibilities for teachers and learners, for both teaching and 
learning.  Individuals have to give their support in implementing ICT into 
classrooms, in order for learners to receive high quality education.  Therefore, 
implementing ICT in schools is a prerequisite.  However, implementing ICT is 
not always that effortless.  Financial resources could be a problem, because 
of high ICT implementation costs.  Due to these high implementation costs, 
some schools do not have the opportunity to enhance their current systems 
into high quality learning and teaching systems (DoE & DoC, 2001). 
 
According to the DoE and DoC (2001) the first set of guidelines regarding the 
implementation of ICT in education was provided by the Technology 
Enhanced Learning Initiative (TELI), in 1997.  This served as a basis for 
developing the White Paper on e-Education (DoE, 2004).  The goal of the  
White Paper on e-Education policy is that every learner and teacher, in 
primary and secondary schools, become ICT capable by 2013.  ICT capable 
means that individuals should be able to use ICT confidently and creatively.  
To achieve this goal, schools need to develop into e-Schools. 
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E-Schools can be defined as having (DoE, 2004): 
 
• Learners who utilize ICT to enhance learning; 
• Qualified and competent leaders who use ICT for planning, 
management and administration; 
• Qualified and competent teachers who use ICT to enhance teaching 
and 
• Learning; 
• Access to ICT resources that support curriculum delivery; and 
• Connection to ICT infrastructure. 
 
Furthermore, according to the DoE (2004) the utilization of ICT in schools has 
offered improved inventive thinking skills, such as problem solving and  
high-order thinking skills, along with improved effective communication.  
Skills, like writing and public speaking, have also been improved.  The DoE 
(2004) lists the objectives of ICT in schools as follows: 
 
• A tool for management; 
• An administration tool to increase productivity; 
• A resource for curriculum integration; 
• A communication tool; 
• A collaborative tool for teachers and learners; and 
• A learning environment that advances creativity, communication, 
collaboration and engagement. 
 
If all of this is taken into account, it should be realized that schools need 
teachers that have the required knowledge and skills when it comes to 
integrating ICT into education, to improve the quality of teaching and learning.  
To accomplish this, the DoE (2007) published the initiative, “Guidelines for 
Teacher Training and Professional Development in ICT” to implement the 
White Paper on e-Education effectively.  These guidelines will also guide 
teachers to acquire the necessary skills and knowledge that are needed to 
implement ICT appropriately into the school curriculum.  The White Paper on 
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e-Education (DoE, 2004) supports the implementation of ICT into the National 
Curriculum Statement.  Therefore, the next sub-section will discuss ICT as a 
subject.   
 
4.4.2 ICT as a Subject 
  
South Africa reformed its educational policies and curricula quite often since 
1994.  For example, in 1997 the “Curriculum 2005” was introduced and then it 
was reformed and introduced in 2004 as the current “National Curriculum 
Statement” (Vandeyar, 2010).  Furthermore, the DBE decided that the 
National Curriculum Statement needs to be improved.  The new and improved 
version is now called the National Curriculum and Assessment Policy 
Statement (CAPS).  CAPS is a single, comprehensive document that is being 
developed for each subject and will replace the current Subject Statements, 
Learning Programme Guidelines and Subject Assessment Guidelines in 
Grades R – 12 (DBE, 2011b).  However, the implementation of the CAPS will 
be phased in over a period of three years (DBE, 2010b).   
 
The implementation strategy for the CAPS is as follows: 
 
• 2012 – Introduction of CAPS in Grades R – 3 and Grade 10; 
• 2013 – Introduction of CAPS in Grades 4 – 9 and Grade 11; 
• 2014 – Introduction of CAPS in Grade 12. 
 
Therefore, for the purpose of this dissertation, the National Curriculum 
Statement will be focused on as it is the current policy in place.  It was 
decided that curriculum changes should be made to accommodate for ICT in 
South African schools, since there are a number of benefits it may bring to 
learners.  The DoE (2003a) defined a subject as “a specific body of academic 
knowledge”.   Thus, it was decided that ICT as a subject will help learners to 
familiarize themselves with the necessary aspects of ICT. 
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As a result, stand-alone subjects were created and implemented in secondary 
school level for Grades 10 - 12, namely Computer Applications Technology 
(CAT) and Information Technology (IT). 
 
Computer Applications Technology (CAT) 
 
CAT can be defined as the efficient use of ICT in an end-user environment.  
Therefore, learners are being taught the advanced skills, knowledge, values 
and attitudes of an end-user, in order for them to provide solutions to real-life 
situations and to cope in an information society (DoE, 2003a). 
 
According to the DoE (2003a), a Learning Outcome can be seen as the 
anticipated result of the subject that is being taught, that is the knowledge and 
skills that a learner should have acquired at the end of the course.   
 
CAT has three Learning Outcomes: 
 
• Operational knowledge of ICT - The learner is able to demonstrate 
operational knowledge of ICT and the environments in which they 
operate. 
• Integrated End-user Computer Applications Skills and Knowledge in 
Problem Solving - The learner is able to apply and integrate end-user 
computer applications skills and knowledge to solve problems related 
to the processing, presentation and communication of information. 
• Information Management - The learner is able to apply information 
management processes and skills using end-user computer 
applications. 
 
Information Technology (IT) 
 
IT covers most of the material that CAT offers; however IT also focuses more 
on software development.  Software development is where learners are 
taught a programming language, like Java, which they can use to design and 
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develop software programs and how they can apply these skills to their own 
world.  Therefore, IT helps learners to think logically and to attain  
problem-solving skills (DoE, 2003b). 
 
IT has four Learning Outcomes: 
 
• Hardware and System Software - The learner is able to demonstrate 
an understanding of, and can competently operate computer-based 
technologies. 
• e-Communication - The learner is able to apply creative uses of 
different computer technologies to facilitate electronic communication. 
• Social and Ethical Issues - The learner is able to critically analyse the 
impact of computer technologies on socio-economic, environmental, 
political and ethical issues. 
• Programming and Software Development - The learner is able to 
design, implement, test and deliver efficient and effective solutions to 
problem situations. 
 
ICT subjects, particularly, on secondary level from Grades 10 – 12 were 
discussed, because these are the most essential subjects to prepare learners 
for the information society and to make them more employable after school.  
Learners in the Foundation Phase (Grades R - 3), Intermediate Phase 
(Grades 4 - 6) and the Senior Phase (Grades 7 - 9) are mostly being taught 
computer literacy in classrooms.  Computer literacy entails teaching learners 
more about the basics of ICT, such as Microsoft Word skills, skills which they 
can use to do basic ICT work. 
 
Not only can ICT be taught as a subject in schools, but it can also be used as 
supporting technology, which will be discussed in more detail in the following 
sub-section. 
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4.4.3 ICT as Supporting Technology 
 
The previous sub-section discussed how ICT can be utilized as a formal 
subject.  This sub-section will discuss how ICT can be utilized in various other 
ways in schools, for example as supporting technology. 
 
Stevenson (1997) recognizes the following uses of ICT in schools: 
 
• To administer schools; 
• To train learners in skills which they will need in further education and 
ongoing learning throughout the rest of their lives and for their future 
jobs, e.g. word processing, computer programming, etc.; 
• To provide access to information and communication outside the 
classroom walls, e.g. video conferencing with learners in other 
countries, using the Internet, etc.; 
• To support teacher development, e.g. through external networks; and 
• To support and potentially transform the learning/teaching process in 
many and diverse ways. 
  
Prince (2007) explains in more detail how ICT can act as supporting 
technology (Figure 4.2).  ICT can be used for the following: administration, 
communication, teaching and learning, research, marketing, outreach 
programmes and entertainment. 
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Figure 4.2: The uses of ICT in schools (Adapted from Prince, 2007) 
 
Prince (2007) gives a brief explanation of each: 
 
Administration 
 
Staff members use ICT for administrative purposes, for example, typing and 
printing official documents, lesson plans and worksheets. They also use it for 
creating databases and spreadsheets for maintaining and keeping records.  
Depending on whether or not Internet connectivity is available, staff can read 
emails, etc. 
 
Communication 
 
Staff and learners can communicate with each other via emails, depending 
whether or not Internet connectivity is available.  Learners can also 
communicate with each other using interactive websites. 
The uses 
of ICT in 
schools 
Administration 
Communication 
Teaching and 
Learning 
Research Marketing 
Outreach 
programmes 
Entertainment 
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Teaching and Learning 
 
Many schools focus on ICT as a tool for teaching and learning and not just a 
tool for administration purposes.  Prince (2007) mentioned that the utilization 
of ICT in classrooms may have changed the way teachers teach.  The 
integration of ICT in the curriculum changed many people’s traditional way of 
thinking about education.  Prince (2007) stated that education can in most 
cases no longer be seen as the teacher transmitting knowledge to learners.  
Although ICT has changed the way teachers educate learners, the role of the 
teacher in the classroom will never be indispensable.  ICT is making the 
teaching process much easier and the learning process for the learners, much 
more exciting and interesting.  For example, teachers using Microsoft 
PowerPoint can bring concepts to learners visually, with sound and animation.  
Using ICT also saves time in the classroom, because the teacher does not 
have to write everything on the board while teaching. 
 
Research 
 
The Internet remains the most effective resource for research.  For example, 
Google is the most popular search engine that is being used by researchers 
to find the necessary information they are looking for.  However, staff and 
learners should have the required knowledge to use these search engines 
effectively. 
 
Marketing 
 
Most schools develop a school website, where they can market the school.  
Photos, videos, policies, location of school and school activities are a number 
of things that can be uploaded on such a website, to market the school.  
However, dedicated staff, learners or parents are needed to maintain such a 
website. 
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Outreach Programmes 
 
Classrooms and ICT equipment should be maintained at all times.  However, 
maintaining these can become incredibly expensive.  Fortunately, outreach 
programmes can offer schools a way to raise the necessary funds.  Many 
schools with computer-skilled staff can make use of outreach programmes.  
For example, the school can organize an outreach programme for parents to 
teach them computer skills.  As a result, the school raises the funds needed 
for maintenance.  The outreach programmes can be used to market the 
school even further. 
 
Entertainment 
 
ICT can be used to play games.  The games can be for fun or even for 
educational purposes. 
 
Wilson-Strydom et al. (2005) stated that ICT in schools can be used 
administratively as well as being integrated into teaching and learning 
practices.  On the other hand, Stevenson (1997) emphasized that: “ICT is in 
no sense a substitute for ‘traditional’ learning and teaching.  Nor is it a 
substitute for students using their minds and imaginations.  The role of ICT is 
to serve education: in particular by helping students to learn more effectively 
and by helping teachers to do their professional job”. 
 
This section discussed the various uses of ICT in schools and how it can increase 
the productivity of the school, staff and learners.  ICT is improving the teaching and 
learning processes.  Therefore, it can be said that ICT is improving education in a 
broad-spectrum.  However, after examining the topics discussed in this section, it is 
clear that there is a lack of e-Safety as none of the legislation nor the curricula 
addressed e-Safety in any form. 
 
Therefore, it can be argued that there is a definite lack of e-Safety education and 
awareness, in the formal curricula of ICT in South African schools.  Except for the 
formal ICT-related subject matter taught in schools, ICT has indeed become part of 
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most learners’ daily activities outside the classroom.  A number of schools have 
wireless networks installed, which enable learners to access the Internet from school 
resources, sometimes without proper supervision.  There is also a wide range of 
mobile computing devices, such as mobile phones, laptops, and tablets, which are 
used daily to access the Internet (as mentioned in Chapter 2).  Common uses of ICT, 
such as accessing the Internet for entertainment (for example, downloading of 
music, movies, etc.) and to access SNS (for example, Facebook and MySpace) were 
discussed in Chapter 2.  Therefore, learners may have the ability to access the 
Internet from school playgrounds, without supervision.  However, with this in mind 
and referring back to Chapter 3, ICT poses various risks (for example, cyber 
bullying) and learners are vulnerable to these risks.  The DBE and schools should 
therefore be aware of and alert to these risks and take responsibility to raise e-Safety 
awareness and education to keep the learners safe from these cyber-related risks.   
 
Clearly, although the utilization of ICT is being encouraged in schools, e-Safety 
education and awareness are being neglected.  Thus, the next section will elaborate 
on e-Safety in South African schools. 
 
4.5 The DBE and e-Safety 
 
The White Paper on e-Education (DoE, 2004) stated that more and more South 
African schools have acquired computers for teaching and learning.  In addition, 
more schools are utilizing the Internet as part of the curriculum as well (Film and 
Publication Board, 2006).  However, as mentioned in the previous section, the 
current curriculum policy documents in South African schools do not refer to e-Safety 
related topics in a formal or informal way (DoE, 2008).  On the other hand, it should 
be noted that the DBE does, however, realize that e-Safety is an immense concern.  
For instance, the DoE has developed Thutong (www.thutong.doe.gov.za), a South 
African Education Portal, where a range of curriculum and other educational 
materials are freely available to download.  E-Safety is one of the topics that are 
being discussed and links to useful international e-Safety websites can be found on 
Thutong.  Furthermore, The DBE (2010a) has drawn up guidelines on e-Safety, 
although nothing more has been officially released and implemented in schools yet.  
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Therefore, it can be said that no formal e-Safety education is currently in place.  
However, there might be a number of dedicated, skilled teachers who have taken the 
initiative to give informal e-Safety lessons to learners.  Thus, it can be concluded that 
the DBE has indeed identified e-Safety as important, but has done little to address it 
effectively.  This section will mostly discuss the e-Safety guidelines which were 
drafted by the DBE. 
 
According to the “Guidelines on e-Safety in Schools” document from the DBE 
(2010a), advantages of using ICT in schools far outweigh the disadvantages.  
However, it should be managed thoughtfully and securely to ensure that the learners 
are protected when using ICT in schools.  Not only should the learners be able to 
recognise and manage online risks, but the rest of the role players should have the 
abilities, as well.  This can be done through proper e-Safety awareness and 
education in primary and secondary schools (Berrier, 2007).  This way children can 
be made aware and be educated about e-Safety from a very young age.  Schools 
may also be seen as a central point where learners and parents can go to when they 
might experience e-Safety issues.  Furthermore, parents and guardians have a 
responsibility to educate their children about e-Safety, because their children have 
access to various ICTs outside the school environment.  Therefore, the DBE (2010a) 
suggests that parents and guardians must be seen as role players in educating 
learners about being e-Safe.  The DBE (2010a) appointed and briefly discussed the 
following as important role players with their individual responsibilities: 
 
• The School: 
• The Teacher; 
• The Learner; and 
• The Parent and/or Guardian. 
 
The School 
 
As discussed earlier in this chapter, ICT has been integrated into the classrooms.  
However, the school’s responsibility is to implement ICT carefully and 
Page | 63  
 
strategically to achieve the best results.  That is, to equip learners to be 
responsible and ethical role players in the information age. 
 
The DBE (2010a) suggested that schools must develop an Acceptable Use 
Policy (AUP).  This policy should cover the responsibilities and the rights towards 
the utilization of ICT, of each of the role players.  The individual role players 
should sign the policy, and the school must keep the copies of the signed AUPs.  
The AUP should clearly state what penalties will be enforced, should the policy 
be violated in any way.  Violations of the policy may result in disciplinary action, 
such as suspension, or losing the privilege to use the school’s ICT.  The AUP 
should also be linked to the existing Code of Conduct - South African Schools Act 
(Act No 84 of 1996 amended 2007).  Therefore, in the future, AUPs may have to 
be adapted with the assistance of the DBE and an Information Protection 
Regulator.  This will ensure that the AUPs are brought in line with the legislation 
concerned. 
 
The Teacher 
 
Teachers need to understand the modern ICT of the 21st century, because the 
learners are utilizing it more and more each day.  Teaching and learning in the 
classrooms can be improved if they are digitally literate and are confident when 
using ICT.  From a security point of view, teachers can help learners on how to 
be safe on the Internet and can direct them to safe websites.   
 
The DBE (2010a) also suggested that teachers may need to provide guidance, 
counselling and advice to learners who may be dealing with difficult matters, such 
as harassment, stalking, cyber bullying, etc. 
 
In addition, it is suggested that teachers may not use the school ICT for personal 
matters.  If it is not benefiting the school, it can be seen as unethical. 
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The Learner 
 
Learners are engaging more in online activities than in the past.  Today, they are 
active on social networking sites, playing online games, downloading music, etc.  
In addition, learners may be more sophisticated than the older generation when 
utilizing ICT, because the older generation might not understand and have the 
necessary expertise.  Therefore, learners should learn to take responsibility for 
their own online actions.  They need to understand how to resolve online issues 
and not create them.  They need to keep themselves safe online, and they need 
to report any inappropriate online behaviour to a teacher, ICT coordinator or any 
other relevant authorities. 
 
The Parent and/or Guardian 
 
The parent and/or guardian have the responsibility to monitor the actions of their 
children.  It might be difficult, because children might use mobile phones in 
private locations to access the Internet.  However, it is possible to set up filters on 
Internet browsers and even on mobile phones.  Additionally, the cache (browsing 
history) can also be checked.  The filters enable parents and/or guardians to 
password protect various online activities, which may be age-inappropriate, and 
this might keep children from accessing these activities.   
 
It is also important to note that parents and/or guardians have the responsibility to 
support the school whenever the AUP has been breached and they need to 
enforce the necessary penalties. 
 
Parents and/or guardians should also be discouraged to allow their children to 
access the Internet in an isolated space, such as their bedrooms.  They must be 
able to monitor the utilization of online activities.  Furthermore, they should make 
their children aware of the dangers of posting personal information on the 
Internet, such as on social networking sites, like Facebook. 
 
Moreover, the DBE (2010a) outlines some guidelines on different media platforms, 
tools and content, including Copyright issues.  For example, this includes the 
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implementation of antivirus and monitoring software.  However, the detail in the 
“Guidelines on e-Safety in Schools” document on how to be safe online is immensely 
sparse.  Schools would not be able to use this as their only resource to guide 
learners to be e-Safe. 
 
It can be argued that the problem is not unique to South Africa, but it is becoming an 
international issue.  In contrast, international countries, like the United Kingdom, 
Canada and Australia, have established e-Safety programmes and implemented 
them as part of their school curriculum.  For example, schools in the United Kingdom 
make use of the CEOP’s Thinkuknow, Becta and the London Grid for Learning 
materials (Becta, 2008).  They also appoint e-Safety ambassadors to help other 
children in need, regarding ICT.  The CEOP’s Thinkuknow education programme 
helps children to learn about online risks while accessing the Internet for whatever 
purpose.  It focuses on three key messages (Becta, 2008): 
 
• How to have fun online; 
• How to stay in control online; and 
• How to report a problem. 
 
Children who are part of this Thinkuknow education programme are also being 
taught how to (Becta, 2008): 
 
• Recognise and manage potential risks associated with their online activities; 
• Behave responsibly online; 
• Judge what kind of online relationships are acceptable and unacceptable; 
• Recognise when pressures from others in the online environment may 
threaten their personal safety and well-being and how to develop effective 
ways of resisting pressure; and 
• Stay in control and report a problem. 
 
South Africa should formally implement e-Safety as part of their national school 
curriculum as well, so that it can become part of every child’s learning environment 
(Film and Publication Board, 2006).  ICT, however, has been formally integrated into 
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the national curriculum of South African schools.  With e-Safety not formally been 
integrated into the national curriculum, it can be said that there is a gap between the 
proposed e-Safety guidelines from the DBE and the formal implemented curriculum.  
Except for the few guidelines on e-Safety available, it receives little or no attention in 
schools to raise e-Safety awareness and education.  On the other hand, these 
guidelines cannot guarantee that e-Safety awareness and education will be 
integrated into schools and improve the current situation.  Therefore, an ideal 
solution would be to formally integrate e-Safety into the national curriculum.   
 
All things considered, it is being realized that e-Safety should be integrated into 
schools and it should be applied to all the role players to ensure that learners are  
e-Safe (DBE, 2010a).  Becta (2008) states that: “Schools have a duty to help 
children and young people remain safe when online, whether that use of the Internet 
occurs inside or outside school”. 
 
4.6 Conclusion 
 
This chapter has attempted to examine the trends and importance of ICT utilization 
in education, particularly in schools.  It showed that the DBE considers the 
development of ICT in schools as a priority at the national government level.  
Policies of several countries, like the United Kingdom, Netherlands, Asia and South 
Africa, have been studied and without any exception, the utilization of ICT for 
teaching and learning is recommended.   
 
Unfortunately, it was noted that there is a definite lack of e-Safety education and 
awareness in the South African school curriculum.  Conversely, the DBE should also 
consider e-Safety as a priority at the national government level.  Therefore, this 
chapter also attempted to explain why e-Safety should be a necessity in primary and 
secondary schools. 
 
Palfrey (2009) stated that best practices on how to keep children safe, when using 
different ICT, should be implemented in education.  These best practices should be 
applicable to the different role players.  The role players have no choice but to 
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cooperate in working together to meet these e-Safety challenges, since it is in the 
interest of keeping children safe from online risks.  It can also be concluded that 
computers are not the only way to access the Internet.  However, other devices, 
such as mobile phones and even game consoles can access the Internet, as 
discussed in the previous chapters.  This raises the concern for e-Safety even more. 
 
The lack of e-Safety guidelines in South African school curricula is an immense 
concern, because learners should be educated about the dangers that are 
associated with ICT, especially the dangers that are lurking on the Internet.  
Learners with the necessary skills to keep themselves safe online will benefit and will 
be able to use the Internet with more confidence.  Addressing this shortcoming is the 
main focus of this dissertation.  Furthermore, all children should receive compulsory 
education; therefore, a school is the perfect place to try and raise e-Safety 
awareness.  The problem is not really what should be done, but rather how it should 
be done.   
 
The subsequent chapter describes the research design and data collection methods 
that were followed to address the above-mentioned shortcoming of e-Safety 
guidelines in South African schools. 
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Chapter 5 
e-Safety in Schools 
5.1 Introduction 
 
This research study was aimed at establishing guidelines to raise e-Safety 
awareness in South Africa, particularly in primary and secondary schools.  As a 
result, a framework was developed to contribute in raising e-Safety awareness and 
education in South African schools. 
 
In particular, Chapters 2 to 4 set out the literature review that formed a theoretical 
base for this research study.  These chapters focused on the following aspects: 
 
• Chapter 2 – Investigated the evolution of ICT and the impact it has on modern 
society.  Different age generations who use these modern technologies were 
also discussed; 
• Chapter 3 – Discussed various risks that could be associated with ICT and, in 
particular, services utilizing the Internet; and 
• Chapter 4 – Endeavoured to explain positive impacts which ICT can have on 
children’s lives, while being school.  This chapter also discussed the 
importance of ICT in schools, factors that could influence the utilization of ICT 
and formal uses of ICT in schools.  Finally, this chapter theoretically 
determined the current status of e-Safety in schools, according to 
governmental policies.  It was found that there is a definite lack of e-Safety 
education and awareness in the South African school curriculum, and it was 
suggested that the DBE should consider e-Safety as a priority at the national 
government level. 
 
Korzybski (1933) stated the following, “If the map shows a different structure from 
the territory represented – for instance, shows the cities in a wrong order… then the 
map is worse than useless, as it misinforms and leads astray”.  According to this 
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quote, a reliable “map” should be in place to guide an individual to stay on the 
correct path to find his/her way.  Similarly, a research problem was posed in Chapter 
1 and to reach a conclusion in this dissertation about it, something needs to be done 
to come to that conclusion.  That “something” can be seen as the research method 
(Hofstee, 2006).  The research methods will provide guidance on how the 
conclusions were reached.  
 
Therefore, this chapter will describe the research design and methodology which 
were followed to address the above-mentioned shortcoming of e-Safety guidelines in 
South African schools.  This is followed by individual discussions on how each of the 
research methods was applied.  Chapter 5 will not discuss every research method, 
but will, however, focus on the research methods which were applied in this research 
study.  This chapter also summarizes the results and findings of the survey 
conducted at six schools and the case study which was conducted during this study.  
Finally, this chapter will list the criteria for the proposed framework, which will, 
however, be further discussed in more detail in Chapter 6.  
 
5.2 Research Design 
 
According to Saunders, Lewis and Thornhill (2007), research can be defined as, “the 
systematic collection and interpretation of information with a clear purpose, to find 
out things”.  In addition, Lincoln and Guba (1985) define research design as, “the 
plan, structure, and strategy of investigation conceived so as to obtain answers to 
research questions and to control variance”.  The research design of this study will 
be discussed in this section by listing the research problem and research questions, 
followed by a brief overview of the philosophical and methodological choices 
accepted. 
 
5.2.1 Research Problem and Research Questions 
 
  The research problem which was posed in Chapter 1 is as follows: 
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Most citizens are not adequately prepared for the information security 
challenges introduced by ICT. 
 
In addition, the primary research question which was formulated in Chapter 1 
is as follows: 
 
How can e-Safety help mitigate information security challenges 
introduced by ICT? 
 
Four secondary research questions were also formulated to be addressed 
through this research study: 
 
• What are the various dimensions of ICT usage in modern society? 
• What are the security implications? 
• Why is society not adequately prepared for the information security 
challenges introduced by ICT? 
• How can information security preparedness be improved? 
 
To address the research problem and to answer the various research 
questions, numerous research methods were applied, which will be 
discussed throughout this chapter.  The following sub-section will discuss the 
philosophical and methodological choices, applicable to this study.   
 
5.2.2 The Research Onion 
 
The “research onion” is an easy way to answer the research questions.  It 
provides methods and strategies which can be utilized during the research 
process, in order to address a research study (Saunders et al., 2007).  The 
research onion provides various layers, for example a research philosophy 
layer (the outer most layer), approach layer, strategy layer, etc.  After 
selecting the philosophy associated with this research study, other 
appropriate elements from the inner layers may be chosen to further answer 
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the research questions and to address the research objectives.  Figure 5.1 
depicts this research onion. 
 
 
Figure 5.1: Research Onion (Adapted from Saunders et al., 2007) 
 
According to Saunders et al. (2007), the research onion consists of six layers.  
When using this research onion, one would start at the outer most layer and 
proceed to the inner layers.  Therefore, the philosophical stance of the 
research will be chosen first, this gives an idea of how the researcher thinks 
about the research.  Secondly, the research approach will be chosen.  It can 
be said that the philosophical stance plays an important role when choosing 
the research approach.  For example, research may be primarily deductive 
(thinking goes from general to specific) or primarily inductive (thinking goes 
from specific to general).  Thirdly, a research strategy is chosen, such as a 
survey, a case study, etc.  Fourthly, the research strategies that are chosen 
may lead to a specific choice of mono method, mixed method or multi-method 
research.  Fifthly, a time horizon may be chosen; this can be cross-sectional 
or longitudinal.  Finally, specific research techniques, data collection methods 
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and procedures will be chosen.  Using the research onion might simplify the 
process of constructing the research design of a research study.  
 
The following lists only the elements of the research onion which are 
applicable to this research study: 
 
Philosophy 
 
The philosophy that was followed in this research study was pragmatic.  
According to Johnson and Onwuegbuzie (2004), pragmatism helps 
researchers to use mixed research approaches profitably to answer significant 
research questions.  This study focused on two research paradigms, i.e. 
positivism and interpretivism.  However, this study was predominantly in the 
interpretivist paradigm, with some elements in the positivistic paradigm.  
Positivism includes researchers that validate statements, not using subjective, 
moody opinions, but using objective methods.  On the other hand, 
interpretivism includes researchers that are not expected to generalize their 
findings, and they use subjective methods to prove a point (D'Atri & Saccà, 
2010).  Positivism is generally associated with quantitative research.  In 
contrast, interpretivism is generally associated with qualitative research 
(Johnson & Onwuegbuzie, 2004). 
 
Quantitative research produces information that can be converted into 
numbers.  Data that is gathered and analyzed during a quantitative study 
should be measurable.  In short, this type of study generally focuses on 
statistics and numbers, and it is usually in the form of tables.  In contrast, 
qualitative research produces non-numerical data.  Data that is gathered 
during this study is analyzed in an interpretative and subjective manner.  In 
short, qualitative research provides detail descriptions of a particular research 
topic, and it is usually in the form of words, images or objects (Experiment 
Resources, 2009). 
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Approaches 
 
With this research study primarily in the interpretivist paradigm, it was based 
on inductive reasoning (Carson, Gilmore, & Perry, 2001).  An idea was 
developed after data was collected and evaluated, and generalized into a 
conclusion.  Thus, the research contribution moved from the specific (six 
schools) to a conclusion that can be generalized for most schools. 
 
Strategies 
 
The primary research strategy that was chosen for this research study was 
design science, because the research contribution is in the form of a 
framework.  The guidelines of Hevner, March, Park and Ram (2004) were 
followed during the development of the proposed framework.  The criteria of 
this proposed framework will be discussed in Section 5.7.  However, it will be 
discussed in more depth in Chapter 6. 
 
Choices 
 
This study was based on mixed methods research.  Johnson and 
Onwuegbuzie (2004) define mixed methods as follows: “… the class of 
research where the researcher mixes or combines quantitative and 
qualitative research techniques, methods, approaches, concepts or language 
into a single study”.  The goal of mixed methods research is to gain from the 
strengths and to minimize the weaknesses of the different research methods 
utilized in this study.  Therefore, specific methods crystallized as this 
research study continued.  In addition, mixed methods research can be seen 
as a philosophical partner of pragmatism and it can also be used for 
triangulation. 
 
Time Horizons 
 
Research data can be collected in two different manners; like a “snapshot” or 
like a “diary”.  Cross-sectional research can be seen as a “snapshot”, 
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because the research is conducted at a particular point of time and has a 
time constraint.  In contrast, longitudinal research can be seen as a “diary”, 
because the research is conducted over a period of time, without any time 
constraints (Saunders et al., 2007).  The research conducted in this study 
was cross-sectional, since data was collected from three primary and three 
secondary schools through a survey, at a specific instance of time. 
 
Techniques and Procedures 
 
A number of data collection techniques and procedures were used during this 
research study.  Primarily, interviews and questionnaires were conducted in 
a school environment, a case study was conducted in another country and a 
literature review was conducted to gather data. 
 
In some cases, triangulation was used to enhance the validity of the data 
collected.  As a result, reliable information was produced that was used in this 
research study.  This will be discussed in Section 5.3.3. 
 
Having motivated the various components, according to the Research Onion, a 
specific research design was defined for this study.  The following section will briefly 
discuss the macro structure of the various methods, techniques and procedures that 
were utilized in this research study. 
 
5.3 Macro Structure of Research Study 
 
The previous section has made it clear that this research study followed inductive 
reasoning and that it predominantly followed a qualitative approach, however, some 
elements of a quantitative approach also existed.  The following sub-sections, as 
illustrated in Figure 5.2, will discuss the research techniques and data collection 
methods which were utilized in this study.  The research techniques and data 
collection methods which were chosen could possibly be seen as the most 
appropriate to this study to generate the best possible results. 
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Figure 5.2: Macro Structure of Research Study 
 
5.3.1 Literature Review 
 
Literature reviews provide an overview and give background of a specific 
research field or topic in which the researcher is interested.  It can bring new 
perspective and new ideas that is relevant to help a researcher with a current 
research study (Hofstee, 2006).  Literature reviews form an imperative part of 
any research study, because of the valuable contribution it makes.  They help 
to integrate findings from the current research study with other existing 
studies.  Therefore, the current findings from this research study may be used 
to either support or contradict earlier research (Kumar, 2005). 
 
According to Kumar (2005) literature reviews help researchers to: 
 
• Provide a background to a research study and therefore, bring clarity 
and focus to research problems; 
• Improve and refine the research methodology; 
• Broaden knowledge base of research area; and 
• Contextualise the research findings. 
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Kumar (2005) also stated that there is a paradox when it comes to literature 
reviews.  A thorough literature review cannot be conducted, unless a 
particular research problem has been stated.  However, on the other hand, a 
literature review is important in helping the researcher to formulate this 
research problem. 
 
Literature reviews rely on secondary data; it can be seen as either a 
quantitative or a qualitative method (Hofstee, 2006).  Secondary data can 
provide a number of advantages and disadvantages.  Advantages may 
include saving time and money, providing reliable data, facilitating  
cross-cultural research and suggesting suitable methods to handle data.  
Disadvantages may include secondary data that was collected for a different 
research problem and objective, the fit of the data with the current research 
study needs to be considered, it can be expensive if it is sourced from 
commercial organizations, it can be inaccurate and can be difficult in  
cross-cultural comparison (Nagtegaal & Wittens, 2009). 
 
Secondary data comes from sources that already exist.  In this particular 
research study existing conference papers, journals, articles, books, online 
sources, dissertations, theses, educational and governmental documents 
were examined and some were utilized.  The necessary background and 
content for Chapter 2 to 4 were gained after an extensive literature review 
was conducted by using these documents.  A short summary of each can be 
found in Section 5.1.  This helped with the development of the survey, which 
will be discussed in the next sub-section. 
 
5.3.2 Survey 
 
Surveys can be used to determine individuals’ feelings, opinions, intentions, 
attitudes and behaviours, which may not be available in existing sources 
(Hofstee, 2006).  As a result, primary data is generated. 
 
Interviews and questionnaires are two survey methods that are being used 
mostly in research.  These two methods have a lot in common, and both 
Page | 77  
  
methods were utilized to obtain information from respondents who the 
researcher thinks have the required information for his/her study (Hofstee, 
2006).  Both methods can ask quantitative and qualitative questions.  
Onwuegbuzie and Leech (2006) stated that quantitative (closed, directional) 
questions are being asked when the researcher wants more specific answers.  
Conversely, qualitative (open-ended, non-directional) questions are being 
asked when the researcher wants to discover and describe experiences, 
processes, opinions, etc.  With qualitative research questions, respondents 
answer with their own answers.  Both interviews and questionnaires were 
utilized for the purpose of this research study. 
 
Qualitative research interviews were conducted with various primary and 
secondary school principals – to see whether some form of e-Safety 
education was present at the corresponding schools at that moment – 
according to Kvale’s (1996) approach.  Kvale (1996) describes this approach 
as follows: “The qualitative research interview attempts to understand the 
world from the subjects’ points of view, to unfold the meaning of peoples’ 
experiences, to uncover their lived world prior to scientific explanations.” 
 
Hofstee (2006) lists three types of interviews, namely structured, unstructured 
and semi-structured.  However, this research study focused on 
semi-structured interviews.  Semi-structured interviews allow the researcher 
to deviate from the set format of questions which were pre-prepared.  The 
researcher may change the questions, the order of the questions and may 
add additional questions depending on the direction of the interview (Hofstee, 
2006).  The latter can also be seen as advantages of semi-structured 
interviews.  However, a disadvantage of semi-structured interviews is that 
inexperienced interviewers may not have the expertise to deviate from the set 
pre-prepared questions, and therefore, it may lead to not obtaining important 
data.  
 
Questionnaires can be defined as “data-gathering instruments used to obtain 
factual data, opinions and attitudes in such a way that the respondents and 
the data-gatherer need not come into contact with each other” (Sanders, 
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1995).  An e-Safety questionnaire was conducted during this research study 
to identify the online behaviours, opinions and experiences of learners, such 
as whether they are active on the Internet and which online activities they are 
involved in.  Also, to collect quantifiable data that can be compared to other 
similar studies internationally or locally.  This questionnaire contained both 
quantitative and qualitative questions. However, it can be classified as being 
primarily more quantitative, because open-ended questions can be difficult to 
interpret, analyze and report (Hofstee, 2006).  
 
Questionnaires have advantages and disadvantages.  Advantages may 
include offering confidentiality to respondents by making it anonymous, 
analyzing answers and reporting quantitative results may be easy; therefore 
data can be obtained from a large number of respondents, results may also 
be easy to compare with other studies later and it can be very inexpensive 
(Hofstee, 2006).  Disadvantages of questionnaires may include not allowing 
the researcher to interact with the respondents directly, the researcher cannot 
deviate from the original structure of questions being asked, the researcher is 
limited in the depth to which he/she can investigate the respondent, and it 
may be time consuming (Hofstee, 2006).  
 
To summarize, a survey was chosen to investigate the current status of  
e-Safety in various South African primary and secondary schools and to 
determine the problem area in this regard.  In short, this research study 
wanted to determine the current situation of a typical South African child and 
thereupon proposed an e-Safety framework as a possible solution which may 
help to improve this current situation.  Section 5.4 will describe the process on 
how the interviews and questionnaires were conducted in more detail.  The 
utilization of interviews and questionnaires contributed to triangulation.  
Triangulation will be discussed in the sub-section below. 
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5.3.3 Triangulation 
  
Thurmond (2001) defined triangulation as “the combination of two or more 
data sources, investigators, methodologic approaches, theoretical 
perspectives, or analytical methods within the same study”.  The purpose of 
triangulation is to strengthen the design, reliability and validity of the study.  
Denzin (1978) identified four types of triangulation, i.e. data triangulation, 
investigator triangulation, methodological triangulation and theoretical 
triangulation. For the purpose of this study, methodological triangulation was 
utilized (Figure 5.3), which refers to the utilization of more than one data 
collection method (Denzin, 1978).  Thus far, three data collection methods 
have been discussed, namely literature reviews, interviews and 
questionnaires.  A single method rarely solves a problem, because of the 
weaknesses each one has.  Therefore, methodological triangulation helps to 
validate the results of the three individual methods, by recognizing and 
overcoming the weaknesses of each other.  As a result, the reliability and 
validity of the research findings were enhanced. 
 
 
 
Figure 5.3: Methodological Triangulation 
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5.3.4 Case Study 
 
Kozma (2003) defines a case study as “an exploration of a bounded system”.  
It can be quantitative or qualitative in nature.  In addition, it can help in 
understanding more general research questions and problems.  
 
Six different types of case studies have been identified (Tellis, 1997).  These 
are as follows: 
 
• Exploratory – Considered as a prelude to social research and looks for 
patterns; 
• Explanatory – Utilized for causal investigations; 
• Descriptive – Requires a descriptive theory to be developed before 
starting; 
• Intrinsic – When the researcher has an interest in the case; 
• Instrumental – Utilized to understand more than what is obvious to the 
observer; and 
• Collective – When a group of cases is studied. 
 
All of the above-mentioned case studies can be either single-case or  
multiple-case.  Single-case studies may be used to confirm or challenge a 
research theory.  It can be holistic or embedded.  In contrast, multiple-case 
studies “follow a replication logic, where each case study consists of a ‘whole’ 
study” on its own (Tellis, 1997).  Thereafter, findings are analyzed from each 
individual study and conclusions are made. 
 
Additionally, data can be collected through various methods, when conducting 
a case study.  Yin (2003) identified six sources of collecting data; these are 
documentation, archival records, interviews, direct observations, participant 
observation, and physical artefacts. 
 
Issues that could be associated with conducting a case study, include the 
specification of the research question, the selection of cases, the collection of 
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data, the write-up of the reports and the credibility of the findings may often be 
questionable.  However, an advantage of conducting a case study is that it 
may provide much more in-depth information, than other methods (Kozma, 
2003). 
 
This research study focused on exploratory, single-case studies, because this 
dissertation is concerned with society and is therefore based on social 
science research.  It is classified as single-case because only one case study 
was conducted in the UK.  A case study was conducted to help meet the 
research goals of this dissertation.  Interviews with e-Safety experts were 
conducted as a data collection method.  These interviews were open-ended, 
informal and conversational.  The case study focused on identifying the 
current status of e-Safety awareness and education in UK schools, and how it 
is being implemented.  The main purpose of conducting this case study was 
to explore whether the UK is experiencing the same difficulties regarding 
children not being safe online, as South Africa.  Also, to see whether they 
agree that more has to be done to raise e-Safety awareness and education in 
schools, not only in South Africa, but globally.  
 
As a result, this method offered the experience to become familiar and to 
explore the e-Safety situation in the UK in much more detail.  The process on 
how this case study was conducted will be briefly discussed in Section 5.5.  
Not only did this method contribute to the development of the proposed  
e-Safety framework, but the methods which were discussed earlier also 
contributed to this development.  
 
5.3.5 Design of Framework  
   
Based on the results and findings of the previously mentioned methods, it was 
decided that design science would be the most appropriate strategy for this 
dissertation, as mentioned in Section 5.2.2.  Therefore, an e-Safety 
framework was developed as the primary contribution of this dissertation.  Da 
Veiga and Eloff (2010) define a framework as “a structure upon or into which 
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contents can be put and further relates it to thoughts that are directed for a 
purpose”. 
 
The design science guidelines of Hevner et al. (2004) were followed during 
the development of this e-Safety framework.  The seven guidelines are as 
follows: 
 
• Design as an artifact; 
• Problem relevance; 
• Design evaluation; 
• Research contributions; 
• Research rigor; 
• Design as a search process; and 
• Communication of research. 
 
These guidelines and the design of the framework will however be discussed 
in more depth in Chapter 6.  In addition, the e-Safety framework was 
developed to propose guidelines on how e-Safety awareness and education 
can be improved in South African schools.  The primary research objective of 
this dissertation was met, by developing and proposing this framework to 
contribute towards the development of e-Safety awareness and thereby 
contributing to an e-Safety culture.  Thus, cultivating an e-Safety culture 
should allow individuals to adapt their behaviour towards the secure utilization 
of ICT. 
 
Sections 5.4 and 5.5 will discuss in more detail how the survey and case study were 
conducted.  Additionally, Section 5.6 will discuss the results and findings of the 
literature review, survey and case study which contributed to the development of the 
framework.  Therefore, Section 5.7 will provide a brief overview of the criteria for the 
proposed e-Safety framework.  A more elaborate discussion on the proposed 
framework will be provided in Chapter 6. 
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5.4 Survey  
 
As discussed in Section 5.3.2 two survey methods, to gather primary data, were 
utilized in this research study, namely: 
 
• Interviews; and 
• Questionnaires. 
 
The process on how these survey methods were conducted will be discussed in this 
section. 
 
5.4.1 Interviews 
 
Qualitative, semi-structured, face-to-face interviews were the preferred 
choice.  The objective of these interviews was to ascertain whether South 
African schools have some sort of e-Safety education in their curricula or any 
related existing e-Safety policies.  Additionally, the interviews were aimed at 
gaining a better understanding of the current situation regarding e-Safety in 
South African schools.  Therefore, it involved six – three primary and three 
secondary – school principals in the Nelson Mandela Bay area.  The 
interviews were arranged beforehand and the school principals were informed 
about the topic.  Interviews were scheduled for approximately 45 to 60 
minutes and it was conducted between June and August 2010.  The schools 
were chosen based on the geographical location, since all were within a forty 
kilometre radius; therefore, simplifying the process of face-to-face interviews.  
It was also based on the willingness of the school principals in participating in 
this research study.  Names of the individuals were not mentioned anywhere 
to ensure confidentiality.  The interviews were conducted in a private and 
comfortable area; for the purpose of this study, it was the office of each school 
principal.   
 
Interview sheets (Appendix A) with pre-prepared questions, were used to 
interview principals.  Questions were carefully chosen, therefore assuring that 
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principals would not get defensive, and keeping the experience a pleasant 
one.   
 
Notes were taken during the interviews, together with recording of the 
conversations.  For this reason, the interviews were not interrupted by taking 
notes; thus, increasing the validity of the interview findings.  Permission was 
asked from the principals before recording the conversations. 
 
In addition, permission was asked to conduct e-Safety questionnaires in 
schools, involving only learners.  The objective of the questionnaires was 
explained.  All six principals gave their permission, therefore the process on 
how the questionnaires were conducted, will be presented next. 
 
5.4.2 Questionnaires 
 
The qualitative interviews were followed by the e-Safety questionnaires 
presented in this sub-section.  Appendix I illustrates the actual e-Safety 
questionnaire which was distributed.   
 
However, before the questionnaires could be initiated, approval was needed 
from various parties.  The procedure for approval is as follows: 
 
• Firstly, permission to conduct research in departmental schools in Port 
Elizabeth had to be obtained from the Provincial Department of 
Education (Appendix B); 
• Secondly, permission had to be obtained from the principals of each 
participating school.  Both primary and secondary school principals 
received written letters of invitation (Appendix C) with detailed 
information about this study.  Accompanying these letters, were 
consent forms they had to complete (Appendices D1 and D2); 
• Thirdly, as children are deemed a vulnerable group, ethical clearance 
for the questionnaires had to be obtained (Appendix E).  Ethical 
integrity of the study has been approved by the Research Ethics 
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Committee – Human (REC-H) of the Nelson Mandela Metropolitan 
University. The REC-H consists of a group of independent experts that 
has the responsibility to ensure that the rights and welfare of 
participants in research are protected and that studies are conducted in 
an ethical manner. Studies cannot be conducted without REC-H’s 
approval; 
• Fourthly, parental consent was also sought from the parents 
(Appendices G1 and G2) by means of an explanatory letter with a form 
that needed to be returned to the school; and 
• Lastly, permission from the actual participants had to be obtained 
(Appendix H). 
 
All the documents were printed on Nelson Mandela Metropolitan University 
letterhead stationery, aiming to look more professional and to get more 
responses in return.  The questionnaires were conducted after permission 
from all the parties was obtained.  The rest of this sub-section discusses the 
population, instrumentation, data collection, data analysis and limitations of 
the questionnaires in more detail. 
 
Population 
  
The target sample chosen was from three primary and three secondary 
schools in the Nelson Mandela Bay area, particularly sixth- to twelfth-grade 
learners.  However, grade twelve learners could not participate, due to the 
forthcoming final examinations.  The participants were from both genders and 
different ethnic groups.  The aim was to involve multicultural schools.  As 
mentioned in Section 5.4.1 schools were in a forty kilometre radius and 
principals were willing to participate, therefore these schools formed an ideal 
sample.  Two schools were Afrikaans-medium and four were Afrikaans- and 
English-medium (bilingual). 
 
The aim was to complete 2000 questionnaires.  One concern was that the 
response rate might be low.  However, the final population consisted of 1594 
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learners; therefore, this figure represents almost an 80% response rate.  The 
design of the questionnaire itself will be discussed next. 
 
 Instrumentation 
 
The questionnaires were mainly quantitative, except for specific open-ended 
questions which gave it a qualitative approach.  These questionnaires 
contained 35 questions and they were categorized into four main sections to 
make it easier for the learners to understand, namely: 
 
• Demographics (Questions 1 to 4) – To allow analysis of the 
respondents; 
• Accessing/Utilizing the Internet (Questions 5 to 14) – To determine 
which online activities the learners are involved in; 
• Social Networking (Questions 15 to 27) – To ascertain whether 
learners use social networking sites and how they are used; and 
• Cyber Bullying (Questions 28 to 35) – To investigate the nature and 
extent of cyber bullying amongst learners. 
 
These questionnaires were voluntary and learners could withdraw at any time 
to ensure no undue pressure.  It was also anonymous.  In addition, the 
average length to complete the questionnaires was approximately 15 to 20 
minutes and was conducted during October and November 2010.  It was 
scheduled at the convenience of the school and arranged for times which 
would not interfere or be disruptive to learners while they prepare for the 
forthcoming examinations. 
 
The questionnaires were kept as simple as possible, to eradicate confusion.  
Especially with the primary school learners involved, concerns were raised 
that they would not understand the questions being asked.  Therefore, 
abbreviations and tricky terms were avoided as far as possible. 
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The learners were asked questions about their online habits, for example, 
“How long do you spend on the Internet per day?” and “Do your 
parents/guardians supervise you when you are using the Internet?”  Learners 
were also asked questions about social networking sites (i.e. “Do you use 
social networking sites, e.g. Facebook, MXit, Twitter, chat rooms, etc.?”). 
Learners who answered “yes” were asked about the people they first met 
online (i.e. “Have you ever physically met someone who you do not know and 
have only chatted to online?”).  All learners were asked, “Have you ever been 
cyber bullied?” Learners, who answered “yes”, were asked seven follow-up 
questions. A number of the cyber bullying questions asked, included; “In 
which form have you been cyber bullied? (Also describe the situation briefly)”, 
“Did you tell anybody about the cyber bullying?” and “If you have been cyber 
bullied, who would you prefer to talk to?” 
 
Section 5.6.2 will examine the results of the questionnaires for each of the 
above-mentioned categories.  
 
 Data Collection 
 
Before the questionnaires were initiated, approval was firstly obtained from 
the Provincial Department of Education, participating school principals and the 
Research Ethics Committee.  A “letter of participation” letter (Appendix F) was 
delivered to each participating principal and included the necessary guidelines 
of the procedure to follow.  Consent forms (Appendices G1 and G2) and 
assent forms (Appendix H) were included, as well. 
 
Teachers distributed the consent forms amongst the learners for their parents 
to sign and to give their permission.  Learners, who returned the signed 
consent forms with approval from their parents, were then asked to complete 
a consent form to give their own permission, as well.  Learners were then 
given the opportunity to participate in completing the questionnaires in 
classrooms under the supervision of a teacher.  Therefore, they could ask if 
they did not understand a question.  Each learner received the same 
Page | 88  
  
questionnaire with the same set of questions to complete.  They were also 
given enough time to complete the entire questionnaire. 
 
In addition, it was explained to the parents and learners that the 
questionnaires would be anonymous and strictly confidential.  Also, that there 
were no right or wrong answers.  Learners, parents and/or principals also had 
the option to withdraw at anytime. 
 
The schools were asked whether the completed questionnaires could be 
ready for collection by the 5th of November 2010.  Consequently, the 
completed questionnaires were collected personally from each participating 
school.  Data from the completed questionnaires were now ready to be 
captured and analyzed. 
 
 Data Analysis 
 
 A statistician from the Nelson Mandela Metropolitan University was 
approached for all statistical analysis and advice.  Excel spreadsheets were 
created in order to capture data from the questionnaires.  These Excel 
spreadsheets were used by two data capturers.  A unique coding system was 
used to capture the data from the 1594 questionnaires.  The captured data 
was returned to the statistician for analysis to allow conclusions to be drawn.  
Raw data from these statistics can be found in Appendix J.  The results and 
findings of the questionnaires will however be discussed in Section 5.6.2. 
 
 Limitations  
 
Limitations of these questionnaires include, learners below grade six were not 
included in participating in the questionnaires.  The reason for this is that 
concerns were raised that they might not understand the questions being 
asked.  Designing another questionnaire, specifically for the younger learners, 
was considered.  However, it was decided not to develop another 
questionnaire, because it would have taken too much time and it would have 
made the process of analyzing the results more difficult and time-consuming.  
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Grade twelve learners did not form part of the sample, due to forthcoming final 
examinations.  Therefore, the questionnaires were only conducted amongst 
sixth- to eleventh-grade learners. 
 
The primary and secondary schools chosen were based in the Nelson 
Mandela Bay area and they were city-based only.  None of them were in the 
rural areas.  The reason for this is that they were within a forty kilometre 
radius and questionnaires were easier to collect.   
 
Another limitation is that some learners were restricted to participate by their 
parents, therefore raising uncertainty whether the participation of these 
learners would have made a difference in the results.  Learners might not 
have been openly-straightforward and honest, as well.  Therefore, the results 
and findings might not describe the actual situation precisely.   
 
This section provided information and background on the processes on how the two 
survey methods – interviews and questionnaires – were conducted in detail.  The 
following section will describe the case study that was conducted in the United 
Kingdom. 
 
5.5 Case Study in United Kingdom 
 
An exploratory, single-case study was conducted in the South-Western region of the 
United Kingdom, as mentioned in Section 5.3.4.  Open-ended, informal and 
conversational face-to-face interviews were conducted with two e-Safety experts as 
a data collection method.  The conversations were recorded and permission was 
asked before it was recorded.  
 
The two e-Safety experts are from the University of Plymouth, UK.  The reason why 
the University of Plymouth was chosen is that they are experts in the field of e-Safety 
and they are continuously involved in raising e-Safety awareness and education 
amongst UK citizens.  The University of Plymouth is also a partner of the South West 
Grid for Learning Trust (SWGfL) e-Safety group who provides secure and safe 
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Internet connectivity.  Therefore, a visit to Plymouth was arranged from the 31st of 
January to the 4th of February 2011. 
 
During this week, interviews were conducted to identify the current status of e-Safety 
awareness and education and how it is implemented in the UK.  The interviews also 
explored whether the UK is experiencing the same problems as South Africa, with 
children not being safe online.  Another reason for conducting the interviews, was to 
ascertain whether they agree that more has to be done in order to raise e-Safety 
awareness and education in primary and secondary schools.  The two e-Safety 
experts also examined the results and findings of the e-Safety questionnaire 
conducted and they gave their opinions.  They also gave advice on how to raise  
e-Safety awareness in South African schools and referred the author to a number of 
useful e-Safety websites. The findings of the case study conducted in the UK will be 
discussed in Section 5.6.3. 
 
5.6 Results and Findings 
 
Until now, this chapter focused on the research methods that were conducted during 
this study.  In particular, the focus was on how the data was collected and analyzed.  
This section, on the other hand, focuses on the results and findings of these 
research methods which were conducted.  The first sub-section focuses on important 
aspects of the literature review, the second sub-section focuses on the results and 
findings of the survey and the third sub-section discusses the findings of the case 
study which was conducted in the UK. 
 
5.6.1 Literature Review 
 
This sub-section describes important issues and role players to consider 
which were identified during the literature review.  Important aspects from 
Chapter 2 to Chapter 4, in particular, will be examined and discussed.  The  
e-Safety framework that was developed as the primary contribution of this 
study was based on some of the findings of the literature review. 
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  Important Issues to Consider in Literature Review 
 
The aim is to provide a brief overview of the important cyber security related 
aspects that were identified during the literature review.  A number of data 
sources for the review were collected, read and utilized, as discussed in 
Section 5.3.1. 
 
In addition, an important question that was raised during this dissertation is: 
“Why is e-Safety important in schools?”  The reviewed literature recognizes 
that e-Safety is important for a number of reasons. 
 
In Chapter 2 (Section 2.2.2) it was discussed that ICT has evolved at an 
immense pace and is still evolving.  With this evolution it became evident that 
more devices are able to access the Internet (Section 2.3.1).  In addition, the 
Internet has become part of most individuals’ lives and some cannot even 
imagine their lives without it.  Both young and old are utilizing the Internet and 
profiting from its numerous uses (Section 2.4).  However, it was noted that the 
younger generation is immensely active on the Internet, and can even be 
categorized as the sole users of distinctive online activities, for example, 
accessing and utilizing SNS (Section 2.4.1). 
 
Although this evolution of ICT brings a number of opportunities, it also 
exposes individuals, particularly children, to more online risks.  Children are 
often unaware of the dangers that are lurking on the Internet.  Therefore, they 
often establish unsafe online behaviour, such as posting personal information 
on public websites.  Sometimes they may also be involved with cyber bullying, 
inappropriate or illegal behaviours, etc.  Several online risks were discussed 
in Chapter 3 (Section 3.2). 
 
Therefore, concerns were raised about keeping children safe online, and that 
unsafe online behaviour should be recognized.  It is suggested that children 
should be made more aware of ICT threats from a very young age to keep 
themselves safe online.  Instead it was found (Section 3.3) that many parents 
are ill-prepared and unaware of the threats, because they do not have the 
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necessary experience, education and expertise.  In addition, they might not be 
aware of the online activities their children are involved in.  A definite 
generational digital divide exists between children and their parents. 
 
Consequently, the focus was moved to e-Safety in South African schools 
(Chapter 4).  The literature review discovered that the DBE considers the 
implementation of ICT in schools as a priority at the national government level 
(Section 4.4).  However, there is a definite lack of e-Safety awareness and 
education in schools.  Current national curricula and policies were 
investigated and it was found that nothing has been officially implemented yet.  
The DBE has drawn up a few guidelines on e-Safety; however these 
guidelines cannot guarantee that e-Safety awareness and education will be 
integrated into the school curricula.  For this reason, this dissertation 
suggested that e-Safety should be formally integrated into the national 
curriculum (Section 4.5).  Furthermore, another issue to consider is that 
teachers may also lack the necessary education and expertise to teach 
children about e-Safety. 
 
Nevertheless, according to the findings from the literature review, it can be 
seen that the implementation of e-Safety should be considered as an 
essential in the lives of children.  Correspondingly, it can be argued that the 
problem is not unique to South Africa, but most countries are facing this 
problem.  However, as discussed, other countries, like the UK, are addressing 
this problem by establishing e-Safety programmes and implementing it in their 
school curricula (Section 4.5).  They have also developed a number of 
valuable e-Safety websites and appointed ambassadors to help other children 
in need.  South Africa should do the same.  Addressing this shortcoming may 
lead to cultivating an e-Safety culture in the future.  Clearly for this to happen, 
a number of role players need to be involved.  Important role players were 
identified in the literature review and are listed below. 
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  Role Players to Consider  
 
Another important question was raised during this research study:  “Who are 
the most important role players to meet e-Safety challenges?” 
 
This question was however answered in detail in Chapter 4 (Section 4.5), 
where the following role players were identified by the DBE (2010a): 
 
• The School (from a governance point of view); 
• The Teacher; 
• The Learner; and 
• The Parent and/or Guardian. 
 
The responsibilities of each role player were identified and discussed, as well.  
Each role player is divided into additional roles, also with different 
responsibilities.  This will be discussed in Chapter 6, as part of the resultant  
e-Safety framework.  The following sub-section discusses the results and 
findings of the survey which was conducted in the various primary and 
secondary schools. 
 
5.6.2 Survey 
 
The purpose and research process of the survey was discussed earlier in this 
chapter; however this sub-section summarizes the results and findings of the 
interviews and questionnaires that were conducted during this study.  
 
  Interviews 
   
Six school principals were interviewed face-to-face to help gain a deeper 
insight into the current situation of e-Safety in primary and secondary schools. 
 
Five (83%) of the six interviewees said that according to their knowledge there 
is nothing about e-Safety in the curriculum.  The learners are only taught 
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about ICT on a technological level, for example how to use Microsoft Office, 
but not about the risks and how to be safe on the Internet, etc.  The other 
interviewee answered that they teach their learners a little about e-Safety in 
CAT (Computer Applications Technology).  However, only learners who do 
CAT are exposed to e-Safety.  Therefore, the whole school is not receiving  
e-Safety awareness and education.  They also said that e-Safety should be 
seen as a life skill; as a result, it is of utmost importance that every individual 
should receive e-Safety education.  All of them decided that LO (Life 
Orientation), JOT (Jesus Our Teacher) or CAT would be the best classes to 
transfer e-Safety content efficiently to learners.  Teachers can receive training 
and then use slideshows, movie clips and interactive games to teach learners 
about e-Safety.  Teachers can also be monitored to ensure that they actually 
do transfer the necessary e-Safety content. 
 
The interviewees were asked whether they offer any form of education and 
training with regards to e-Safety, by taking their own initiative.  They answered 
once again that they do not do anything with regards to e-Safety.  However, 
all six interviewees agreed that e-Safety is of extreme importance and that it 
would be beneficial if it could be integrated into the curriculum.  Most of the 
interviewees mentioned that SNS is also a major issue and one of them even 
said that the police was called once, regarding a cyber bullying case in the 
school.  Another interviewee agreed that e-Safety could be propagated, but 
the parents could be a problem.  Most parents have no or little knowledge 
about e-Safety and therefore are not concerned about the children’s online 
actions.  Most parents grew up without any ICT education and therefore are 
unable to teach their children about it.  They do not have the culture; a culture 
should first be cultivated.  Therefore, the need for e-Safety in schools is of 
extreme importance, to teach children about e-Safety, trying to cultivate a 
culture in the future.  Not only are the parents uneducated about e-Safety, but 
the schools, as well. 
 
When asked how they think e-Safety messages can be transferred to 
learners, five of the six interviewees suggested a combination of three 
proposed methods, namely through teachers, an external person or senior 
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peer-to-peer learners.  They said that recurrent education is the answer, 
because teaching the learners about e-Safety only once, would not be 
successful.  The interviewees suggested that senior learners can be trained to 
offer the necessary education and advice, together with the teachers and an 
external person may come once or twice a year to present e-Safety 
messages.  The more visual the presentations, the more prominent the 
message would be.  The one interviewee, who did not choose a combination 
of all three methods, chose only the teachers and the senior learners, 
because he said that an external person would not be able to handle large 
groups to transfer the e-Safety message efficiently.  For counselling purposes, 
teachers were the most preferred choice.  It is said that learners might choose 
to talk to teachers, rather than their parents, because they are afraid of the 
reactions of the parents.  They suggested that it should be a male and female 
teacher, therefore ensuring that learners can feel comfortable when seeking 
advice.  
 
All interviewees agreed that parents should be involved with e-Safety.  They 
should be aware of online dangers and how to give their children advice, 
when needed.  Parents should be willing to listen and have the required 
knowledge of e-Safety, so that they can understand their children’s online 
activities.  They should also be the ones to notice if their children’s behaviours 
change, because of online issues.  Interviewees added that parents could be 
invited to parent evenings, and although only a few of them would show 
interest, they have to think positively that e-Safety messages will reach 
others.  Other options to spread e-Safety messages amongst parents are 
parent circular letters and the school website.  Parents also need to be made 
aware of e-Safety recurrently, because they are part of the solution. 
 
It was found that all six principals were extremely positive and enthusiastic 
about integrating e-Safety into the school curriculum.  They are willing to help 
with e-Safety matters now and in the future, because they are positive that it 
would offer positive outcomes.  One of the interviewees said, “Prevention is 
better than cure”. 
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The interviewees all gave their permission to conduct the e-Safety 
questionnaire in their schools.  They said that the best option would be to 
conduct it in a classroom, under the supervision of a teacher. 
 
  Questionnaire 
 
As stated in Section 5.4.2, a total of 1594 questionnaires were completed by 
three primary school (PS) and three secondary school (SS) learners in the 
Nelson Mandela Bay area. 
 
  Demographics 
 
The e-Safety questionnaire elicited demographic information on age of 
participants (see Table 5.1).  The majority of the participants were in the  
13 – 15 and 16 – 18 age groups.  More secondary school learners (83%) 
participated in the questionnaire than primary school learners (17%), the 
being that only Grade 6 and Grade 7 learners from primary schools 
participated in this study.  In addition, 46.45% of the participants were male 
and 53.55% were female.  Participants were also asked about their native 
language, where the majority was Afrikaans (75.71%).  A large percentage 
(85.53%) of participants answered “yes” when they were asked whether they 
have a computer at home. 
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Question All participants (N = 1594) (%) 
Age of participant  
      10 – 12 09.63 
      13 – 15 49.91 
      16 – 18 38.89 
      18+ 01.57 
  
School  
      Primary 17.00 
      Secondary 83.00 
  
Gender of participant  
      Male 46.45 
      Female 53.55 
  
Home language of participant  
      English 11.39 
      Afrikaans 75.71 
      Xhosa 12.65 
      Other 00.25 
  
Computer at home  
Yes 85.53 
No 14.47 
 
  Table 5.1: Demographic statistics 
 
Accessing/Using the Internet 
 
Table 5.2 shows that almost 6% of the participants spend more than four 
hours per day on the Internet.  Only 20.17% are never online. 
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How long do you 
spend on the 
Internet per day? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
< 1 hour 43.53 34.26 42.24 45.60 26.44 40.00 40.40 
1 - <2 hours 23.95 20.37 20.98 20.80 35.63 36.36 23.38 
2 - <4 hours 9.71 9.57 13.22 4.80 14.94 7.27 10.28 
>4 hours 4.05 9.88 5.46 5.60 3.45 7.27 5.78 
Never 18.77 25.93 18.10 23.20 19.54 9.09 20.17 
 
Table 5.2: Frequency on Internet 
 
Another result of the questionnaire states that almost 60% of the participants 
know how to delete the Internet history, which is of immense concern.  
Especially with two of the primary schools results are above 60%.  This is 
indicated in Table 5.3. 
 
Do you know how 
to delete Internet 
history? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Yes 55.22 69.54 68.64 30.08 60.76 61.82 59.78 
No 44.78 30.46 31.36 69.92 39.24 38.18 40.22 
 
Table 5.3: Internet history 
 
When asked whether they have their own private email address, 42.08% 
responded that they do.  The results from the secondary schools were 
considerably higher (Table 5.4). 
 
Do you own your 
own private email 
address? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Yes  44.41 36.28 54.93 26.61 22.89 30.91 42.08 
No 55.59 63.72 45.07 73.39 77.11 69.09 57.92 
 
Table 5.4: Private email address 
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An average of 71.94% of primary school learners has Internet access at 
home, whereas 70.12% of secondary school learners have Internet access at 
home (Table 5.5).  This shows that more primary school learners are able to 
access the Internet from home, than secondary school learners.  This can be 
seen as quite an interesting statistic. 
 
Do you have 
Internet access at 
home? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Yes 68.83 65.92 75.57 77.87 79.45 58.49 70.65 
No 31.17 34.08 24.43 22.13 20.55 41.51 29.35 
 
Table 5.5: Internet access at home 
 
The results that are presented in Table 5.6 are of huge concern.  This shows 
that the majority (36.75%) of the participants access the Internet from their 
bedrooms.  As a result, parents may find it difficult to supervise the online 
actions of their children efficiently. 
 
In which room do 
you usually use it? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Living room 19.82 29.09 22.30 25.96 21.88 26.83 23.11 
Study 39.19 20.00 38.85 40.38 26.56 29.27 34.49 
Bedroom 35.59 47.27 32.01 24.04 48.44 39.02 36.75 
Other 5.41 3.64 6.83 9.62 3.13 4.88 5.65 
 
Table 5.6: Place from where Internet is accessed 
 
Together with the concerns that have already been raised, another concern is 
that 62.69% of the participants do not have to ask permission before 
accessing the Internet (Table 5.7). 
 
Page | 100  
  
Do you have to ask 
permission before 
accessing 
Internet? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Yes 30.51 28.63 35.17 67.86 61.54 57.78 37.31 
No 69.49 71.37 64.83 32.14 38.46 42.22 62.69 
 
Table 5.7: Permission to access Internet 
 
More than half of the participants are never supervised when accessing the 
Internet.  The lack of supervision when accessing the Internet (Table 5.8) in 
combination with the small but significant portion of the participants who use 
the Internet for more than four hours per day, the large amount that knows 
how to delete the Internet history and have their own private email addresses, 
the large percentage that have Internet access at home, the majority who use 
it in their bedrooms and the participants who do not have to ask permission 
when accessing the Internet, increases the likelihood of exposure to harmful 
content. 
 
Do you parents 
supervise you 
when you are 
using the Internet? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Always 5.08 5.06 4.47 22.22 24.62 13.64 7.81 
Sometimes 34.32 37.13 32.30 52.78 50.77 59.09 37.80 
Never 60.59 57.81 63.23 25.00 24.62 27.27 54.40 
 
Table 5.8: Supervision when accessing Internet 
  
 Learners regularly engage in online activities (Table 5.9), such as social 
networking (51.17%), online gaming (20.19%) and web surfing (13.77%) and 
downloading of content (5.52%).  It could be argued that these types of online 
activities may expose the learners to higher than usual risks.  For example, 
the downloading of content is one of the primary activities that expose the 
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user to malware, whilst social networking can pose increased risk of identity 
theft. 
 
What is your 
favourite online 
activity? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Gaming 12.13 21.20 23.23 29.51 33.72 43.30 20.19 
Social networking 59.51 47.47 56.66 22.95 43.02 18.87 51.17 
Web surfing 15.74 13.29 7.37 25.41 5.81 22.64 13.77 
Music 5.25 8.86 6.52 13.11 10.47 7.55 7.27 
Downloading 5.90 8.54 3.40 4.92 1.16 5.66 5.52 
Other 1.48 0.63 2.83 4.10 5.81 1.89 2.08 
 
Table 5.9: Favourite online activity 
 
The participants were asked whether they have ever come across something 
on a website that made them feel uncomfortable.  Table 5.10 shows that 
46.07% of the participants answered “yes”.  A follow-up question was asked 
to ascertain whether they had any online requests that made them feel 
uncomfortable before (Table 5.11).  More than a fifth (20.72%) of the 
participants have received online requests that made them feel 
uncomfortable. 
 
Have you ever 
come across 
something on a 
website that made 
you feel 
uncomfortable? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Yes 47.04 43.88 47.04 41.27 45.45 56.36 46.07 
No 52.96 56.62 52.96 58.73 54.55 43.64 53.93 
 
Table 5.10: Feeling uncomfortable online 
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Ever had online 
requests that made 
you feel 
uncomfortable? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Yes 19.74 21.30 18.08 21.31 27.63 34.55 20.72 
No 80.26 78.70 81.92 78.69 72.37 65.45 79.28 
 
Table 5.11: Uncomfortable online requests 
 
Social Networking 
 
A total of almost 90% of the participants (Table 5.12) surveyed indicated that 
they use SNS.  This is however not necessarily a bad thing, depending on 
what happens on these SNS.  In addition, Table 5.13 reveals that Mxit 
(53.03%) and Facebook (44.98%) were preferred above all others. 
 
Do you use SNS, 
e.g. Facebook, 
Mxit, Twitter, chat 
rooms, etc.? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Yes 92.78 92.97 95.22 65.04 86.30 65.45 89.92 
No 7.22 7.03 4.78 34.96 13.70 34.55 10.08 
 
Table 5.12: Utilizing SNS 
 
What is your 
favourite SNS? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Facebook 41.55 38.56 50.14 49.41 70.37 39.02 44.98 
Bebo 0.00 0.98 0.00 0.00 0.00 0.00 0.21 
MySpace 0.00 0.00 0.29 3.53 1.23 0.00 0.34 
Twitter 0.51 0.65 0.00 0.00 0.00 4.88 0.48 
Mxit 57.60 58.82 48.14 44.71 28.40 51.22 53.03 
Other 0.34 0.98 1.43 2.35 0.00 4.88 0.96 
 
Table 5.13: Favourite SNS 
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Table 5.14 shows that 67.33% of the participants access these SNS on a 
daily basis.  It also shows that 23.27% access it on a weekly basis and 9.40% 
on a monthly basis. 
 
How often do you 
access SNS? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Daily 70.29 68.71 69.74 42.53 65.00 52.27 67.33 
Weekly 20.37 21.94 23.34 37.93 27.50 34.09 23.27 
Monthly 9.34 9.35 6.92 19.54 7.50 13.64 9.40 
 
Table 5.14: Frequency of accessing SNS 
 
Participants seem to recognize the importance of security settings when 
utilizing SNS, with 84.49% of the participants indicating that they are aware of 
the security settings of SNS (Table 5.15) and 61.29% answered that they 
have used these security settings before (Table 5.16).  However, it was later 
realized that the question might have been too broad.  Therefore, participants 
could have thought that basic login credentials (username and password) 
were meant, instead of actual privacy settings of a SNS.  Privacy settings are 
essentially access control and that is a much richer concept to understand 
and to configure properly.  Consequently, the results of this question may not 
be what were originally intended for. 
 
Are you aware of 
the security 
settings that are 
available on most 
of the SNS? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Yes 82.88 86.41 90.75 75.86 67.12 89.13 84.49 
No 17.12 13.59 9.25 24.14 32.88 10.87 15.51 
 
Table 5.15: Security settings on SNS 
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Have you ever 
used the security 
settings mentioned 
above? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Yes 59.35 65.49 67.08 47.37 55.74 46.67 61.29 
No 40.65 34.51 32.92 52.63 44.26 53.33 38.71 
 
Table 5.16: Utilization of security settings 
 
Table 5.17 depicts that personal friends (86.51%) were the most preferred 
choice to chat to, when asked who do they chat to online.  It is shown that 
12.45% chat to people they have never met and 3.73% have chatted to total 
strangers.  This raises yet an additional concern. 
 
If you chat online, 
who do you chat 
to? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Personal friends 89.12 86.04 90.12 72.41 74.70 77.78 86.51 
Relatives 22.11 23.05 30.81 35.63 50.60 37.78 27.32 
Who I have not met 8.81 19.48 10.76 6.90 19.28 22.22 12.45 
People I don’t know 2.94 3.90 2.62 5.75 8.43 8.89 3.73 
Never chat online 3.97 3.25 3.20 10.34 7.23 13.33 4.50 
 
Table 5.17: People children chat to online 
 
Only 13.05% of the participants use a webcam when chatting online  
(Table 5.18).  However, one primary school has a percentage of 33.33%, 
which raises the question whether they are mature enough to know how to 
use it safely and responsibly. 
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Do you use a 
webcam 
sometimes when 
chatting online? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Yes  10.46 14.01 10.26 33.33 19.18 13.33 13.05 
No 89.54 85.99 89.74 66.67 80.82 86.67 86.95 
 
Table 5.18: Utilization of webcam  
 
Table 5.19 presents the personal information which has been made available 
online to the public.  Only 17.45% of the participants have not made any 
personal information available to the public. 
 
Which of the 
following have you 
made available 
online, e.g. on 
Facebook? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Real name 75.00 63.55 81.32 49.40 69.14 47.83 71.43 
Physical address 7.48 5.48 9.48 4.82 18.52 6.52 7.97 
Telephone no. 28.91 25.16 33.62 20.48 33.33 19.57 28.71 
Photos 49.83 43.87 50.57 30.12 33.33 28.26 46.02 
Email address 15.82 15.48 21.26 8.43 16.05 15.22 16.62 
None of the above 14.46 19.35 11.78 36.14 28.40 32.61 17.45 
 
Table 5.19: Information made available online 
 
Participants were asked, “Have you ever been asked to meet someone in 
person, to whom you have only chatted to online?” and 42.85% answered 
“yes” (Table 5.20). 
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Have you ever 
been asked to 
meet someone in 
person, to whom 
you have only 
chatted to online? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Yes 42.88 60.26 35.53 23.08 36.62 29.17 42.85 
No 57.12 39.74 64.47 76.92 63.38 70.83 57.15 
 
Table 5.20: Request to meet online friend 
 
Nearly 40% of these participants physically met someone who they do not 
personally know (Table 5.21). 
 
Have you ever 
physically met 
someone who you 
do not know and 
have only chatted 
to online? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Yes 40.41 49.03 32.95 27.59 34.29 32.61 39.15 
No 59.59 50.97 67.05 72.41 65.71 67.39 60.85 
 
Table 5.21: Physically met online friend 
 
The participants were asked whether the person they have met was the 
person they thought it was going to be and almost 30% answered that these 
online people were not who they thought it was going to be (Table 5.22). 
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Was the person 
you met who you 
thought it was 
going to be? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Yes 74.32 69.19 74.40 59.46 50.00 47.62 70.09 
No 25.68 30.81 25.60 40.54 50.00 52.38 29.91 
 
Table 5.22: Legitimacy of online friend 
 
An interesting, but upsetting result from Table 5.23 shows that only 14.28% of 
the participants have taken an older person, parent or guardian with them to 
meet the person mentioned above.  The rest took a friend of the same age 
(58.46%) or went alone (27.26%). 
 
Who did you take 
with you to the 
meeting? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Alone 22.00 39.29 30.00 18.18 10.34 10.00 27.26 
Friend same age 64.80 51.79 51.67 50.00 65.52 75.00 58.46 
Older person 10.00 6.55 12.50 9.09 17.24 0.00 9.52 
Parent/guardian 3.20 2.38 5.83 22.73 6.90 15.00 4.76 
 
Table 5.23: Accompanying person when meeting online friend 
 
It was found that a significant percentage of 90.89% of the participants use 
Mxit on their mobile phones (Table 5.24).  Accessing SNS on mobile phones 
could raise some concerns, because of the mobility, convenience and privacy 
it offers.  Learners can therefore access the Internet from anywhere and 
whenever they want. 
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Do you use Mxit? SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Yes 95.77 94.25 93.68 53.54 86.75 72.92 90.89 
No 4.23 5.75 6.32 46.46 13.25 27.08 9.11 
 
Table 5.24: Utilization of Mxit 
 
Cyber Bullying 
 
As stated before, cyber bullying is one of the major online risks, not only in 
schools, but also at home.  Therefore, participants were asked whether they 
have been cyber bullied before and almost 16% have in fact been cyber 
bullied (Table 5.25).   
 
Have you ever 
been cyber 
bullied? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Yes 16.94 9.60 17.14 15.32 25.64 23.08 15.97 
No 83.06 90.40 82.86 84.68 74.36 76.92 84.03 
 
Table 5.25: Cyber bullying 
 
Table 5.26 indicates that SNS (44.06%) and SMS/MMS (44.06%) were the 
most popular forms in which they were cyber bullied.  Participants were asked 
that if they were bullied in another form, other than the three mentioned, to 
specify how this had taken place.  Following are some of the participants’ 
responses: 
 
• “A guy I never met started calling me, telling me to stay in-doors 
everyday or else he would do something I wouldn’t like”; 
• “The boy sent me pictures of him cutting himself and parts of his body, 
without me even asking for it”; 
• “My uncle made a fake profile on Facebook and invited my friends and 
spread rumours about my circumcision”; 
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• “Bullied on Mxit”; 
• “I don’t know the person and they said they know where I live and they 
threatened to harm my family in 2007”; 
• “Mxit.  They said that they are going to come beat me up and other 
very bad stuff”; 
• “A boy sent me an image of himself (nude) and asked for me to send 
him one similar to that… I refused to”; 
• “Someone humiliated me on Facebook by being really rude by 
commenting on my status. And she was an old woman who I know 
personally”; 
 
The findings of this question are quite concerning. 
 
In which form have 
you been cyber 
bullied? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
SMS/MMS 47.93 41.03 33.33 42.11 62.50 41.18 44.06 
Email 2.48 7.68 1.52 5.26 20.83 5.88 4.90 
SNS (e.g.Facebook) 47.11 51.28 57.58 31.58 45.83 17.65 47.20 
Other 26.45 17.95 24.24 42.11 16.67 47.06 26.22 
 
Table 5.26: Form of cyber bullying 
 
A staggering amount of more than half of the participants (Table 5.27) said 
that they have not told anybody about the cyber bullying mentioned above.  
However, Table 5.28 depicts that if they want to talk to someone about cyber 
bullying, a friend/peer (50.24%) is the preferred choice.  A parent or guardian 
(41.08%) is the second choice, the police (6.13%) the third choice and lastly, 
only a small amount would talk to a teacher (2.55%).  However, increased  
e-Safety awareness and education in schools could, conceivably, increase the 
trust relationship between learners and teachers with regards to online 
activities. 
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Did you tell 
anybody about the 
cyber bullying 
mentioned above? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Yes 54.49 42.25 43.41 39.29 43.75 41.67 49.37 
No 45.51 57.75 46.59 60.71 56.25 58.33 50.63 
 
Table 5.27: Told someone about cyber bullying 
 
If you have been 
cyber bullied, who 
would you prefer 
to talk to? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Friend/peer 48.06 59.80 58.54 25.24 41.98 30.00 50.24 
Parent/guardian 42.83 32.09 34.76 65.05 46.91 56.00 41.08 
Teacher 2.70 2.70 2.13 0.97 3.70 4.00 2.55 
Police 6.41 5.41 4.57 8.74 7.41 10.00 6.13 
 
Table 5.28: Preferred person when being cyber bullied 
 
More than a third of the participants (Table 5.29) responded that they have 
received nasty messages, comments, photos or videos of people they know.  
This shows that cyber bullying is executed largely under school learners, 
currently.   
 
Have you ever 
received nasty 
messages, 
comments, photos 
or videos of largely 
people you know? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Yes 38.15 36.99 39.31 27.45 27.63 35.85 36.84 
No 61.85 63.01 60.69 72.55 72.37 64.15 63.16 
 
Table 5.29: Reception of nasty comments 
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Almost 24% of the participants have admitted to engaging in some or other 
form of cyber bullying themselves (Table 5.30).  Increased awareness and 
education of the harm caused by cyber bullying could hopefully reduce this 
number. 
 
Have you ever 
made any nasty 
comments about 
someone online? 
SS1 SS2 SS3 PS1 PS2 PS3 Total 
Yes 22.93 26.40 25.00 16.04 13.79 30.19 23.38 
No 77.07 73.60 75.00 83.96 86.21 69.81 76.62 
 
Table 5.30: Making nasty comments 
 
The majority (64.70%) of the participants claimed that they know how to, and 
where to, get help if someone or something upsets them (Table 5.31). 
 
Do you know how to 
and where to get 
help if 
someone/something 
upsets you? 
SS1 
% 
SS2 
% 
SS3 
% 
PS1 
% 
PS2 
% 
PS3 
% 
Total 
% 
Yes 63.46 67.70 65.52 63.93 58.33 67.31 64.70 
No 36.54 32.30 34.48 36.07 41.67 32.69 35.30 
 
Table 5.31: Getting help 
 
The results of the questionnaires indicate that children do not always utilize 
the Internet in a safe and responsible manner.  They chat to strangers, meet 
these strangers in person, they share personal information online and some 
engage in some or other form of cyber bullying.  These results show that  
e-Safety awareness and education should be raised amongst children. 
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Also, it is clear that parents should play an important part in raising e-Safety 
awareness and changing their children’s online behaviour.  However, 
according to the results of the questionnaires, it is clear that parents do not 
accept the necessary responsibilities.  Consequently, there is a lack of 
supervision, children are allowed to spend long hours on the Internet, many 
access it in their bedrooms, and the majority do not have to ask permission to 
access the Internet.  This clearly shows that parents are ill-prepared to 
transfer the e-Safety message to children.  Therefore, the e-Safety message 
should be transferred to them as well so that they can guide their children on 
how to be safe when accessing the Internet. 
 
The findings point out that teachers are trusted the least amongst children, 
when it comes to confiding in someone else regarding online issues.  
However, with increased e-Safety awareness and education in schools the 
trust relationships could possibly be improved between children and teachers. 
 
Additionally, the results of the questionnaires made it clear that various  
e-Safety topics could be considered when transferring e-Safety messages.  
Possible topics that were identified include: meeting strangers, cyber bullying, 
private information made available, etc. 
 
Therefore, in the final analysis of these questionnaires it can be argued that 
South African children correspond with children from other countries.  In other 
words, they are just as active on the Internet as children from other countries; 
therefore, facing similar online problems.  These problems need to be 
addressed by raising e-Safety awareness and education. 
 
5.6.3 Case Study 
 
As mentioned earlier, interviews were conducted with e-Safety experts from 
the University of Plymouth in the UK.  They mentioned that when 
implementing e-Safety as part of the school curriculum, the school 
environment needs to be considered in more depth.  They have a national 
curriculum and e-Safety is part of the Personal Social Health and Economic 
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(PHSE) education strategy.  It is also expected to be part of the curriculum, 
because the UK schools are being inspected by other authorities (i.e. 
OFSTED). 
 
They recommended a website, which they are involved in, that is very useful 
regarding e-Safety and it provides a useful tool to look at what schools are 
doing in terms of their e-Safety approaches (www.360safe.org.uk).  Another 
website with good resources is the South West Grid for Learning 
(www.swgfl.org.uk).   
 
In addition, other important points that were pointed out while visiting them, 
are: 
 
• Schools need to evaluate the effectiveness of e-Safety policies and 
programmes; 
• E-Safety programmes should be embedded in schools for all ages in 
the curriculum and in other school activities; 
• Learners should be made aware of e-Safety issues; 
• They should adhere to e-Safety policies and AUPs (Acceptable Use 
Policies); 
• Young people should be involved; 
• E-Safety should be a focus in all areas of the curriculum; and 
• Staff should reinforce e-Safety messages in the use of ICT across the 
school curriculum. 
 
The UK and South Africa have the same e-Safety problems; however the UK 
is doing something about it, more than South Africa.  Schools in the UK make 
use of CEOP’s Thinkuknow, Becta and the London Grid for Learning 
materials. 
 
According to the e-Safety experts, if the government is saying that e-Safety 
should be implemented, the teachers would be more likely to adapt to  
e-Safety in the curriculum.  However, their findings are that teachers deliver 
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the information, but the children are not interested.  In addition, the teachers 
might avoid doing the e-Safety lessons.  They had the materials, but they 
would not use them.  Another issue is that the learners would feel that 
teachers do not have the necessary knowledge about ICT, so why would they 
listen to them and their behaviours would not change. 
 
However, the University of Plymouth is involved in numerous e-Safety 
projects, one of them is to train ambassadors (peer-to-peer education) to 
encourage other young people how to be safe online and how to take 
responsibility for their own actions.  Ambassadors are also there to offer 
support to others.  They have found that peer-education or peer-mentoring is 
more effective.  Learners would listen to their friends, rather than teachers.  
Nevertheless, part of the framework should be to teach the educators.  
Because South Africa does not have an e-Safety body, it might be worth 
looking at some international e-Safety websites.  An issue might be that there 
is a cultural divide between the countries, South Africa might not want to use 
material from other countries and might want to develop their own.  Therefore, 
it should be considered to develop a South African website where children 
can go to for help and information. 
 
The e-Safety experts were asked a series of questions.  They were asked 
which groups should be educated and their answer was parents, teachers, 
learners and peer-leaders.  The parents, teachers and peers influence what 
children do.  Focussing on and educating peers are the most preferred 
choices.  They were asked what basic content these groups should receive.  It 
was highlighted that they need to be educated about the online risks, but they 
should not be frightened.  They have found that when parents are frightened, 
they would stop the Internet access.  Stopping Internet access is not efficient, 
because the child would go somewhere else.  Therefore, these groups should 
be taught the understanding of online risks, what they can do about it and who 
they can turn to. 
 
A follow-up question was asked, “What are the typical methods of presenting 
this content to them? How do we educate them?”  Their answer was that 
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different things are working for different people.  Numerous initiatives could be 
implemented; therefore, there is no one method that suits everyone.  They 
were also asked that if a series of targeted educational and awareness 
programmes could be run, what would be the best way to do that?  They 
suggested that one could start with the parents, perhaps creating a leaflet to 
send home or to bring them in for a discussion at the school.  School 
meetings for parents would be a good starting point.  Another way would be 
through peer-mentoring.  Specific learners should be identified by teachers 
and these learners need to be sympathetic.  Workshops could be run to 
educate these peer-leaders. 
 
“Different schools do different things, because different children have different 
needs”, was the answer when they were asked how schools in the UK teach 
children about e-Safety.  However, it is part of the PHSE curriculum and they 
also have a European Awareness day and some schools might join in, but not 
many do. Therefore, this is another problem they have identified.  Teachers 
receive training through Thinkuknow to be able to deliver e-Safety material.  
They can also do something called EPICT.  That is the European Pedagogical 
ICT qualification, but not many teachers do.  Therefore, this has also been 
identified as a weak area in the UK. 
 
Lastly, the e-Safety experts were asked what they think would the best 
solution to e-Safety problems in schools and at homes.  They answered, 
“There is no best solution.  There is no magic wand, silver bullet.  We have to 
have different view points, because we have all these different things going on 
and all these different people.  One size does not fit all”.  Therefore, if there 
was an easy solution, e-Safety would not be a problem.  Simple solutions do 
not work; because it is a complex world, there has to be a number of different 
approaches. 
 
It can be concluded from this case study that e-Safety is implemented in UK 
schools, as part of their curricula and they adhere to e-Safety policies and 
school AUPs.  However, in South African schools this is not the case.  
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Therefore, it is clear that governance is a definite problem and needs to be 
addressed. 
 
It is clear that peer-mentoring is the most preferred choice to maintain  
e-Safety in UK schools.  However, the parents, learners, the school and the 
teachers could all be seen as important role players regarding e-Safety 
awareness and education.  Every role player has his/her own responsibilities.  
 
The e-Safety experts suggested existing international e-Safety websites as 
good resources to utilize initially for e-Safety awareness.  These websites 
host a number of different e-Safety topics and content.  These existing 
materials can be used to some degree; therefore, it is not necessary to 
reinvent the wheel.  Content on these websites can be used to create leaflets, 
newsletters, posters, etc.  In addition, it can be used at workshops, parent 
evenings and in classrooms to educate different role players.  The UK even 
hosts e-Safety Awareness days that can also be done locally. 
 
According to the e-Safety experts, the results from the e-Safety questionnaire 
show clearly that children need some sort of e-Safety awareness and it needs 
to be embedded within the child.  Materials should be put together or a 
framework must be developed to focus on individual groups.  However, there 
are a number of different approaches that can be followed to raise e-Safety 
awareness and education. 
 
In this section, the major results that were obtained through the various data 
collection methods were presented and discussed.  As a result, it was mainly proved 
that there is a lack of e-Safety awareness and education in South African schools, 
despite the fact that children are becoming more active on the Internet.  It is however 
a global issue, but this study was limited to South African schools only.  The results 
indicate that there is a definite need for e-Safety awareness and education.  
Therefore, it was decided to develop a framework to propose guidelines in a formal 
and structured manner on how e-Safety awareness and education can be introduced 
and improved.  The next section will discuss the criteria of such an e-Safety 
framework, based on the results and findings which were discussed in this section. 
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5.7 Criteria for Framework 
 
The need for e-Safety is well established globally.  However, not all are 
implementing strategies to overcome these shortcomings.  The results and findings 
of this study reiterate this.  Therefore, it is suggested that e-Safety should become 
part of the national curriculum in schools, particularly South African schools, based 
on this study.  As a result, it was decided to design an e-Safety framework as the 
research output for this study, to propose guidelines on how e-Safety awareness and 
education may be raised in primary and secondary schools. Consequently, design 
science was chosen as an appropriate research strategy and the seven principals of 
Hevner (2004) were followed, as mentioned in Section 5.3.5.   
 
However, before the e-Safety framework was developed, a number of questions 
were raised.  The five fundamental questions that were raised and required answers 
are as follows: 
 
• How can e-Safety be properly integrated into schools? 
• Who should be part of the integrating process? 
• What should be considered important with regards to e-Safety? 
• Where can this important material be found (depending on what was 
considered important)? 
• When can the material be transferred as important e-Safety messages? 
 
These questions were answered throughout this dissertation.  The results and 
findings of the literature review (Section 5.6.1) recognize that e-Safety is important.  
However, there is a lack of e-Safety policies in South African schools at a national 
governmental level.  The interviews with the principals (Section 5.6.2) reiterate this 
by confessing that there is nothing about e-Safety in school curricula and further, 
they do not even have an e-Safety policy or e-Safety school rules.  The e-Safety 
experts from the UK stated that their curricula have been adapted to cover e-Safety 
issues, and it is important that e-Safety policies and AUPs should be developed and 
implemented, so that proper governance could be in place.  The e-Safety framework 
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will focus on governance by suggesting and discussing an e-Safety policy and 
various possible school rules. 
 
For governance to be effective, some role players and definite responsibilities need 
to be identified.  The role players must have sufficient knowledge about e-Safety to 
effectively play their part.  Section 5.6.1 identified four different role players, which 
are: 
 
• Learners; 
• Teachers; 
• Parents; 
• The school (from a governance point of view). 
 
The findings of the literature review proved that most learners engage in potentially 
dangerous online activities.  It was further identified through the results of the 
questionnaire (Section 5.6.2) that most parents are not involved in their children’s 
online activities, because most of them do not have the required knowledge.  
Therefore, parents should be considered as important role players in order to guide 
their children on how to be safe online.  The results of the questionnaire also 
highlighted that teachers are the least trusted parties when it comes to e-Safety, 
therefore identifying them as another role player, might improve the trust relationship 
between children and teachers.  The school is seen as a role player from a 
governance point of view (Section 5.6.2).  They are responsible for adopting e-Safety 
policies and school rules.  The findings of the interviews (Section 5.6.2) and the case 
study (Section 5.6.3) reiterates the importance of these role players when it comes to 
raising e-Safety awareness and education.  Each role player is given different 
responsibilities, which will be discussed in the following chapter. 
 
In order for e-Safety awareness and education to be raised, e-Safety messages 
need to be transferred to the specific role players.  There is a wide range of various 
e-Safety topics that could be focussed on.  Throughout this study (Sections 5.6.1 to 
5.6.3), it was found that some topics are more important than others.  This 
dissertation will not address every possible e-Safety topic, because a high-level  
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e-Safety framework was developed.  However, cyber bullying, social network 
services, meeting strangers, identity theft and various other online risks were 
identified as topics which raised the most concern.  This was motivated through the 
results and findings of the literature review, interviews, questionnaires and the case 
study.  Therefore, these topics were included as a bare minimum in the framework. 
 
Resources where these e-Safety materials could be retrieved are considered 
another important aspect of the e-Safety framework.  These resources can be either 
internal or external.  Internal resources can be seen as materials that are developed 
by teachers, using their own initiative, as discussed in Section 5.6.2.  External 
resources can be seen as material that can be retrieved from existing e-Safety 
websites, as discussed in Section 5.6.1 and Section 5.6.3. 
 
From the interviews (Section 5.6.2) and the case study (Section 5.6.3), it was found 
that e-Safety messages can best be transferred in classrooms and the most 
preferred subjects that were suggested are Life Orientation (LO) and Computer 
Applications Technology (CAT).  Parent evenings, workshops and awareness days 
were also mentioned, together with the use of circular letters, newsletters and 
leaflets.  There are different approaches that could be followed; however the  
e-Safety framework only focuses on the above-mentioned.  
 
From the arguments, deductions and conclusions discussed above, a set of criteria 
was identified that should be core to the envisaged e-Safety framework.  The criteria 
include: 
 
• Proper governance should be in place; 
• Role players should be identified; 
• e-Safety topics should be made available; 
• Resources to retrieve these contents should be decided; and 
• When to deliver the e-Safety messages should be clear. 
 
Based on these criteria, the e-Safety framework was developed with different levels 
proposing a way to raise e-Safety awareness and education in South African 
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schools.  The e-Safety framework will be discussed in more detail in Chapter 6 and it 
will refer back to the specific criteria that were set. 
 
5.8 Conclusion 
 
This chapter focused on the research process that was followed during the work of 
this dissertation.  This dissertation is primarily based on a pragmatic and inductive 
approach, and a number of different data collection methods were also discussed.  
In addition, the results and findings of these methods were presented.  The main 
finding is that there is a lack of e-Safety awareness and education in South African 
schools, despite the fact that there are numerous online dangers. 
 
Hence, the need for the development of an e-Safety framework was highlighted and 
the basic criteria were briefly discussed.  The next chapter will provide a broad 
overview of this e-Safety framework, with the aim to provide guidelines on how  
e-Safety awareness and education can be improved. 
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Chapter 6 
Framework for e-Safety Awareness in Schools 
6.1 Introduction 
 
“Good design is a renaissance attitude that combines technology, cognitive science, 
human need, and beauty to produce something that the world didn’t know it was 
missing.” - (Antonelli, n.d.) 
 
Chapter 5 introduced the various approaches, strategies, methods and procedures, 
which were utilized in this dissertation, in detail.  In addition, the results and findings 
of the latter have also been discussed.  The main finding is that there is a lack of  
e-Safety awareness and education in South African schools, despite the fact that 
there are numerous online dangers. 
 
Consequently, a set of criteria was proposed for consideration to develop an  
e-Safety framework, which addresses the primary objective of this study.  As 
discussed in Chapter 1 (Section 1.4) the primary objective of this study is to develop 
a framework that might contribute towards the development of e-Safety awareness 
and thereby contributing to an e-Safety culture.  This e-Safety culture should allow 
individuals to adapt their behaviour towards the secure utilization of ICT, especially 
when accessing the Internet.  As a result, an e-Safety framework was developed to 
raise e-Safety awareness and education in South African primary and secondary 
schools.   
 
Since it was decided to develop a framework, in the form of an artifact as the main 
contribution of this research study, design science was chosen as an appropriate 
research strategy.  Therefore, this chapter describes the design of the e-Safety 
framework, as well as the different components that form part of the framework. 
 
 
Page | 122  
 
6.2 Design of Framework 
 
Hevner et al. (2004) categorize research in the Information Systems discipline into 
two paradigms, namely behavioural science and design science.  Theories that 
explain or predict human or organizational behaviour are developed and verified 
through the behavioural science paradigm.  The design science paradigm “seeks to 
extend the boundaries of human and organizational capabilities by creating new and 
innovative artifacts”.  Both paradigms act as a foundation when conducting research 
in the Information Systems discipline for the convergence of people, organizations 
and technology (Hevner et al., 2004).  These two paradigms complement each other; 
however, for the purpose of this study, only design science was focused on.  The 
reason design science was chosen, is because it can be seen as a problem-solving 
paradigm by designing artifacts.  In addition, design science endeavours to produce 
things that serve human purposes which is indeed the case in this project (March & 
Smith, 1995).  However, it might face some difficulties.  Design science is normally 
utilized to develop an artifact that is based on a specific environment.  The following 
demonstrates how this dissertation adhered to the seven guidelines of Hevner et al. 
(2004). 
 
Table 6.1 describes the first guideline of Hevner et al. (2004) and how it was applied 
during this study.  Design science research develops an artifact to provide guidance 
on how to solve problems.  Hevner et al. (2004) defines an artifact as, “innovations 
that define the ideas, practices, technical capabilities, and products through which 
analysis, design, implementation, and use of information systems can be effectively 
and efficiently accomplished”.  Furthermore, artifacts are normally presented in the 
form of constructs, models, methods, and instantiations.  However, foundational 
theories, frameworks and instruments can also be seen as artifacts.  In this case, a 
framework was developed to propose guidelines on how to cultivate an e-Safety 
culture in South African schools by raising e-Safety awareness and education.  Thus, 
meeting the primary objective of this dissertation, as stated in Chapter 1 (Section 
1.4).  Creswell (2003) stated that a framework can be developed during a research 
study to provide guidance about all aspects of the specific research study. In 
particular, a conceptual framework was developed as the proposed solution of this 
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study.  Maxwell (1996) defined a conceptual framework as a “visual or written 
product, one that explains, either graphically or in narrative form, the main things to 
be studied – the key factors, concepts, or variables – and the presumed relationships 
among them”. 
 
Guideline 1 Design as an Artifact 
Original Description 
Design science research must produce a 
viable artifact in the form of a construct, a 
model, a method, or an instantiation. 
Interpretation 
The e-Safety framework acts as the artifact 
during this study. 
 
Table 6.1: Guideline 1 (Hevner et al., 2004) 
 
Table 6.2 describes the problem relevance as the second guideline according to 
Hevner et al. (2004).  The above-mentioned artifact should provide guidance on how 
to solve a problem.  A problem can be defined as the conflict between the current 
state and the ideal state of a system.  Therefore, applying design science to propose 
a way to bridge the gap between the current e-Safety state and the ideal e-Safety 
state in South African schools would address this guideline.  As stated in Chapter 1 
(Section 1.2.2) the problem statement of this dissertation is that most citizens are not 
adequately prepared for the information security challenges introduced by ICT.  The 
results and findings of data, collected through various methods, as discussed in 
Chapter 5 (Section 5.6), proved that this is indeed an actual problem. 
 
Guideline 2 Problem Relevance 
Original Description 
The objective of design science research is 
to develop technology-based solutions to 
important and relevant business problems. 
Interpretation 
The need for raising e-Safety awareness and 
education in South African schools were 
discussed throughout this dissertation. 
 
Table 6.2: Guideline 2 (Hevner et al., 2004) 
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According to Table 6.3, well executed evaluation methods should be utilized to 
evaluate the artifact and how well it performs (March & Smith, 1995).  It has been 
stated that if the researcher does not understand the specific environment, the 
artifact can have inappropriate or undesirable side-effects.  Therefore, evaluation 
plays a vital part of the design process.  Hevner et al. (2004) listed five different 
types of evaluation methods that can be utilized.  These are observational, 
analytical, experimental, testing and descriptive.  For the purpose of this study, a 
static analysis has been used by examining the structure of the artifact.   
 
The structure of the e-Safety framework was reviewed by two school principals, one 
from a primary school and one from a secondary school.  The principals were 
identified based on their knowledge and expertise with regards to the current  
e-Safety situation in primary and secondary schools.  Their willingness to participate 
also played an important role in selecting them as reviewers.  Informal, 
conversational interviews were conducted as a communication medium.  Their 
feedback was utilized in order to improve the quality and the design of the e-Safety 
framework.  Not only has the framework been reviewed by school principals, but it 
has also been extensively argued and reviewed through extensive peer-reviews and 
publications.  Aspects of this dissertation was accepted and presented at SACSAW 
2011 (Appendix N1) and ZA-WWW 2011 (Appendix N2) conferences.  Based on the 
feedback from peer-reviewers and the audience at these conferences the design of 
the e-Safety framework was further refined.  The case study conducted in the UK, as 
discussed in Chapter 5 (Section 5.6.3), played a contributing part in the refinement of 
the proposed design, as well.  
 
Guideline 3 Design Evaluation 
Original Description 
The utility, quality, and efficacy of a design 
artifact must be rigorously demonstrated via 
well executed evaluation methods. 
Interpretation 
The design of proposed e-Safety framework 
was evaluated by means of various methods. 
 
Table 6.3: Guideline 3 (Hevner et al., 2004) 
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Table 6.4 introduces the fourth guideline of Hevner et al. (2004).  It states that the 
artifact, which is being developed during design science, must provide clear 
contributions.  Hevner et al. (2004) lists three types of research contributions, namely 
the design artifact, foundations and methodologies.  One or more of these should be 
found when conducting design research.  For the purpose of this study, the design 
artifact serves as the primary contribution of this study.  According to Hevner et al. 
(2004), the artifact should be a solution to an unsolved problem or solving a known 
problem in a more effective and efficient way. 
 
In Chapter 1 (Section 1.5) the thesis statement states that guidelines should be 
proposed on how to raise e-Safety awareness and education, so that an e-Safety 
culture might be cultivated in future.  Therefore, the e-Safety framework serves as 
the primary contribution of the design process.  In addition, the knowledge gained 
and documented through this dissertation might be utilized in future projects. 
 
Guideline 4 Research Contributions 
Original Description 
Effective design science research must 
provide clear and verifiable contributions in 
the areas of the design artifact, design 
foundations, and/or design methodologies. 
Interpretation 
The e-Safety framework is the primary 
contribution of this research design process. 
 
Table 6.4: Guideline 4 (Hevner et al., 2004) 
 
Research rigor refers to the way in which the research was conducted (Hevner et al., 
2004).  The success of the construction and evaluation of an artifact may depend on 
the various rigorous methods chosen during a research study.  This may refer to the 
research process of this study, as discussed in Chapter 5 (Section 5.3).  Various 
rigorous methods were utilized both in the construction and evaluation of the  
e-Safety framework (Table 6.5).  These methods included; an extensive literature 
review, interviews with school principals, questionnaires with primary and secondary 
school learners and a case study in the UK.  These methods ensured the research 
rigor of the design process. 
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Guideline 5 Research Rigor 
Original Description 
Design science research relies upon the 
application of rigorous methods in both the 
construction and evaluation of the design 
artifact. 
Interpretation 
Various research methods were utilized both 
in the construction and evaluation of the  
e-Safety framework. 
 
Table 6.5: Guideline 5 (Hevner et al., 2004) 
 
The fifth guideline of Hevner et al. (2004) is introduced in Table 6.6.  This states that 
when conducting design science research, an effective solution to a problem must 
be found through a thorough search process.   
 
This study was conducted over a 2 year period, in which different methods and 
strategies were utilized to develop the e-Safety framework.  As mentioned earlier, 
the work in this study went through different cycles to be evaluated and refined.  Due 
to the fact that the proposed solution of this research study was accepted by different 
audiences, proves that the proposed solution was the best fit. 
 
Guideline 6 Design as a Search Process 
Original Description 
The search for an effective artifact requires 
utilizing available means to reach desired 
ends while satisfying laws in the problem 
environment. 
Interpretation 
A thorough research study was conducted 
over a 2 year period. 
 
Table 6.6: Guideline 6 (Hevner et al., 2004) 
 
The seventh and final guideline (Table 6.7) of Hevner et al. (2004) states that design 
research should be communicated to various audiences.  The reason for this 
communication is to enable other individuals to take advantage of the results of this 
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study.  This enables them to build and extend their knowledge regarding this field, so 
that they can focus on future research.  As mentioned earlier, the work in this study 
was presented and refined at SACSAW 2011 conference and later further refined at 
the ZA-WWW 2011 conference, as well.  It is also important for the individuals to 
understand the research process that was followed during this study.  Therefore, this 
dissertation itself also serves as a communication medium. 
 
Guideline 7 Communication of Research 
Original Description 
Design science research must be presented 
effectively to both technology-oriented and 
management-oriented audiences. 
Interpretation 
The work in this study was presented 
effectively to various audiences. 
 
Table 6.7: Guideline 7 (Hevner et al., 2004) 
 
Hevner et al. (2004) claimed that design science research can be associated with a 
pragmatic philosophy.  They also stated that design science research consists of 
three phases, namely a thorough investigation of the problem, the construction of an 
artifact to solve this problem and an evaluation of the artifact.  Therefore, it can be 
claimed that this research study satisfies the criteria of design science research. 
 
6.3 The e-Safety Framework 
 
This section will present the e-Safety framework that was developed in order to raise 
e-Safety awareness and education in South African schools.  This framework should 
not be seen as a sole solution to resolve the e-Safety issues in schools, but rather as 
a means to improve the current situation.  In addition, not all schools will adopt the 
same approach; therefore this is only a proposal and guidelines and can be modified 
as necessary. 
 
Chapter 5 (Section 5.7) listed five fundamental questions which were raised before 
the development of the e-Safety framework.  The five fundamental questions that 
were raised and required answers are as follows: 
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• How can e-Safety be properly integrated into schools? 
• Who should be part of the integrating process? 
• What should be considered important with regards toe-Safety? 
• Where can this important material be found (depending on what was 
considered important)? 
• When can the material be transferred as important e-Safety messages? 
 
These questions were answered by the results and findings of the chosen data 
collection methods, procedures and strategies that were conducted throughout this 
dissertation.  The results and findings were introduced and discussed in Chapter 5 
(Section 5.6).  However, a brief discussion of the answers can be found in Chapter 5 
(Section 5.7).  The arguments, deductions and conclusions which were found by 
answering these questions, led to the identification of a set of criteria.  The set of 
criteria is the core to the envisaged e-Safety framework.  As discussed in Chapter 5 
(Section 5.7) the criteria include: 
 
• Proper governance should be in place; 
• Role players should be identified; 
• e-Safety topics should be made available; 
• Resources to retrieve these content should be decided; and 
• When to deliver the e-Safety messages should be clear. 
 
The remainder of this section will discuss each criterion in detail. 
 
6.3.1 Governance: The CONTROL Factor 
 
Almost everything an individual does these days is done through the 
utilization of ICT.  ICT has made an individual’s life easier and more 
convenient, and many rely on the Internet to perform various online activities.  
As discussed in Chapter 2 (Section 2.3), ICT has become part of most 
individuals’ lives and most of them would not be able to “survive” without 
utilizing online services regularly.  ICT plays an important role now and will 
most definitely play an important role in the future.  Therefore, individuals 
Page | 129  
 
should be familiarized with all the additional components that could be 
associated with ICT.  Although ICT can provide numerous opportunities, 
individuals should be aware of the associated risks.  A number of ICT risks 
were discussed in Chapter 3 (Section 3.2), namely: 
 
• Online harassment and cyber bullying; 
• Inappropriate or illegal behaviour; 
• Sharing personal information online; 
• Physical danger and sexual abuse; 
• Exposure to unsuitable materials; 
• Plagiarism and copyright infringement; and 
• Obsessive use of the Internet. 
 
It was concluded that children should be taught how to manage these risks.  
Therefore, educating them in this regard gives children the opportunity to 
develop safe and responsible online behaviours whenever they are accessing 
the Internet.  Unfortunately, it was found that South African schools do not 
have any form of e-Safety formally implemented; this was discussed in 
Chapter 5 (Section 5.6).  The DBE has indeed identified that e-Safety is 
important, but has done little to address it effectively.  They have drafted 
guidelines on e-Safety, however nothing more has been officially released 
and implemented in schools yet.  Chapter 4 (Section 4.5) discussed these 
guidelines and it was stated that these guidelines can be seen as only a 
minimum; therefore, it cannot be guaranteed that this will improve the current 
e-Safety situation in South African schools.  In addition, it was found that there 
is a lack of e-Safety policies and school rules.  Chapter 5 (Section 5.7) stated 
that it is clear that governance is a definite problem and should be addressed.  
It is important that e-Safety policies and school rules should be developed and 
implemented, so that proper governance could be in place.  The e-Safety 
framework focuses on governance by suggesting the implementation of such 
an e-Safety policy and various possible school rules. 
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However, the current e-Safety situation in schools should be assessed first, 
by analyzing their current school rules and policies.  Once the school has 
ascertained that there is nothing available regarding e-Safety, they should 
define the school rules and policy, in terms of e-Safety.  Once the e-Safety 
school rules and policy have been defined, the gap between the current state 
and the ideal state should be analyzed and bridged by implementing the new 
e-Safety school rules and policy.  Implementing both should however be the 
school’s decision.  They might prefer to implement only school rules; this 
could be made available to all by publishing it in the learners’ diaries and in 
circular letters for parents to see.  It should be made clear that not abiding to 
these school rules, disciplinary actions may be taken.  An example of possible 
e-Safety school rules can be found in Appendix K.  Some schools might 
decide to implement both, e-Safety school rules and an e-Safety policy.  They 
might feel that these two options complement each other and therefore,  
e-Safety governance could be potentially improved. 
 
Becta (2009) stated that implementing an e-Safety policy can help learners to 
develop safe and responsible online behaviours to keep themselves safe 
online.  A policy can be defined as a, “normative cultural discourse with 
positive and negative sanctions, that is, a set of statements about how things 
should or must be done, with corresponding inducements or punishments” 
(Levinson, Sutton, & Winstead, 2009).  When developing an e-Safety policy, 
schools should consider covering ICT in its totality.  These could be related to 
fixed technologies provided by the school (ICT in classrooms) or mobile 
technologies (learners own mobile phones, laptops, etc).  Therefore, the  
e-Safety policy should be flexible to cover the full scope of ICT relevant to 
learners, especially with ICT emerging at an immense pace (Becta, 2005).  
Descriptions of acceptable and unacceptable uses of ICT might be included in 
the e-Safety policy, as well as the consequences when the policy gets 
breached or violated.  Supervision and monitoring of the policy should also be 
discussed in the policy.  However, the most important component of the  
e-Safety policy should be where the different roles and responsibilities of 
individuals are defined (Becta, 2009).  As discussed in Chapter 5 (Section 
5.7) for governance to be effective, some role players and definite 
Page | 131  
 
responsibilities need to be identified to ensure the education of children in 
terms of e-Safety.  They should have sufficient knowledge to play their part 
(Becta, 2005).  Without proper identification of the responsibilities, individuals 
cannot be governed and disciplined properly. 
 
In addition, the e-Safety policy should operate in conjunction with other school 
policies which could be; Bullying, Child Protection, Behaviour and ICT 
policies.  However, some schools might feel that they do not have the 
required knowledge and expertise to develop their own e-Safety policies.  If 
this is the case, many policies are available online to use freely.  The policies 
should be adapted so that it can be unique to the specific school, because 
schools might have different needs and viewpoints.  An example of a possible 
e-Safety policy can be found as Appendix L. 
 
Furthermore, many factors should be considered when developing and 
implementing an e-Safety policy (Becta, 2005).  These factors will depend on 
the school itself, namely the school’s infrastructure or its circumstances.  In 
some cases it should be considered to integrate a number of different 
documents with the e-Safety policy.  These documents could be Acceptable 
Use Policies (AUPs) for learners, parents and staff.  An AUP should be clear 
and concise and should be consistent with the e-Safety policy, which must be 
signed by the specific role player, agreeing to abide by the rules and 
statements.  Failure to comply with this, might lead to disciplinary actions.  
Therefore, it is important that all role players who are governed by this policy 
should understand their specific responsibilities as stated in the policy.  An 
AUP should also be written in a simple manner, so that role players can 
understand what is stated.  Appendix M1 depicts an example of a possible 
AUP for learners.  An AUP for parents (Appendix M2) might accompany the 
AUP for learners.  As a result, parents are made aware of the rules and 
statements which are expected to be followed by their children.  By raising 
this awareness, parents could encourage their children to adhere to them.  In 
addition, Appendix M3 depicts an example of an AUP for staff. 
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Moreover, policies should be reviewed annually to see whether anything has 
changed, in terms of e-Safety.  The policies should be updated to reflect new 
changes.  After policies are updated, they should be approved, dated and 
signed by the governing body.  An ideal way to ensure that policies stay 
rigorous and effective, is to embed them within a cycle of establishment, 
maintenance, ongoing review, modification, reporting and annual review, 
supported by technological solutions wherever possible.  This cycle can be 
seen in Figure 6.1. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 6.1: Creating a safe ICT learning environment (Becta, 2005) 
 
When talking about e-Safety, children are primarily seen as the most 
important role players.  However, as mentioned earlier, there are more role 
players involved in the development of safe and responsible online 
behaviours.  These role players were identified and briefly discussed in earlier 
chapters, as well.  The role players with their specific responsibilities will be 
discussed in more detail in the following sub-section. 
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6.3.2 Role Players: The WHO Factor 
 
Who should be part of the e-Safety integrating process? The answer is easy; 
everyone should be part (Becta, 2009).  As mentioned in the previous  
sub-section, different role players have to be identified in order for e-Safety 
governance to be implemented effectively.  In addition, these role players 
have their own unique responsibilities to ensure that e-Safety awareness and 
education are raised amongst learners.  Although they have their own unique 
responsibilities, they should still work together to be more efficient.  The  
e-Safety policy mentioned in the previous sub-section should apply to all 
these role players who have access to and are users of ICT whilst being at 
school or involved with school related matters.  Figure 6.2 shows different role 
players which will be focused on in this sub-section.  These are as follows: 
 
• The school (From a governance point of view); 
• The teachers; 
• The parents; and 
• The learners. 
 
These are, however, not the only role players that can be part of raising  
e-Safety awareness and education, but these are deemed the most important 
for this research study.  Every school should decide what role players they 
feel are important based on their own school environment regarding e-Safety.  
However, learners should be seen as the most integral part when it comes to 
raising e-Safety awareness and education, because children are seen as the 
answer to cultivating an e-Safety culture in the future. 
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Figure 6.2: e-Safety Role Players 
 
School (From a Governance Point of View) 
 
For the purpose of this study, the school is divided further into three additional 
role players.  These can be seen from a governance point of view, because 
they are the role players who have the actual responsibilities and authority 
when it comes to school policies and school rules.  The role players can be 
identified as the governing body, the principal and the e-Safety coordinator.  
The governing body may link to another higher role player, e.g. the provincial 
DBE.  Therefore, the governing body should take legislation and regulations 
into account when developing and implementing e-Safety strategies, as 
discussed in Chapter 4 (Section 4.4.1).  The governing body, together with the 
principal, should take responsibility and leadership to implement e-Safety 
strategies to ensure cultivating an e-Safety culture for the future.  Becta also 
recommends that an e-Safety coordinator should be responsible for e-safety 
in the school.  This does not have to be the ICT coordinator, but it could be 
anyone with the necessary e-Safety knowledge and expertise (Becta, 2009). 
  
  
  
Governing 
Body 
Principal 
e-Safety 
Coordinator 
Teachers Parents 
Learners 
School 
(From a Governance Point 
of View) 
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However, to provide an overview of some of the individual responsibilities, the 
governing body was investigated.  According to the South West Grid for 
Learning Trust (2010) a member of the governing body may be appointed as 
the e-Safety Governor.  However, for the purpose of this study it will be 
referred to as the governing body.  Some of the responsibilities include (South 
West Grid for Learning Trust, 2010; Becta, 2005): 
 
• Responsible for the approval of the e-Safety school rules and policy; 
• Regular meetings with the e-Safety coordinator; 
• Regular monitoring of e-Safety incident logs and filtering logs; 
• Support the principal in developing e-Safety strategies; 
• Ensure funding for the implementation of the various e-Safety 
strategies; 
• Involved in promoting e-Safety to parents; and 
• Handle serious policy breaches. 
 
The South West Grid for Learning Trust (2010) explained that the principal 
plays a vital role in day-to-day e-Safety activities, and that without the 
principal’s support e-Safety awareness and education would not be possible.  
This does not mean that the principal should personally take on all the 
responsibilities involved, he/she can delegate the responsibilities to the  
e-Safety coordinator.  However, the principal should ensure that the e-Safety 
coordinator has enough time to exercise the necessary responsibilities.  Some 
of the suggested responsibilities for the school principal include (South West 
Grid for Learning Trust, 2010): 
 
• Taking responsibility for the day-to-day e-Safety activities; 
• Should ensure that the e-Safety school rules and policy are 
implemented; 
• Taking full responsibility for e-Safety issues; 
• Ensuring that the e-Safety coordinator and teachers are given the 
support needed to carry out their e-Safety responsibilities; 
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• Supporting the e-Safety coordinator to cultivate an e-Safety culture 
amongst children within the school; 
• Ensuring that the governing body is informed and up to date with all  
e-Safety matters, especially with the school rules and policy; 
• Ensuring that there is funding for e-Safety to be carried out; 
• Promoting e-Safety across the curriculum; 
• Handling serious policy breaches. 
 
The last role player that forms part of the school from a governance point of 
view is the e-Safety coordinator.  The primary responsibility of an e-Safety 
coordinator is to establish and maintain e-Safety effectively within the school 
environment.  Other responsibilities may include (Becta, 2009; South West 
Grid for Learning Trust, 2010): 
 
• Developing an e-Safety culture within the school; 
• Ensuring that e-Safety is transferred to identified role players; 
• Ensuring that e-Safety is embedded across the curriculum through  
e-Safety activities; 
• Maintaining an e-Safety incident log; 
• Monitoring e-Safety issues and reporting issues to higher levels 
(principal and governing body); 
• Should understand the legislation and regulations defined; 
• Handling policy breaches; 
• Establishing, reviewing and updating e-Safety school rules and policy; 
and 
• Meets regularly with governing body. 
 
As discussed in Section 6.3.1 an ideal way to ensure that e-Safety policies 
stay rigorous and effective, is to develop a cycle of establishment, 
maintenance, ongoing review, modification, reporting and annual review, 
supported by technological solutions wherever possible.  The e-Safety 
coordinator is responsible for this cycle, as well. 
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In short, the overall responsibility regarding e-Safety in schools rests on the 
principal.  However, the principal works under the direction of the governing 
body where appropriate.  The e-Safety coordinator reports to the principal 
who delegates various responsibilities as important (Becta, 2005).  Valcke et 
al. (2011) stated that the school is responsible for creating e-Safety 
awareness amongst learners, teachers and parents.  They are also 
responsible for educating children on how to create a safer online 
environment. 
 
Teachers 
 
Teachers may have four different roles, namely a learner, advisor, teacher 
and an identifier.  Becta (2005) and Becta (2009) describe the teacher role as 
having not enough knowledge and expertise to be able to deliver e-Safety 
messages to learners in classrooms.  Therefore, teachers should receive 
training, in order to learn about e-Safety.  It is not necessary for them to be 
experts in the field, but they should know enough in order to understand the 
online activities and risks in which learners are involved.  As a result, a 
teacher may take the role as a learner.  Teachers should also be able to take 
the role as advisors.  Learners might need someone to talk to and teachers 
might be seen as trusted parties to confide in.  Therefore, they should be able 
to give advice as needed.  From the findings of the questionnaire in Chapter 5 
(Section 5.6.2) it was found that teachers are the least trusted parties in this 
regard at the moment.  Implementing e-Safety in schools should improve this 
situation.  The third role a teacher might take on is to be a teacher (Becta, 
2009).  They should be able to deliver effective e-Safety information in 
classrooms.  Although it was found that e-Safety is not part of the curriculum 
yet (Chapter 5), there might be other areas where it would be appropriate to 
deliver e-Safety messages to learners (Becta, 2005).  The last role that was 
identified for a teacher is an identifier.  Teachers may act as identifiers by 
noticing changes in a learner’s behaviour.  These changes might be because 
of particular e-Safety issues, and the learner might be at risk. 
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Teachers may have other responsibilities, namely (Becta, 2009): 
 
• Contributing to the development of e-Safety policies and school rules; 
• Adhering to teacher AUPs; 
• Knowing when to escalate e-Safety issues to a higher level; 
• Embedding e-Safety into the school curriculum where possible; and 
• Maintaining a professional level of conduct in their personal use of ICT, 
both within and outside school. 
 
Parents 
 
Parents should also play an important part in raising e-Safety awareness and 
education to help their children develop safe and responsible online 
behaviour.  However, it was found during this dissertation that some parents 
do not have the necessary background education and skills to do this.  
Schools should take the responsibility to involve parents in the process of 
raising e-Safety awareness and education (Becta, 2009).  The parents can act 
as learners; because of they are being taught more about e-Safety.  Similarly, 
parents also have the possibility to take on four different roles.  These are 
also a learner, advisor, teacher and an identifier.   
 
After receiving the necessary background education and awareness from the 
school, the parents should be able to act as teachers.  Valcke et al. (2011) 
stated that when parents have more knowledge about ICT and are more 
active on the Internet themselves, they define more rules.  However, when 
they have a lack of knowledge and feel they do not have the necessary 
expertise to access the Internet, they usually define fewer rules for their 
children.  It was also found that younger parents define more rules.  This 
might be because of the generation gap between individuals.  Parents should 
also understand that denying children access to the Internet would not solve 
the problem.  The Internet is a resource for education, networking, 
entertainment, etc.  Children should be rather educated on how to handle 
online issues.  Parents have the responsibility to ensure that their children 
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receive the necessary e-Safety education not only at schools, but also at 
home.   
 
Parents might be able to recognize warning signs; therefore they might act as 
identifiers.  Children might probably know more about ICT than their parents.  
Thus, acquiring the required knowledge about e-Safety should be essential to 
understand their children’s online behaviours.  Warning signs might include, 
spending long hours on the Internet, the child does not engage in physical 
social activities, does not want to talk about his/her online activities, turns off 
the monitor when the parent enters the room, etc.  Parents should try and 
understand more about the Internet, to be able to help their children when in 
need (Film and Publication Board, 2008). 
 
Lastly, parents can act as advisors.  They should be available when their 
children need to talk about e-Safety issues.  In particular, they should 
understand and should be able to give the necessary advice.  
 
Becta (2009) identified the following as additional responsibilities for parents: 
They should: 
 
• Be able to contribute to the development of e-Safety policies and 
school rules; 
• Read and understand the AUPs, encourage their children to adhere to 
them and sign the AUPs where needed; 
• Use the resources the school recommend appropriately; and 
• Discuss e-Safety issues with children and reinforce the approaches 
and behaviours the school is trying to emerge. 
 
Learners 
 
The responsibilities of learners should be identified according to their age, 
understanding and skill level (Becta, 2009).  Therefore, schools should adapt 
different responsibilities according to their needs.  e-Safety awareness and 
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education should, however, begin at a very young age, in order to try and 
cultivate an e-Safety culture.  In addition, schools should give learners the 
opportunity to contribute to the development of the e-Safety school rules and 
policy.  As a result, learners would feel that they are being considered and it 
might help them to abide to it easier (Becta, 2009).   
 
As discussed earlier, teachers and parents might have four different roles.  
These hold for learners, as well.  Learners may have the role as a teacher or 
an advisor.  Acting as an advisor is the most prominent role in the UK; this 
was found in Chapter 5 (Section 5.6.3).  It was found that peer-mentoring is 
more effective amongst learners.  Peer-mentoring is when specific learners 
are trained to encourage other young people how to stay safe online and how 
to take responsibility for their own actions.  Not only might learners teach 
other young people about e-Safety, but they might teach older individuals 
about e-Safety, as well.  It was discussed earlier that some learners might 
have more knowledge about e-Safety than the older generation.  Learners 
may also be there to offer support to others, thus acting as advisors.  It was 
found that learners would listen to their friends, rather than teachers as far as  
e-Safety matters are concerned.  Learners may also have the role as an 
identifier, because in most cases learners can recognize when their friends 
need help or their friends might discuss it with them.  Depending on the 
seriousness of the e-Safety issue, learners might tell an older individual and 
ask for help.  Acting as a learner, is when learners are taught about e-Safety 
issues and how to stay safe online. 
 
Becta (2009) and South West Grid for Learning (2010) listed the following as 
responsibilities for learners.  They should: 
 
• Contribute to the development of e-Safety school rules and e-Safety 
policies; 
• Adhering to AUPs; 
• Keep themselves and others safe online; 
• Understand the importance of reporting e-Safety issues; 
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• Understand the importance of adopting good e-Safety practices; and 
• Openly discuss e-Safety issues with parents. 
 
All of the above-mentioned role players should accept their responsibilities 
which were identified.  In particular, they should work together to provide the 
best possible means to raise e-Safety awareness and education in South 
African primary and secondary schools. 
 
6.3.3 Topics: The WHAT Factor 
 
In order for e-Safety awareness and education to be raised, schools should 
consider which topics are the most important to focus on, so that it could be 
transferred to the specific role players.  e-Safety covers a wide range of topics 
and all are considered important.  However, this dissertation has not 
addressed every possible e-Safety topic available, because a high-level  
e-Safety framework has been developed.  Throughout this study it was found 
that some topics might be more important than others, therefore these were 
the only ones which were focused on.  These topics might include online 
harassment and cyber bullying, inappropriate or illegal behaviours, sharing of 
personal information, physical danger and sexual abuse, exposure to 
unsuitable materials, plagiarism and copyright infringement and obsessive 
use of the Internet.  All these topics were discussed as online risks in Chapter 
3 (Section 3.2).  e-Safety topics can be categorized as macro and micro 
topics.  This refers to some of the topics which can be categorized further into 
smaller micro topics.  For example, physical and sexual abuse can be seen as 
a macro topic; however sexting forms part of this macro topic.  Thus, sexting 
could be seen as a micro topic. 
 
It should be noted that some topics might be age-appropriate.  Therefore, 
schools should identify the target audience to which they want to transfer the 
e-Safety messages at a specific time.  For example, there is no need to 
discuss sexting to an audience aged 6 – 9, because they are seen as being 
too young. 
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When talking to the different role players about e-Safety, it is important to 
discuss the advantages and disadvantages associated with ICT.  Individuals 
should be taught how to handle different e-Safety situations and they should 
also develop a risk awareness skill, in order to keep themselves safe online.  
In addition, they should be made aware of the consequences involved.  
Learners need to be taught where to turn to if they need help, regarding  
e-Safety issues.  The aim for raising e-Safety awareness and education is to 
change the online behaviours of these individuals.  e-Safety topics should be 
included in the e-Safety policy as issues that raise concerns.  Some of these 
topics were included in the e-Safety policy example, Appendix L. 
 
In order to deliver the e-Safety topics to the specific role players, it should be 
determined where to find this information.  This will be discussed in the next 
sub-section. 
 
6.3.4 Resources: The WHERE Factor 
  
Resources where the above-mentioned e-Safety materials could be retrieved 
are considered another important aspect of the e-Safety framework.  Chapter 
5 (Section 5.7) identified internal and external resources that should be 
incorporated into the e-Safety framework.  Internal resources can be seen as 
material that is developed by teachers, using their own initiative.  This can 
range from (NetSmartz Workshop, 2011): 
 
• e-Safety videos – animations and documentaries through song, rhyme, 
comedy, or first-person narrative; 
• Activity cards – age-appropriate lessons; 
• Teachable recipes – recipes that combine e-Safety messages with fun, 
to make lessons interactive; 
• Presentations – age-appropriate interactive presentations; and  
• Handouts – tip sheets and issue-specific guides for use by different 
role players. 
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In contrast, external resources can be seen as material that can be retrieved 
from existing e-Safety websites.  The above-mentioned material can also be 
retrieved from existing e-Safety websites and be utilized to deliver e-Safety 
messages to different role players in order to raise e-Safety awareness and 
education.  Various existing websites offer e-Safety material that can be 
utilized or downloaded for free.  Some websites offer educational e-Safety 
games to raise awareness.  These resources cover a wide range of different 
e-Safety topics.  A few examples of existing websites are: 
 
• Thinkuknow (Discussed in Chapter 4); 
• KidSmart; 
• NetSmartz Workshop; and 
• Kent ICT. 
 
Internal and external resources should be implemented into the e-Safety 
awareness and education processes in schools.  Most of these existing 
websites are designed not to function as a traditional curriculum, but rather as 
adaptable resources which can fit anywhere in the current school curriculum 
(NetSmartz Workshop, 2011).  Therefore, it could be implemented anytime of 
the day, making it rather flexible.  Most of the material can also be tailored 
according to ones’ needs.  One issue that needs to be considered regarding 
resources is the budget of the school to deliver e-Safety material.  Therefore, 
choosing the resources where e-Safety material could be retrieved should be 
chosen with the budget in mind. 
 
Different questions have been answered, in connection with the proposed  
e-Safety framework.  However, there is one question still remaining.  This is 
when to deliver these e-Safety materials; this is answered in the next  
sub-section. 
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6.3.5 Delivery: The WHEN Factor 
 
In Chapter 5, from the interviews with principals (Section 5.6.2) and the case 
study in the UK (Section 5.6.3), it was found that e-Safety messages can be 
best transferred in classrooms to raise e-Safety awareness and education 
amongst learners.  Life Orientation (LO) and Computer Applications 
Technology (CAT) were the chosen subjects to deliver e-Safety messages.  
However, e-Safety awareness and education should be raised amongst 
parents, as well.  This can be done through awareness days, parent evenings, 
workshops, leaflets, circular letters and newsletters.  In addition, teachers can 
receive e-Safety training during workshops, as well.  These are just a few 
approaches that could be followed.  However, there are various approaches 
that could be followed in order to deliver the e-Safety messages to the specific 
role players.  Schools should decide on the best time to deliver e-Safety 
messages.  For example, to have a workshop for parents, schools should 
ensure that there are workshops that are held at various times.  This could 
ensure that more parents would be able to attend. 
 
Thus far, governance and the different role players can be seen as the most 
important components of this proposed e-Safety framework.  There should be a 
balance between the various role players to deliver e-Safety messages sufficiently to 
children.  The last three components of the e-Safety framework state that any  
e-Safety changes in the school should be defined.  This is important, because role 
players might have to change their e-Safety behaviour and adapt to new e-Safety 
patterns.  Understanding their online behaviours and being able to control it, might 
lead to an e-Safety culture in the future.  Therefore, feedback should be given to 
specific role players.  Feedback should be given from the e-Safety coordinator.  The 
final component of the e-Safety framework is to review and refine the e-Safety 
policies and school rules.  All changes should be monitored and reported.  e-Safety 
policies and school rules should be adapted and governed accordingly, in order to 
strengthen e-Safety governance in the specific school and to encourage an e-Safety 
culture. Adopting the guidelines from the e-Safety framework might lead to an  
e-Safety culture in the future.   
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This section identified and discussed the set of criteria on which the e-Safety 
framework was based.  The framework consists of various components to propose a 
way to raise e-Safety awareness and education in South African schools.  A 
graphical illustration of this e-Safety framework is presented in Figure 6.3. 
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Figure 6.3: Framework for e-Safety in Schools 
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6.4 e-Safety Culture and Education 
 
The results and findings from the various data collection methods, which were 
discussed in Chapter 5 (Section 5.6), proved that there is a definite lack of e-Safety 
awareness and education in South Africa.  Therefore, e-Safety does not form part of 
the current education culture.  Most individuals do not understand e-Safety in its 
entirety yet; therefore, they are not engaging in e-Safety awareness and education 
activities.  However, it is now known that schools should play an important role in 
educating learners about e-Safety.  The aim of the proposed e-Safety framework is 
to contribute in cultivating an e-Safety culture in the future, through thorough  
e-Safety education.   
 
Da Veiga and Eloff (2010) stated that the interaction between information security 
components and the information security behaviour of individuals could lead to 
cultivating an information security culture.  Similarly, this interaction can be applied to 
e-Safety.   Figure 6.4 illustrates that e-Safety components (A) can be implemented in 
the school.  This can refer to the proposed e-Safety framework.  The e-Safety 
framework can be seen as the input that influences the e-Safety behaviour of the 
specific role players (B).  The implementation of the e-Safety framework impacts on 
the interaction of the role players with certain e-Safety issues in school.  This leads 
to an e-Safety behaviour being established.  The objective of this e-Safety behaviour 
is to ensure safe and responsible use of online activities.  In time, when there are  
e-Safety changes in the school, the e-Safety behaviour of role players will adapt to 
those changes, an e-Safety culture is therefore cultivated (C). 
 
Figure 6.4: Influencing e-Safety behaviour and cultivating an e-Safety culture 
(Adapted from Da Veiga and Eloff, 2010) 
A 
e-Safety 
Components 
B 
e-Safety 
Behaviour 
C 
e-Safety 
Culture 
Influence Cultivates 
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Therefore, implementing the e-Safety framework in schools successfully can 
contribute in cultivating an e-Safety culture in the future. 
 
6.5 Conclusion 
 
This chapter introduced an e-Safety framework to propose guidelines on how to 
raise e-Safety awareness and education in South African schools.  The e-Safety 
framework has various components that should be considered.  The following 
reiterates the set of criteria that had to be considered while developing the e-Safety 
framework: 
 
• Proper governance should be in place; 
• Role players should be identified; 
• e-Safety topics should be made available; 
• Resources to retrieve these content should be decided; and 
• When to deliver the e-Safety messages should be clear. 
 
Not only is it known why e-Safety awareness and education are important, but also 
how to implement them in South African schools.  It is therefore imperative that 
schools should take care and draft e-Safety policies and/or school rules, to improve 
the current situation.  Various role players were identified, each with their own 
responsibilities.  These role players are immensely important and they should work 
together in order to raise e-Safety awareness and education amongst individuals.  If 
the e-Safety framework is implemented and managed properly, it should certainly 
contribute to raise the level of e-Safety awareness, improve the relevant skills and 
assist in cultivating an e-Safety culture. 
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Chapter 7 
Conclusion 
7.1 Introduction 
 
This research dissertation primarily focussed on the current situation regarding  
e-Safety in South African schools.  It was found that there is a definite lack of  
e-Safety in schools which put many school children at risk.  Therefore, the aim of this 
research project was to propose a way to raise e-Safety awareness and education in 
South African schools.  Through this, the online behaviours of individuals might 
change and thus an e-Safety culture might be cultivated in the future. 
 
This chapter provides a summary of the important aspects and conclusions from the 
previous chapters.  Furthermore, it will discuss the research objectives that were 
identified in Chapter 1 and whether these objectives have been met.  This chapter 
will conclude with a discussion on possible future research. 
 
7.2 Summary of Chapters 
 
Chapter 1 identified that human behaviour is generally recognized as the weakest 
link in information security, because individuals do not always have the necessary 
skills and expertise to keep themselves safe online.  This chapter discussed the 
problem background and stated that most citizens are not adequately prepared for 
the information security challenges introduced by ICT.  Based on the identified 
problems and research questions, research objectives were formulated to be met 
through this study.  A brief overview of the research methodology and process were 
provided as well. 
 
The evolution of ICT and the current impact it has on society were investigated in 
Chapter 2.  It was found that ICT has become an integral part of modern society and 
that some individuals cannot even imagine their lives without it.  Various online 
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activities were discussed, as well as different means to participate in these online 
activities.  It was found that generations from different ages are active online utilizing 
different online activities. 
 
It was recognized in Chapter 3 that although ICT may provide various opportunities, 
users, children in particular, should also be aware of the associated online risks.  A 
number of online risks were discussed. Based on this, it was decided that children 
should be made more aware of the dangers associated with the Internet and how to 
protect themselves whilst being online.  Therefore, the need for e-Safety in schools 
was briefly introduced.   
 
Chapter 4 endeavoured to explain the positive impacts ICT can have on children’s 
lives, while being at school.  It was found that ICT is utilized and taught by various 
primary and secondary schools all over South Africa.  
 
Chapter 4 clearly stated that the utilization of ICT in schools is being encouraged; 
however, e-Safety awareness and education are being neglected.  Therefore, the 
role of the Department of Basic Education (DBE) regarding the implementation of 
e-Safety in schools was investigated.  It was found that the DBE does however 
acknowledge that e-Safety is an immense problem.  The DBE has drafted e-Safety 
guidelines; however, nothing more has been officially released and implemented in 
schools as to date.  Therefore, it can be said that no formal e-Safety education is 
currently in place and that there is a definite lack of e-Safety awareness and 
education in the South African school curriculum.  It was argued that the problem is 
not unique to South Africa, but isalso affecting countries worldwide 
 
The research design of this dissertation was focussed on in Chapter 5.  The process 
followed during this study was discussed in detail.  Various data collection methods 
and techniques were utilized; these methods included an extensive literature review, 
interviews, questionnaires and a case study.  The results and findings of these data 
collection methods and techniques were discussed in detail.  However, the main 
finding was that there is a lack of e-Safety awareness and education in South African 
schools.  This reiterates the findings of the previous chapter. 
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Based on these findings a set of criteria was identified to develop an e-Safety 
framework.  The aim of this framework is to provide guidelines on how e-Safety 
awareness and education can be improved in South African schools. 
 
The framework was introduced in Chapter 6, according to the proposed guidelines 
on how to raise e-Safety awareness and education in South African schools.  The 
e-Safety framework was based on the proposed criteria which were established in 
Chapter 5.  The proposed framework highlighted several components that need to 
be considered when integrating e-Safety in a school.  Each component was 
discussed in detail; however, it was noted that the role players play the most 
important part in this framework.  The primary purpose of this framework is to 
contribute towards cultivating an e-Safety culture in the future.  This framework also 
formed the main contribution of this dissertation. 
 
7.3 Revisiting the Research Objectives 
 
As stated in Chapter 1 (Section 1.4) the primary objective of this research study was 
to develop a framework that might contribute towards the successful introduction of 
e-Safety awareness in schools, thereby contributing towards the development of an 
e-Safety culture.  However, a number of secondary objectives had to be addressed 
in order to address the primary objective.  The secondary objectives were as follows: 
 
• To establish the different dimensions of ICT usage in modern society; 
• To investigate the current status and potential impact of the lack of e-Safety in 
society; and 
• To identify the necessary components for the proposed framework. 
 
The first secondary objective was achieved through Chapters 2, 4 and 5.  An 
extensive literature review (Chapter 2 and 4) was conducted to partially address this 
objective.  Additionally, a survey and a case study were conducted to assist in 
successfully addressing these secondary objectives.  Chapter 2 discussed the 
evolution of ICT, common uses of the Internet and typical devices which can be used 
to access the Internet.  In addition, the utilization of SNS was also investigated.  
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Chapter 4 investigated the importance of ICT in schools and the factors that can 
influence the effective utilization of ICT in schools.  Formal uses of ICT in schools 
were also discussed.  However, contrary to Chapter 2 and 4, Chapter 5 addressed a 
survey and a case study which were conducted during this study.  Additional 
dimensions of ICT usage in modern society were found through the results and 
findings of the survey (interviews and questionnaires) and case study.  This achieved 
the first secondary objective and thus answered the first secondary research 
question from Chapter 1 (Section 1.4), namely “What are the various dimensions of 
ICT usage in modern society?” 
 
The second secondary research objective was achieved through Chapters 4 and 5.  
The current status of e-Safety in society and the lack thereof was studied through an 
extensive literature study in Chapter 4.  It was found that although the utilization of 
ICT in schools is being encouraged by the DBE, e-Safety awareness and education 
are being neglected.  Syllabi of schools were investigated to see whether the 
learners are being educated about e-Safety.  However, it was found that there is a 
lack of e-Safety administration and tuition in South African schools.  It was also 
found that this problem is not unique to South Africa as it is affecting other countries 
as well.  Chapter 5 contributed to this research objective through the interviews, 
questionnaires and case study.  All these data collection methods reiterated the 
findings of the literature review that there is a definite lack of e-Safety in society.  It 
was found that some parents have a lack of knowledge and are ill-prepared when it 
comes to being safe online.  Therefore, they are unable to assist their children on 
how to be safe online and how to improve their online behaviours.  Through the 
interviews, the principals stated that nothing official has been implemented yet, with 
regards to e-Safety.  The lack of e-Safety can be seen as an immense concern, 
because learners should be educated about the dangers that are lurking on the 
Internet.  A lack of e-Safety indicated that children do not always utilize the Internet 
in a safe and responsible manner; therefore, it could lead to potential terrifying 
consequences. 
 
As these topics were successfully addressed and motivated, it can be claimed that 
the second secondary research objective was met.  Along with this, the second and 
the third secondary research questions were answered, namely “What are the 
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security implications?” and “Why is society not adequately prepared for the 
information security challenges introduced by ICT?” 
 
The last secondary research objective was achieved through Chapter 5.  Based on 
the results and findings of the data collection methods utilized in this study, a set of 
criteria to propose the development of an e-Safety framework could be identified.  
The proposed criteria could assist South African schools to overcome the e-Safety 
shortcomings and to improve the current e-Safety situation.  The last secondary 
objective was met as the necessary components of the e-Safety framework were 
identified and discussed.  Having met this objective, the following research question 
was answered, “How can information security preparedness be improved?” 
 
By achieving these three secondary objectives, it can be argued that the main 
research objective was met.  Therefore, it was possible to develop an e-Safety 
framework that might contribute towards the development of e-Safety awareness 
and thereby an e-Safety culture.  The main research objective was met in Chapter 6.  
A graphical representation of this e-Safety framework was illustrated in Figure 6.3.  
Since the main research objective has been met, the main research question could 
be answered, namely “How can e-Safety help mitigate information security 
challenges introduced by ICT?” 
 
7.4 Significance of this Research Study 
 
This study could be considered significant because it was the first, as far as it is 
known, of its kind in the associated primary and secondary schools where interviews 
and questionnaires were conducted.  The findings of this study could also be 
considered significant, because it might assist individuals in understanding the 
concept of e-Safety awareness and education.  Not only schools could benefit from 
the research contribution of this study, but teachers, parents and most importantly, 
the learners, as well.  This study could be seen as significant, because it indicated 
special relationships between different role players in South African schools.  Most 
importantly, it might assist schools to adopt changes and to cultivate an e-Safety 
culture for the future. 
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7.5 Limitations of this Research Study 
 
This research study focused on ICT users, primarily children and young people, in a 
school environment.  In addition, this research specifically focused on South African 
citizens; although, e-Safety principles should be transferable to everyone.   
 
7.6 Publications Originating from this Research Study 
 
The following peer-reviewed papers have been accepted and presented at 
conferences during the duration of this study: 
 
• De Lange, M., & Von Solms, R. (2011).  A Cyber Security Curriculum for 
  Southern African Schools. SACSAW2011, Gaborone, Botswana, May 2011. 
 
•  De Lange, M., & Von Solms, R. (2011).  The Importance of Raising e-Safety 
Awareness amongst children in South Africa. ZA-WWW2011, Johannesburg, 
South Africa, September 2011. 
 
These papers can be found as Appendix N1 and Appendix N2. 
 
7.7 Future Research 
 
As concluded from the results of the questionnaire in Chapter 5 (Section 5.6.2), fifty 
percent of the learners would prefer to talk to a peer if they are being cyber bullied.  
Therefore, this can lead to future work. Children from various schools could be 
identified to act as e-Safety peer-mentors (ambassadors) to assist other fellow 
learners and to assist in delivering e-Safety messages.  
 
There could also be a need to focus on “an e-Safety relationship” between child and 
parent.  Information collected from parents might be helpful to get a more concrete 
picture of the situation at home.  This could be done through interviews or 
questionnaires.  These can also be conducted to explore the e-Safety relationship 
between learner and teacher.  The opinions, perceptions and awareness of teachers 
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might also support the information obtained from both the principal and the learners 
as discussed earlier in this research study.  Another suggestion for possible future 
work is to conduct in-depth studies to identify in more detail how teachers will 
respond to e-Safety being introduced in the curriculum.  
 
7.8 Epilogue 
 
ICT provides numerous opportunities, however individuals should also be aware of 
the associated risks.  Individuals should know how to keep themselves and others 
safe whilst being online.  However, the lack of e-Safety awareness and education is 
raising more concerns.  Therefore, it was decided to propose an e-Safety framework 
that South African schools could adopt and thereby seamlessly introduce e-Safety at 
school-level. The e-Safety framework was the main contribution of this research 
study.  The purpose of this framework is to contribute in cultivating an e-Safety 
culture.  Thus, if this e-Safety framework is implemented and managed properly, it 
should certainly contribute to overcoming the current e-Safety challenges.  Schools 
were focused on, because most parents are ill-prepared and do not understand their 
children’s online behaviours.  Schools should therefore be seen as the central point 
where e-Safety awareness and education could be raised. 
 
Schools, teachers, parents and learners should ideally adopt this holistic e-Safety 
approach.  Livingstone (2001) puts this as, “A coordinated response across schools, 
community and home is essential for a constructive, safe and fair use of the Internet 
by children”.  Therefore, individuals need to be equipped with the necessary skills, 
knowledge and confidence to adopt safe online behaviours to protect themselves 
and others.   
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Appendix A 
 
Interview Sheet 
 
 
Interview 
Name of School  
Language  
Primary/Secondary School  
Average Number of Learners  
 
Questions 
1.  According to your knowledge, is e-Safety/cyber security somewhere addressed in your   
curriculum?  
 
 
 
 
 
 
 
 
 
 
 
 
2.  Do you offer any form of education/training in regards with e-safety?  If so, give more 
information. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
3.  What do you think will be the best method to transfer the e-Safety message to the learners?  
      a.  Education/Training/Awareness 
      b.  Counselling 
      (Teachers, external person, senior learners? Other methods?) 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
4.  Do you think parents should be involved? 
 
 
 
 
 
 
 
 
 
 
5.  Would you mind if we interview some learners to collect data? 
 
 
 
 
 
 
 
 
 
 
 
 
6.  How do you think it can be done?  
      a)  With help from the teachers?  
      b)  To complete a questionnaire in one large group (we can explain)?  
      c)  Other methods? 
      If so, when can we do it? In recess or in class? 
 
 
 
 
 
 
 
 
 
 
 
 
7.  If we have some course material gathered on a later stage, can we present it in this school? If 
so, to learners/teachers/senior learners?   
 
 
 
 
 
 
 
 
 
 
 
 
8.  If we maybe decide to make this issue bigger, we want to involve the SADTU (South Africa 
Democratic Teachers Union) or the Department of Education, do you know who we can 
contact? 
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Permission from DBE  
(Eastern Cape) 
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Appendix C 
 
Letter of Invitation to  
School Principals 
 
 
 
 
 
 
 
 
 
 
 
 
Guidelines to Establish an e-Safety Awareness in South Africa 
Project Information Statement/Letter of Invitation to School Principals 
 
My name is Mariska de Lange, and I am a Magister Technologiae (MTech) student at the Nelson 
Mandela Metropolitan University (NMMU). I am conducting research on Information Security Awareness 
and e-Safety under the supervision of Prof Rossouw von Solms (Director of the Institute of ICT 
Advancement at NMMU). The Provincial Department of Education has given approval to approach 
schools for my research. A copy of their approval is contained with this letter. I invite you to consider 
taking part in this research. This study will meet the requirements of the Research Ethics Committee 
(Human) of the NMMU.  
 
Aims of the Research 
The research aims to: 
• determine whether learners are active on the Internet and which online activities they are involved 
in;  
• investigate the current status and potential impact of the lack of e-Safety in society; 
• make children and teenagers aware of the associated risks with Internet and digital related activities; 
• educate children and teenagers how to protect themselves when participating in these online 
activities. 
 
Significance of the Research Project 
The research is significant in three ways: 
1. It can stimulate e-Safety awareness in various South African schools 
2. It will provide schools and teachers with greater understanding about the risks associated with 
Internet activities 
3. Establishing e-Safety awareness in South Africa should be a solution to help improve users’ online 
behavior  
 
Benefits of the Research to Schools 
1. Learners would gain knowledge about e-Safety and would be aware of the risks associated with 
online activities 
2. Learners would know how to protect themselves online 
3. Establishing an e-Safety awareness might lead to  an e-Safety culture 
• PO Box 77000 •  Nelson Mandela Metropolitan University 
• Port Elizabeth • 6031 •  South Africa •  www.nmmu.ac.za 
     
Research Plan and Method 
We would like a sample of learners from the school to complete an e-Safety questionnaire. Based on the 
data gathered from these learners, we would like to propose and develop suitable ways and means that 
can be used to educate learners in all schools that might be interested. Permission will be sought from 
the learners and their parents prior to their participation in the research. Only those who consent and 
whose parents consent will participate. The questionnaire should take approximately 15 - 20 minutes of 
your time. All information collected will be treated in strictest confidence and neither the school nor 
individual learners will be identifiable in any reports that are written. Participants may withdraw from the 
study at any time without penalty. The role of the school is voluntary and the School Principal may 
decide to withdraw the school’s participation at any time without penalty.  
 
School Involvement 
Once I have received your consent to approach learners to participate in the study, I will 
• arrange for informed consent to be obtained from participants’ parents 
• arrange a time with your school for data collection to take place 
• obtain informed consent from participants 
 
Further information 
Attached for your information are copies of the Parent Information and Consent Form and also the 
Participant Information Statement and Assent Form. 
 
Invitation to Participate 
If you would like your school to participate in this research, please complete and return the attached 
form. 
 
Thank you for taking the time to read this information. 
 
 
 
 
 
Mariska de Lange     Rossouw von Solms (Prof) 
Researcher      Supervisor 
NMMU       NMMU 
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Appendix D1 
 
School Principal Consent Form 
(Grades 6 - 7) 
 
 
 
 
 
 
 
 
 
 
 
Guidelines to Establish an e-Safety Awareness in South Africa 
School Principal Consent Form 
 
I give consent for you to approach learners in grades 6 & 7 to participate in the Guidelines to Establish an e-Safety 
Awareness in South Africa. 
 
I have read the Project Information Statement explaining the purpose of the research project and understand that: 
• The role of the school is voluntary 
• I may decide to withdraw the school’s participation at any time without penalty 
• Learners in grades six and seven will be invited to participate and that permission will be sought from them 
and also from their parents.  
• Only learners who consent and whose parents consent will participate in the project 
• All information obtained will be treated in strictest confidence.  
• The learners’ names will not be used and individual learners will not be identifiable in any written reports about 
the study.  
• The school will not be identifiable in any written reports about the study.  
• Participants may withdraw from the study at any time without penalty. 
• A report of the findings will be made available to the school. 
• I may seek further information on the project from Mariska de Lange on 083 278 2106.  
 
 
 
 
 
 
__________________________   ___________________________ 
Principal      Signature 
 
__________________________    
 Date 
 
 
Please return via either fax to 041 583 1469 or email to s20633383@live.nmmu.ac.za   
 
 
• PO Box 77000 •  Nelson Mandela Metropolitan University 
• Port Elizabeth • 6031 •  South Africa •  www.nmmu.ac.za 
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Appendix D2 
 
School Principal Consent Form 
(Secondary School) 
 
 
 
 
 
 
 
Guidelines to Establish an e-Safety Awareness in South Africa 
School Principal Consent Form 
 
I give consent for you to approach learners to participate in the Guidelines to Establish an e-Safety Awareness in 
South Africa. 
 
I have read the Project Information Statement explaining the purpose of the research project and understand that: 
• The role of the school is voluntary 
• I may decide to withdraw the school’s participation at any time without penalty 
• Learners will be invited to participate and that permission will be sought from them and also from their 
parents.  
• Only learners who consent and whose parents consent will participate in the project 
• All information obtained will be treated in strictest confidence.  
• The learners’ names will not be used and individual learners will not be identifiable in any written reports about 
the study.  
• The school will not be identifiable in any written reports about the study.  
• Participants may withdraw from the study at any time without penalty. 
• A report of the findings will be made available to the school. 
• I may seek further information on the project from Mariska de Lange on 083 278 2106.  
 
 
 
 
 
 
__________________________   ___________________________ 
Principal      Signature 
 
__________________________    
 Date 
 
 
Please return via either fax to 041 583 1469 or email to s20633383@live.nmmu.ac.za   
 
 
• PO Box 77000 •  Nelson Mandela Metropolitan University 
• Port Elizabeth • 6031 •  South Africa •  www.nmmu.ac.za 
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Appendix E 
 
Ethics Approval 
 
 
 
 
. P0 Box 77000 . Nelson Mandeia Me tropo tan [.Jn ve rs iy
. Poi't E zabeth . 603'l . Scuth Africa . ,lwr^;.nmrn.i.ac za
2S Nelson Mandela( V ) ruetropolitanLJ University
f or tomorrow
Ghairperson of the Research Ethics Committee (Human)
NMMU
1s| . +27 (0)41 504-2538 Fax. +27 (0)41 504-2778
Ref: [H 1 0-ENG-lTE-O06/Approval]
Contact person: Mrs U Spies
1 1 October 2010
Prof R von Solms
NMMU
Faculty of EBEIT
School of ICT
Dear Prof Von Solms
GUIDELINES TO ESTABLISH AN E.SAFETY AWARENESS IN SOUTH AFRICA
Your above-entitled application for ethics approval served at an ordinary meeting of the Research
Ethics Committee (Human).
We take pleasure in informing you that the application was approved by the Committee.
The ethics clearance reference number is Hl0-ENG-|TE-006, and is valid for three years. Please
inform the REC-H, via your faculty representative, if any changes (particularly in the methodology)
occur during this time. An annual affirmation to the effect that the protocols in use are still those for
which approval was granted, will be required from you. You will be reminded timeously of this
responsibility, and will receive the necessary documentation well in advance of any deadline.
We wish you well with the project. Please inform your co-investigators of the outcome, and convey our
best wishes.
Yours sincerelyW
Dr B Pretorius
Chairperson: Research Ethics Gommittee (Human)
cc: Department of Research Capacity Development
Faculty Officer, Faculty of EBEIT
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Appendix F 
 
Letter of Participation 
 
 
 
 
 
 
19 October 2010 
 
Ref: [H10-ENG-ITE-006/Approval] 
 
Dear [Name of Principal] 
 
We would like to thank you for participating in this research study titled, “Guidelines to Establish an            
e-Safety Awareness in South Africa.”  Without assistance from you and your school, we would not have 
been able to conduct this research. 
 
Furthermore, it is important that you are aware of the fact that the ethical integrity of the study has been 
approved by the Research Ethics Committee – Human (REC-H) of the university. The REC-H consists of a 
group of independent experts that has the responsibility to ensure that the rights and welfare of 
participants in research are protected and that studies are conducted in an ethical manner.  Studies cannot 
be conducted without REC-H’s approval.  Queries with regard to the rights of the learners as research 
subjects can be directed to the Research Ethics Committee - Human, Department of Research Capacity 
Development, PO Box 77000, Nelson Mandela Metropolitan University, Port Elizabeth, 6031.  The Provincial 
Department of Education has also given its blessing to the research project.  A copy of their approval is 
contained with this letter, in addition with the ethics approval letter. 
 
We will provide you with the necessary documents to conduct this research study (Consent Forms, Assent 
Forms and questionnaires) and the requirements are as follow: 
• We would appreciate it if you could get the Consent Forms to and from the parents. 
• Participants need to complete the Assent Forms before participating and completing the 
questionnaires. 
• Kindly arrange that the questionnaires are received in such a manner that will guarantee the 
anonymity of the learners, e.g. to put the completed questionnaires in a sealed box. 
• We would appreciate it if all the completed questionnaires could be ready for collection by 5th 
November 2010 (Friday).  
If you have any suggestions or queries, we would be grateful if you could revert back to us.  Please contact 
Prof. Rossouw von Solms by e-mail, rossouw@nmmu.ac.za or telephone 041-504-3604. You may also 
contact Mariska de Lange by e-mail, s20633383@live.nmmu.ac.za or telephone 083-278-2106.  
 
Thank you for your assistance and support of this study and your commitment in playing a part in ensuring 
that our youth are made aware of online threats when participating in various online activities. 
 
Yours sincerely 
 
Mariska de Lange 
RESEARCHER 
• PO Box 77000 •  Nelson Mandela Metropolitan University 
• Port Elizabeth • 6031 •  South Africa •  www.nmmu.ac.za 
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Appendix G1 
 
Parent Information and  
Consent Form  
(English) 
 
 
 
 
 
 
  
PARENT INFORMATION AND CONSENT FORM 
Dear Parent/Guardian:  
We would like to include your child, along with his or her classmates, to participate in a 
research study titled, "Guidelines to Establish an e-Safety Awareness in South Africa," 
which is being conducted by Prof. Rossouw von Solms (Director of the Institute of ICT 
Advancement) and Mariska de Lange (MTech Student), School of ICT, Nelson Mandela 
Metropolitan University. The purpose of this study is to determine whether learners are 
active on the Internet and which online activities they are involved in. In the paragraphs 
below we summarize the procedure and how we will maintain your child’s confidentiality.  
 
Procedure  
With your consent, your child will be asked to complete a questionnaire that will ask about his/her 
Internet usage (e.g., “How long do you spend on the Internet per day?”). The questionnaire will be 
completed by learners during school hours under the supervision of teachers.  Based on the data 
gathered from these learners, educational material (in the form of CD’s, Microsoft PowerPoint 
slides, etc.) will be proposed and developed that can be used by the school to educate the learners 
about online threats and how to protect themselves online. Participation in the questionnaire will be 
completely voluntary.  
 
You are free to withdraw your permission for your child’s participation in the questionnaire at any 
time and for any reason without penalty. There is no penalty for not participating in this study.  
Confidentiality  
Information obtained as part of this study will be strictly confidential. Your child’s name will not 
appear on any forms. The information gathered will be used for research purposes only.  
The research aims to: 
• determine whether learners are active on the Internet and which online activities they are 
involved in;  
• investigate the current status and potential impact of the lack of e-Safety in society; 
• make children and teenagers aware of the associated risks with Internet and digital related 
activities; 
• educate children and teenagers how to protect themselves when participating in these online 
activities. 
 
 
 
• PO Box 77000 •  Nelson Mandela Metropolitan University 
• Port Elizabeth • 6031 •  South Africa •  www.nmmu.ac.za 
     
In closing, we hope that you share our enthusiasm about this study by allowing your child to 
participate. If you have any questions, please contact Prof. Rossouw von Solms by e-mail, 
rossouw@nmmu.ac.za or telephone 041-504-3604. You may also contact Mariska de Lange by  
e-mail, s20633383@live.nmmu.ac.za or telephone 083 278 2106.  
Sincerely,  
Mariska de Lange 
I have read and understand the information about this study. I understand that by giving my 
consent my child will be asked to complete an e-Safety questionnaire. I understand that my child 
can stop participating at any time without penalty. All information my child provides will remain 
confidential and will not be made available to any one other than the research staff.  
Please check the box below, fill in the information, sign, and have your child return it to the teacher.  
I hereby: 
 
give my consent for my child to participate in the questionnaire. 
do not give my consent for my child to participate in the questionnaire. 
 
Parent/Guardian Name 
________________________________________________________________________________ 
Child Name 
________________________________________________________________________________ 
Date____________________________________________________________________________  
Signature of Parent/Guardian ________________________________________________________ 
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Appendix G2 
 
Parent Information and  
Consent Form  
(Afrikaans) 
 
 
 
 
 
  
INLIGTINGSBLAD EN TOESTEMMINGSVORM VIR OUERS/WETTIGE VOOGDE 
Geagte Ouer/Voog:  
 
U kind, saam met sy/haar klasmaats, word genooi om deel te neem aan ’n navorsingsprojek.  
Hierdie studie word gedoen by die Nelson Mandela Metropolitaanse Universiteit deur Prof. 
Rossouw von Solms en Mariska de Lange.  Die doel van hierdie studie is om uit te vind of 
leerders aktief is op die Internet en by watter aanlyn aktiwiteite hul betrokke is.  Lees 
asseblief hierdie inligtingsblad op u tyd deur aangesien die proses van die studie daarin 
opgesom word en ook hoe ons u kind se vertroulikheid sal handhaaf. 
 
Proses 
Met u toestemming, sal u kind gevra word om ‘n vraelys te voltooi. Dit sal vra oor sy/haar gebruik 
van die Internet (bv. “Hoe lank spandeer jy op die Internet per dag?”). Die vraelys sal voltooi word 
gedurende skooltyd onder die toesig van ‘n onderwyser.  Die inligting wat uit die leerders versamel 
word, gaan gebruik word om opvoedkundige materiaal (in die vorm van CD’s, Microsoft 
PowerPoint skyfies, ens.) voor te stel en te ontwikkel wat deur skole gebruik kan word om leerders 
op te voed oor aanlyn bedreigings en hoe om hulself te beskerm wanneer hul aanlyn is.  
 
U kind se deelname is volkome vrywillig en dit staan u vry om deelname te weier.  U kind sal op 
geen wyse hoegenaamd negatief beïnvloed word indien u sou weier om hom/haar te laat deelneem 
nie.   U mag u kind ook te eniger tyd aan die studie onttrek, selfs al het u ingestem om hom/haar te 
laat deelneem. 
 
Vertroulikheid 
Inligting wat verkry is as deel van hierdie studie sal streng vertroulik hanteer word. U kind se naam 
sal nie op enige vorm verskyn nie.  Die inligting wat ingesamel word, sal slegs gebruik word vir 
navorsing doeleindes. 
 
Die navorsing se doel is om: 
• Bepaal of leerders aktief is op die Internet en by watter aanlyn-aktiwiteite hul betrokke is; 
• Ondersoek wat die huidige situasie en die potensiële impak met die gebrek van e-Veiligheid in die 
samelewing is; 
• Kinders en tieners bewus te maak van die gepaardgaande risiko's met die Internet en digitale 
verwante aktiwiteite; 
• Kinders en tieners op te voed oor hoe om hulself te beskerm wanneer hul deelneem aan hierdie 
aanlyn aktiwiteite. 
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Ten slotte, ons hoop dat u in ons entoesiasme, oor hierdie studie, deel deur u kind toe te laat om 
deel te neem. As u enige vrae het, kontak asseblief Prof. Rossouw von Solms per e-pos, 
rossouw@nmmu.ac.za  of telefonies, 041-504-3604. U kan ook Mariska de Lange kontak per e-pos, 
s20633383@live.nmmu.ac.za of telefonies 083 278 2106. 
 
Groete, 
 
Mariska de Lange 
 
 
Ek het gelees en verstaan die inligting oor hierdie studie.  Ek verstaan dat as ek my toestemming 
gee, my kind gevra sal word om ‘n e-Veiligheid vraelys te voltooi. Ek verstaan dat deelname aan 
hierdie projek vrywillig is en dat daar geen druk op my kind geplaas sal word nie. My kind kan te 
eniger tyd onttrek sonder om daardeur benadeel te word.  Alle inligting wat my kind verskaf sal 
vertroulik bly. 
 
Merk asseblief ‘n blokkie, vul die vorm in, en stuur terug na onderwyser saam met u kind. 
 
Hiermee: 
 
gee ek toestemming sodat my kind die vraelys mag voltooi. 
gee ek nie toestemming nie. 
 
Naam van Ouer/Voog 
________________________________________________________________________________ 
Naam van kind 
________________________________________________________________________________ 
Datum __________________________________________________________________________  
Handtekening van Ouer/Voog _______________________________________________________ 
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Appendix H 
 
Participant Information Statement  
and Assent Form 
 
 
 
 
 
 
  
PARTICIPANT INFORMATION STATEMENT AND ASSENT FORM  
 
We are doing a study about Internet safety.  The purpose of this study is to determine whether you are active 
on the Internet and which online activities you are involved in.  This study is being done at the Nelson 
Mandela Metropolitan University by Professor Rossouw von Solms and Mariska de Lange. 
We are asking you to help with our study by completing a questionnaire.  The questionnaire asks about what 
kind of activities young people are involved in while surfing the Internet.  There are no right or wrong 
answers, because this is not a test. 
You do not have to answer any questions that you do not want to.  You can stop being part of this study at 
any time.  To protect your privacy, your name will not be shown on the questionnaire. 
If you understand everything just explained and would like to be part of this study, please complete the form 
below. 
I agree to participate in this study. I understand that I do not have to answer any questions that I do not 
want to. I understand that I can stop participating at any time.  
 
DEELNEMER INLIGTING BEVESTIGING EN INSTEMMINGSVORM 
 
Ons doen 'n studie oor Internet veiligheid.  Die doel van hierdie studie is om uit te vind of leerders aktief is 
op die Internet en by watter aanlyn aktiwiteite hul betrokke is.  Hierdie studie word gedoen by die Nelson 
Mandela Metropolitaanse Universiteit deur Professor Rossouw von Solms en Mariska de Lange. 
Ons vra jou om ons te help met hierdie studie deur ‘n vraelys te voltooi.  Die vraelys vra vrae oor watter tipe 
aktiwiteite jong mense by betrokke is terwyl hul op die Internet is.  Daar is geen korrekte of verkeerde 
antwoorde nie, want dit is nie 'n toets nie. 
Jy hoef nie ‘n vraag te antwoord as jy nie wil nie.  Jy kan enige tyd ophou om deel te wees van hierdie studie.  
Om jou privaatheid te beskerm, sal jou naam nie op die vraelys wees nie.  Hierdie vraelys is heeltemal 
vrywillig.  
As jy alles verstaan wat tans verduidelik is, voltooi asseblief die vorm hieronder. 
Ek onderneem om vrywillig aan die studie deel te neem.  Ek verstaan dat ek nie vrae hoef te antwoord wat 
ek nie wil nie. Ek verstaan ook dat ek te eniger tyd aan die studie kan onttrek indien ek ongelukkig is.  
 
 
Name / Naam: __________________________________     School / Skool: _________________________ 
Signature / Handtekening: _________________________     Date / Datum: __________________________ 
• PO Box 77000 •  Nelson Mandela Metropolitan University 
• Port Elizabeth • 6031 •  South Africa •  www.nmmu.ac.za 
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Appendix I 
 
e-Safety Questionnaire 
 
 
 
 
e-Safety  
 
The purpose of this questionnaire is to determine whether 
learners are active on the Internet and which online activities 
they are involved in.  The information collected hereby, will be 
used in a research project towards a MTech: IT qualification.   
This questionnaire is totally voluntary.  Any learner that 
does not wish to participate is free to withdraw. 
Please draw a cross (X) in the box most appropriate to the 
question.  Thank you for being willing to complete this 
questionnaire, it should take approximately 15 - 20 minutes of 
your time. 
e-Veiligheid 
 
Die doel van hierdie vraelys is om uit te vind of leerders aktief is 
op die Internet en by watter aanlyn aktiwiteite hul betrokke is.  
Die inligting wat hiermee ingesamel word, sal gebruik word in 
‘n navorsingsprojek wat sal lei tot ‘n MTech: IT kwalifikasie. 
Hierdie vraelys is heeltemal vrywillig.  Enige leerder wie kies 
om nie deel te neem nie, is vry om te onttrek.  
Trek asseblief ‘n kruisie (X) in die blokkie wat die meeste van 
toepassing is op die betrokke vraag.  Baie dankie dat jy gewillig 
is om hierdie vraelys in te vul, die vraelys sal sowat 15 - 20 
minute van jou tyd in beslag neem.   
General / Algemeen 
1) How old are you? 
Hoe oud is jy? 
a) 10 – 12   
b) 13 – 15   
c) 16 – 18   
d) 18+   
2) What is your gender? 
Wat is jou geslag? 
a) Male / Manlik   
b) Female / Vroulik   
3) What is your home language? 
Wat is jou huistaal? 
a) English / Engels   
b) Afrikaans    
c) Xhosa   
d) Other (Please Specify) / Ander (Spesifiseer) 
 
4) Do you, or your parents, have a computer at home? 
Het jy, of jou ouers, ‘n rekenaar by die huis? 
a) Yes / Ja   
b) No / Nee   
Internet 
5) How long do you spend on the Internet per day? 
Hoe lank spandeer jy op die Internet per dag? 
 
a) Less than 1 hour / Minder as ‘n uur   
b) More than 1 hour, but less than 2 hours / 
Meer as ‘n uur, maar minder as 2 ure 
  
c) More than 2 hours, but less than 4 hours / 
Meer as 2 ure, maar minder as 4 ure 
  
d) More than 4 hours / Meer as 4 ure   
e) Never / Nooit   
6) On a computer, do you know how to delete your Internet history? 
Weet jy hoe om die Internet geskiedenis op’n rekenaar te 
verwyder? 
a)   Yes / Ja  
b) No / Nee  
7) Do you have your own private email address? 
Het jy jou eie privaat e-pos adres? 
a) Yes / Ja  
b) No / Nee  
8) Do you have Internet access at home? 
Het jy toegang tot die Internet by die huis? 
a) Yes / Ja  
b) No (If no, skip Questions 9 - 11) /  
Nee (Indien nee, slaan Vrae 9 - 11 oor) 
 
9) In which room do you usually use it? 
In watter vertrek by die huis gebruik jy die Internet gewoonlik? 
a) Living room / Woonkamer  
b) Study / Studeerkamer  
c) Bedroom / Slaapkamer  
d) Other (Please Specify) / Ander (Spesifiseer) 
 
 
10) Do you have to ask permission from somebody, for example your 
parents, before accessing the Internet? 
Moet jy toestemming van iemand, byvoorbeeld jou ouers, kry 
voordat jy die Internet mag gebruik? 
a) Yes / Ja  
b) No / Nee  
11) Do your parents/guardians supervise you when you are using the 
Internet at home? 
Hou jou ouers/voogde toesig wanneer jy die Internet gebruik? 
a) Always / Altyd  
b) Sometimes / Soms  
c) Never / Nooit  
12) What is your favorite online activity? 
Wat is jou gunsteling aanlyn aktiwiteit? 
a) Gaming (Playing games online) / 
Speletjies (Om aanlyn speletjies te speel) 
 
b) Social Networking (e.g. Facebook, chat rooms, 
MySpace, etc.) / 
Sosiale Netwerke (bv. Facebook, kletskamers, 
MySpace, MXit, ens.) 
 
c) Web Surfing (To search for something, e.g. using 
Google) / 
Rondspeel op die Internet (bv. Google) 
 
d) Music (Listening to music online, e.g. using 
YouTube) / 
Musiek (Luister musiek aanlyn, bv. op YouTube) 
 
e) Downloading of movies, music, software, etc. / 
Aflaai van flieks, musiek, sagteware, ens. 
 
f) Other (Please Specify) / Ander (Spesifiseer) 
 
 
 
13) Have you ever come across something on a website that made 
you feel uncomfortable? 
Het jy al ooit op ‘n webwerf op iets afgekom wat jou ongemaklik 
laat voel? 
a) Yes / Ja  
b) No / Nee  
14) Have you ever had online requests that made you feel 
uncomfortable, e.g. trying to get you to do things you are not 
comfortable with? 
Het jy al ooit aanlyn aansoeke gehad wat jou ongemaklik laat 
voel het, bv. om iets te doen waarmee jy nie gemaklik is nie? 
a) Yes / Ja  
b) No / Nee  
Social Networking / Sosiale Netwerke 
15) Do you use social networking sites, e.g. Facebook, MXit, Twitter, 
chat rooms, etc? 
Gebruik jy sosiale netwerke, bv. Facebook, MXit, Twitter, 
kletskamers, ens? 
a) Yes / Ja  
b) No (If no, skip Questions 16 - 27) / 
Nee (Indien nee, slaan Vrae 16 - 27 oor) 
 
16) What is your favorite social networking site? 
Wat is jou gunsteling sosiale netwerk?  
a) Facebook  
b) Bebo  
c) MySpace  
d) Twitter  
e) MXit  
f) Other (Please Specify) / Ander (Spesifiseer)  
 
17) How often do you access social networking sites? 
Hoe gereeld besoek jy sosiale netwerke? 
a) Daily / Daagliks  
b) Weekly / Weekliks  
c) Monthly / Maandeliks  
18) Are you aware of the security settings that are available to you on 
most social networking sites, e.g. Facebook? 
Is jy bewus van die sekuriteit instellings wat beskikbaar is op 
meeste van die sosiale netwerke, bv. Facebook? 
a) Yes / Ja  
b) No (If no, skip Question 19) / 
Nee (Indien nee, slaan Vraag 19 oor) 
 
19) Have you ever used the security settings mentioned above? 
Het jy al die bogenoemde sekuriteit instellings gebruik? 
a) Yes / Ja  
b) No / Nee  
20) If you chat online, who do you chat to?  
Wanneer jy aanlyn klets, met wie klets jy? 
a) Friends I know personally /  
Vriende wat ek persoonlik ken 
 
b) Relatives / Familie   
c) Online friends who I have not met in person /  
Aanlyn vriende wat ek nog nie persoonlik ontmoet 
het nie 
 
d) People I do not know / Mense wat ek nie ken nie  
e) I never chat online / Ek klets nooit aanlyn nie  
21) Do you use a webcam sometimes when chatting online?  
Gebruik jy soms ‘n webkamera wanneer jy aanlyn klets? 
a) Yes / Ja  
b) No / Nee  
22) Which of the following have you made available online, e.g. on 
Facebook, MXit, etc? 
Watter van die volgende het jy al aanlyn uitgegee, bv. op 
Facebook, MXit, ens? 
a) Real name / Regte naam  
b) Physical address / Fisiese adres  
c) Telephone number / Telefoonnommer  
d) Photos / Foto’s  
e) Email address / E-pos adres  
f) None of the above/ Geen van bostaande  
23) Have you ever been asked to meet someone in person, to whom 
you have only chatted to online? 
Was jy al ooit gevra om iemand persoonlik te ontmoet, met wie jy 
nog slegs aanlyn geklets het? 
a) Yes / Ja  
b) No / Nee  
24) Have you ever physically met someone who you do not know and 
have only chatted to online? 
Het jy al iemand fisies ontmoet wie jy nie ken nie en nog net 
aanlyn mee geklets het? 
a) Yes / Ja  
b) No (If no, skip Questions 25 - 26) /  
         
 
25) Was the person you met who you thought it was going to be? 
Was die persoon wie jy ontmoet het die persoon wie jy gedink het 
dit gaan wees? 
a) Yes / Ja  
b) No / Nee  
26) Who did you take with you to the meeting? 
Wie het jy saam met jou geneem na die ontmoeting? 
a) I went alone / Ek het alleen gegaan  
b) My friend that is the same age /  
My vriend wat dieselfde ouderdom is 
 
c) An older person / ‘n Ouer persoon  
d) A parent/guardian / ‘n Ouer/voog  
27) Do you use MXit?  
Gebruik jy MXit? 
a) Yes / Ja  
b) No / Nee  
Cyber Bullying / Kuber-afknouery 
“Cyber bullying (online bullying) is when someone is harassed, 
embarrassed, tormented, threatened and humiliated through nasty 
messages, pictures and comments using email, chat rooms, cell phones, 
social networking sites, etc.” 
 
“Kuber-afknouery (aanlyn afknouery) is wanneer iemand lastig geval, 
gedreig en verneder word deur nare boodskappe, foto’s en kommentaar, 
deur e-pos, kletskamers, selfone, sosiale netwerke, ens.” 
 
28) Have you ever been cyber bullied? 
Was jy al ooit ‘n slagoffer van kuber-afknouery? 
a) Yes / Ja  
b) No (If no, skip Questions 29 - 30) /  
Nee (Indien nee, slaan Vrae 29 - 30 oor) 
 
29) In which form have you been cyber bullied? (Also describe the 
situation briefly in the space provided) 
In watter vorm het die kuber-afknouery plaasgevind? (Beskryf die 
situasie kortliks in die spasie wat voorsien is) 
a) SMS/MMS  
b) Email / E-pos  
c) Social Networking Site (e.g. Facebook) /  
Sosiale Netwerke (bv. Facebook)  
d) Other (Please Specify) / Ander (Spesifiseer) 
 
 
 
 
 
30) Did you tell anybody about the cyber bullying mentioned above? 
Het jy iemand van die bogenoemde kuber-afknouery vertel? 
a) Yes / Ja  
b) No / Nee  
31) If you have been cyber bullied, who would you prefer to talk to? 
Indien jy ‘n slagoffer van kuber-afknouery word, met wie sal jy 
eerder daaroor wil praat? 
a) A friend/peer / ‘n Vriend  
b) A parent/guardian / ‘n Ouer/voog  
c) A teacher / ‘n Onderwyser  
d) The police / Die polisie  
32) Have you ever received nasty messages, comments, photos or 
videos of largely people you know via SMS, MMS, email, 
Facebook, etc.?  
Het jy al ooit nare boodskappe, kommentaar, foto’s of video’s van 
iemand ontvang wie jy ken, bv. deur ‘n SMS, MMS, e-pos, 
Facebook, ens.? 
a) Yes / Ja  
b) No / Nee  
33) Have you ever made any nasty comments about someone online? 
Het jy al enige nare kommentaar aanlyn oor iemand gemaak?  
a) Yes / Ja  
b) No / Nee  
34) Do you know how to and where to get help if someone/something 
(like nasty comments, messages and photos via SMS, MXit, 
Facebook, etc.) upsets you?  
Weet jy hoe en waar om hulp te kry as iemand/iets (soos nare 
boodskappe, kommentaar en foto’s deur’n SMS, MXit, Facebook, 
ens.) jou ontstel? 
a) Yes / Ja  
b) No / Nee  
35) What would you do if you were worried about one of your friends 
being the target of cyber bullying?  
Wat sal jy doen as jy bekommerd is oor een van jou vriende wat 
‘n slagoffer van kuber-afknouery is? 
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Appendix J 
 
Questionnaire Raw Data 
 
 
 
 
Raw Data (2-Way Summary Tables: Observed Frequencies)  
 
 
 Count Percent 
SS1 627 39.33501 
SS2 334 20.95358 
SS3 356 22.33375 
PS1 127 7.96738 
PS2 94 5.89711 
PS3 56 3.51317 
Total 1594 100 
 
 Q1 Q1 Q1 Q1 Row 
 10 - 12 years 13 - 15 years 16 - 18 years 18+ 
years 
Totals 
SS1 0 313 302 12 627 
Row % 0.00% 49.92% 48.17% 1.91%  
SS2 0 170 155 7 332 
Row % 0.00% 51.20% 46.69% 2.11%  
SS3 0 189 161 6 356 
Row % 0.00% 53.09% 45.22% 1.69%  
PS1 93 31 0 0 124 
Row % 75.00% 25.00% 0.00% 0.00%  
PS2 42 52 0 0 94 
Row % 44.68% 55.32% 0.00% 0.00%  
PS3 18 38 0 0 56 
Row % 32.14% 67.86% 0.00% 0.00%  
Totals 153 793 618 25 1589 
 
 Q2 Q2 Row 
 Male Female Totals 
SS1 217 410 627 
Row % 34.61% 65.39%  
SS2 243 90 333 
Row % 72.97% 27.03%  
SS3 168 188 356 
Row % 47.19% 52.81%  
PS1 53 72 125 
Row % 42.40% 57.60%  
PS2 35 59 94 
Row % 37.23% 62.77%  
PS3 23 33 56 
Row % 41.07% 58.93%  
Totals 739 852 1591 
  
 Q4 Q4 Row 
 Yes No Totals 
SS1 542 84 626 
Row % 86.58% 13.42%  
SS2 276 56 332 
Row % 83.13% 16.87%  
SS3 321 33 354 
Row % 90.68% 9.32%  
PS1 108 19 127 
Row % 85.04% 14.96%  
PS2 69 25 94 
Row % 73.40% 26.60%  
PS3 43 13 56 
Row % 76.79% 23.21%  
Totals 1359 230 1589 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 Q3 Q3 Q3 Q3 Row 
 English Afrikaans Xhosa Other Totals 
SS1 24 597 6 0 627 
Row % 3.83% 95.22% 0.96% 0.00%  
SS2 87 101 141 1 330 
Row % 26.36% 30.61% 42.73% 0.30%  
SS3 10 344 1 0 355 
Row % 2.82% 96.90% 0.28% 0.00%  
PS1 35 68 24 0 127 
Row % 27.56% 53.54% 18.90% 0.00%  
PS2 9 75 10 0 94 
Row % 9.57% 79.79% 10.64% 0.00%  
PS3 16 18 19 3 56 
Row % 28.57% 32.14% 33.93% 5.36%  
Totals 181 1203 201 4 1589 
 Q5 Q5 Q5 Q5 Q5 Row 
 < 1 
hour 
1 - <2 
hours 
2 - <4 
hours 
> 4 
hours 
Never Totals 
SS1 269 148 60 25 116 618 
Row % 43.53% 23.95% 9.71% 4.05% 18.77%  
SS2 111 66 31 32 84 324 
Row % 34.26% 20.37% 9.57% 9.88% 25.93%  
SS3 147 73 46 19 63 348 
Row % 42.24% 20.98% 13.22% 5.46% 18.10%  
PS1 57 26 6 7 29 125 
Row % 45.60% 20.80% 4.80% 5.60% 23.20%  
PS2 23 31 13 3 17 87 
Row % 26.44% 35.63% 14.94% 3.45% 19.54%  
PS3 22 20 4 4 5 55 
Row % 40.00% 36.36% 7.27% 7.27% 9.09%  
Totals 629 364 160 90 314 1557 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 Q6 Q6 Row 
 Yes No Totals 
SS1 344 279 623 
Row % 55.22% 44.78%  
SS2 226 99 325 
Row % 69.54% 30.46%  
SS3 243 111 354 
Row % 68.64% 31.36%  
PS1 37 86 123 
Row % 30.08% 69.92%  
PS2 48 31 79 
Row % 60.76% 39.24%  
PS3 34 21 55 
Row % 61.82% 38.18%  
Totals 932 627 1559 
 Q7 Q7 Row 
 Yes No Totals 
SS1 278 348 626 
Row % 44.41% 55.59%  
SS2 119 209 328 
Row % 36.28% 63.72%  
SS3 195 160 355 
Row % 54.93% 45.07%  
PS1 33 91 124 
Row % 26.61% 73.39%  
PS2 19 64 83 
Row % 22.89% 77.11%  
PS3 17 38 55 
Row % 30.91% 69.09%  
Totals 661 910 1571 
 
 Q8 Q8 Row 
 Yes No Totals 
SS1 424 192 616 
Row % 68.83% 31.17%  
SS2 207 107 314 
Row % 65.92% 34.08%  
SS3 266 86 352 
Row % 75.57% 24.43%  
PS1 95 27 122 
Row % 77.87% 22.13%  
PS2 58 15 73 
Row % 79.45% 20.55%  
PS3 31 22 53 
Row % 58.49% 41.51%  
Totals 1081 449 1530 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 Q9 Q9 Q9 Q9 Row 
 Living 
room 
Study Bedroom Other Totals 
SS1 88 174 158 24 444 
Row % 19.82% 39.19% 35.59% 5.41%  
SS2 64 44 104 8 220 
Row % 29.09% 20.00% 47.27% 3.64%  
SS3 62 108 89 19 278 
Row % 22.30% 38.85% 32.01% 6.83%  
PS1 27 42 25 10 104 
Row % 25.96% 40.38% 24.04% 9.62%  
PS2 14 17 31 2 64 
Row % 21.88% 26.56% 48.44% 3.13%  
PS3 11 12 16 2 41 
Row % 26.83% 29.27% 39.02% 4.88%  
Totals 266 397 423 65 1151 
 
 Q10 Q10 Row 
 Yes No Totals 
SS1 144 328 472 
Row % 30.51% 69.49%  
SS2 69 172 241 
Row % 28.63% 71.37%  
SS3 102 188 290 
Row % 35.17% 64.83%  
PS1 76 36 112 
Row % 67.86% 32.14%  
PS2 40 25 65 
Row % 61.54% 38.46%  
PS3 26 19 45 
Row % 57.78% 42.22%  
Totals 457 768 1225 
 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 Q11 Q11 Q11 Row 
 Always Sometimes Never Totals 
SS1 24 162 286 472 
Row % 5.08% 34.32% 60.59%  
SS2 12 88 137 237 
Row % 5.06% 37.13% 57.81%  
SS3 13 94 184 291 
Row % 4.47% 32.30% 63.23%  
PS1 24 57 27 108 
Row % 22.22% 52.78% 25.00%  
PS2 16 33 16 65 
Row % 24.62% 50.77% 24.62%  
PS3 6 26 12 44 
Row % 13.64% 59.09% 27.27%  
Totals 95 460 662 1217 
 
 Q12 Q12 Q12 Q12 Q12 Q12 Row 
 Gaming Social 
networking 
Web 
surfing 
Music Downloading Other Totals 
SS1 74 363 96 32 36 9 610 
Row % 12.13% 59.51% 15.74% 5.25% 5.90% 1.48%  
SS2 67 150 42 28 27 2 316 
Row % 21.20% 47.47% 13.29% 8.86% 8.54% 0.63%  
SS3 82 200 26 23 12 10 353 
Row % 23.23% 56.66% 7.37% 6.52% 3.40% 2.83%  
PS1 36 28 31 16 6 5 122 
Row % 29.51% 22.95% 25.41% 13.11% 4.92% 4.10%  
PS2 29 37 5 9 1 5 86 
Row % 33.72% 43.02% 5.81% 10.47% 1.16% 5.81%  
PS3 23 10 12 4 3 1 53 
Row % 43.40% 18.87% 22.64% 7.55% 5.66% 1.89%  
Totals 311 788 212 112 85 32 1540 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 Q13 Q13 Row 
 Yes No Totals 
SS1 294 331 625 
Row % 47.04% 52.96%  
SS2 141 184 325 
Row % 43.38% 56.62%  
SS3 167 188 355 
Row % 47.04% 52.96%  
PS1 52 74 126 
Row % 41.27% 58.73%  
PS2 35 42 77 
Row % 45.45% 54.55%  
PS3 31 24 55 
Row % 56.36% 43.64%  
Totals 720 843 1563 
 
 Q14 Q14 Row 
 Yes No Totals 
SS1 123 500 623 
Row % 19.74% 80.26%  
SS2 69 255 324 
Row % 21.30% 78.70%  
SS3 64 290 354 
Row % 18.08% 81.92%  
PS1 26 96 122 
Row % 21.31% 78.69%  
PS2 21 55 76 
Row % 27.63% 72.37%  
PS3 19 36 55 
Row % 34.55% 65.45%  
Totals 322 1232 1554 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 Q15 Q15 Row 
 Yes No Totals 
SS1 578 45 623 
Row % 92.78% 7.22%  
SS2 304 23 327 
Row % 92.97% 7.03%  
SS3 339 17 356 
Row % 95.22% 4.78%  
PS1 80 43 123 
Row % 65.04% 34.96%  
PS2 63 10 73 
Row % 86.30% 13.70%  
PS3 36 19 55 
Row % 65.45% 34.55%  
Totals 1400 157 1557 
 
 Q16 Q16 Q16 Q16 Q16 Q16 Row 
 Facebook Bebo MySpace Twitter MXit Other Totals 
SS1 246 0 0 3 341 2 592 
Row % 41.55% 0.00% 0.00% 0.51% 57.60% 0.34%  
SS2 118 3 0 2 180 3 306 
Row % 38.56% 0.98% 0.00% 0.65% 58.82% 0.98%  
SS3 175 0 1 0 168 5 349 
Row % 50.14% 0.00% 0.29% 0.00% 48.14% 1.43%  
PS1 42 0 3 0 38 2 85 
Row % 49.41% 0.00% 3.53% 0.00% 44.71% 2.35%  
PS2 57 0 1 0 23 0 81 
Row % 70.37% 0.00% 1.23% 0.00% 28.40% 0.00%  
PS3 16 0 0 2 21 2 41 
Row % 39.02% 0.00% 0.00% 4.88% 51.22% 4.88%  
Totals 654 3 5 7 771 14 1454 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 Q17 Q17 Q17 Row 
 Daily Weekly Monthly Totals 
SS1 414 120 55 589 
Row % 70.29% 20.37% 9.34%  
SS2 213 68 29 310 
Row % 68.71% 21.94% 9.35%  
SS3 242 81 24 347 
Row % 69.74% 23.34% 6.92%  
PS1 37 33 17 87 
Row % 42.53% 37.93% 19.54%  
PS2 52 22 6 80 
Row % 65.00% 27.50% 7.50%  
PS3 23 15 6 44 
Row % 52.27% 34.09% 13.64%  
Totals 981 339 137 1457 
 
 Q18 Q18 Row 
 Yes No Totals 
SS1 489 101 590 
Row % 82.88% 17.12%  
SS2 267 42 309 
Row % 86.41% 13.59%  
SS3 314 32 346 
Row % 90.75% 9.25%  
PS1 66 21 87 
Row % 75.86% 24.14%  
PS2 49 24 73 
Row % 67.12% 32.88%  
PS3 41 5 46 
Row % 89.13% 10.87%  
Totals 1226 225 1451 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 Q19 Q19 Row 
 Yes No Totals 
SS1 311 213 524 
Row % 59.35% 40.65%  
SS2 186 98 284 
Row % 65.49% 34.51%  
SS3 218 107 325 
Row % 67.08% 32.92%  
PS1 36 40 76 
Row % 47.37% 52.63%  
PS2 34 27 61 
Row % 55.74% 44.26%  
PS3 21 24 45 
Row % 46.67% 53.33%  
Totals 806 509 1315 
 
Multiple identical responses were ignored     
 N=1446 Q20_a Q20_a Q20_a Q20_a Q20_a Row 
 School Q20_a Q20_b Q20_c Q20_d Q20_e Totals 
Count SS1 516 128 51 17 23 579 
Row Percent  89.12% 22.11% 8.81% 2.94% 3.97%  
Count SS2 265 71 60 12 10 308 
Row Percent  86.04% 23.05% 19.48% 3.90% 3.25%  
Count SS3 310 106 37 9 11 344 
Row Percent  90.12% 30.81% 10.76% 2.62% 3.20%  
Count PS1 63 31 6 5 9 87 
Row Percent  72.41% 35.63% 6.90% 5.75% 10.34%  
Count PS2 62 42 16 7 6 83 
Row Percent  74.70% 50.60% 19.28% 8.43% 7.23%  
Count PS3 35 17 10 4 6 45 
Row Percent  77.78% 37.78% 22.22% 8.89% 13.33%  
Count All Grps 1251 395 180 54 65 1446 
Table Percent  86.51% 27.32% 12.45% 3.73% 4.50% 100.00% 
 
 
 
 
 
 
 
 
 
 
 
 
 
Table: School(6) x Q21(2)   
 School Q21 Q21 Row 
  Yes No Totals 
Count SS1 61 522 583 
Row Percent  10.46% 89.54%  
Count SS2 43 264 307 
Row Percent  14.01% 85.99%  
Count SS3 35 306 341 
Row Percent  10.26% 89.74%  
Count PS1 28 56 84 
Row Percent  33.33% 66.67%  
Count PS2 14 59 73 
Row Percent  19.18% 80.82%  
Count PS3 6 39 45 
Row Percent  13.33% 86.67%  
Count All Grps 187 1246 1433 
 
Multiple identical responses were ignored      
 N=1456 Q22_a Q22_a Q22_a Q22_a Q22_a Q22_a Row 
 School Q22_a Q22_b Q22_c Q22_d Q22_e Q22_f Totals 
Count SS1 441 44 170 293 93 85 588 
Row Percent  75.00% 7.48% 28.91% 49.83% 15.82% 14.46%  
Count SS2 197 17 78 136 48 60 310 
Row Percent  63.55% 5.48% 25.16% 43.87% 15.48% 19.35%  
Count SS3 283 33 117 176 74 41 348 
Row Percent  81.32% 9.48% 33.62% 50.57% 21.26% 11.78%  
Count PS1 41 4 17 25 7 30 83 
Row Percent  49.40% 4.82% 20.48% 30.12% 8.43% 36.14%  
Count PS2 56 15 27 27 13 23 81 
Row Percent  69.14% 18.52% 33.33% 33.33% 16.05% 28.40%  
Count PS3 22 3 9 13 7 15 46 
Row Percent  47.83% 6.52% 19.57% 28.26% 15.22% 32.61%  
Count All Grps 1040 116 418 670 242 254 1456 
Table Percent  71.43% 7.97% 28.71% 46.02% 16.62% 17.45% 100.00% 
 
 
 
 
 
 
 
 
 
 
 
 
Table: School(6) x Q23(2)   
 School Q23 Q23 Row 
  Yes No Totals 
Count SS1 253 337 590 
Row Percent  42.88% 57.12%  
Count SS2 188 124 312 
Row Percent  60.26% 39.74%  
Count SS3 124 225 349 
Row Percent  35.53% 64.47%  
Count PS1 21 70 91 
Row Percent  23.08% 76.92%  
Count PS2 26 45 71 
Row Percent  36.62% 63.38%  
Count PS3 14 34 48 
Row Percent  29.17% 70.83%  
Count All Grps 626 835 1461 
 
Table: School(6) x Q24(2)   
 School Q24 Q24 Row 
  Yes No Totals 
Count SS1 236 348 584 
Row Percent  40.41% 59.59%  
Count SS2 152 158 310 
Row Percent  49.03% 50.97%  
Count SS3 114 232 346 
Row Percent  32.95% 67.05%  
Count PS1 24 63 87 
Row Percent  27.59% 72.41%  
Count PS2 24 46 70 
Row Percent  34.29% 65.71%  
Count PS3 15 31 46 
Row Percent  32.61% 67.39%  
Count All Grps 565 878 1443 
 
 
 
 
 
 
 
 
 
 
 
 
 
Table: School(6) x Q25(2)   
 School Q25 Q25 Row 
  Yes No Totals 
Count SS1 191 66 257 
Row Percent  74.32% 25.68%  
Count SS2 119 53 172 
Row Percent  69.19% 30.81%  
Count SS3 93 32 125 
Row Percent  74.40% 25.60%  
Count PS1 22 15 37 
Row Percent  59.46% 40.54%  
Count PS2 15 15 30 
Row Percent  50.00% 50.00%  
Count PS3 10 11 21 
Row Percent  47.62% 52.38%  
Count All Grps 450 192 642 
 
Table: School(6) x Q26(4)     
 School Q26 Q26 Q26 Q26 Row 
  Alone Friend same 
age 
Older 
person 
Parent/guardian Totals 
Count SS1 55 162 25 8 250 
Row Percent  22.00% 64.80% 10.00% 3.20%  
Count SS2 66 87 11 4 168 
Row Percent  39.29% 51.79% 6.55% 2.38%  
Count SS3 36 62 15 7 120 
Row Percent  30.00% 51.67% 12.50% 5.83%  
Count PS1 4 11 2 5 22 
Row Percent  18.18% 50.00% 9.09% 22.73%  
Count PS2 3 19 5 2 29 
Row Percent  10.34% 65.52% 17.24% 6.90%  
Count PS3 2 15 0 3 20 
Row Percent  10.00% 75.00% 0.00% 15.00%  
Count All Grps 166 356 58 29 609 
 
 
 
 
 
 
 
 
 
 
 
 
 
Table: School(6) x Q27(2)   
 School Q27 Q27 Row 
  Yes No Totals 
Count SS1 566 25 591 
Row Percent  95.77% 4.23%  
Count SS2 295 18 313 
Row Percent  94.25% 5.75%  
Count SS3 326 22 348 
Row Percent  93.68% 6.32%  
Count PS1 53 46 99 
Row Percent  53.54% 46.46%  
Count PS2 72 11 83 
Row Percent  86.75% 13.25%  
Count PS3 35 13 48 
Row Percent  72.92% 27.08%  
Count All Grps 1347 135 1482 
 
Table: School(6) x Q28(2)    
 School Q28 Q28 Row 
  Yes No Totals 
Count SS1 104 510 614 
Row Percent  16.94% 83.06%  
Count SS2 31 292 323 
Row Percent  9.60% 90.40%  
Count SS3 60 290 350 
Row Percent  17.14% 82.86%  
Count PS1 17 94 111 
Row Percent  15.32% 84.68%  
Count PS2 20 58 78 
Row Percent  25.64% 74.36%  
Count PS3 12 40 52 
Row Percent  23.08% 76.92%  
Count All Grps 244 1284 1528 
 
 
 
 
 
 
 
 
 
 
 
 
 
Multiple identical responses were ignored     
 N=286 Q29_a Q29_a Q29_a Q29_a Row 
 School Q29_a Q29_b Q29_c Q29_d Totals 
Count SS1 58 3 57 32 121 
Row Percent  47.93% 2.48% 47.11% 26.45%  
Count SS2 16 3 20 7 39 
Row Percent  41.03% 7.69% 51.28% 17.95%  
Count SS3 22 1 38 16 66 
Row Percent  33.33% 1.52% 57.58% 24.24%  
Count PS1 8 1 6 8 19 
Row Percent  42.11% 5.26% 31.58% 42.11%  
Count PS2 15 5 11 4 24 
Row Percent  62.50% 20.83% 45.83% 16.67%  
Count PS3 7 1 3 8 17 
Row Percent  41.18% 5.88% 17.65% 47.06%  
Count All Grps 126 14 135 75 286 
Table Percent  44.06% 4.90% 47.20% 26.22% 100.00% 
 
Table: School(6) x Q30(2)    
 School Q30 Q30 Row 
  Yes No Totals 
Count SS1 85 71 156 
Row Percent  54.49% 45.51%  
Count SS2 30 41 71 
Row Percent  42.25% 57.75%  
Count SS3 47 41 88 
Row Percent  53.41% 46.59%  
Count PS1 11 17 28 
Row Percent  39.29% 60.71%  
Count PS2 14 18 32 
Row Percent  43.75% 56.25%  
Count PS3 10 14 24 
Row Percent  41.67% 58.33%  
Count All Grps 197 202 399 
 
 
 
 
 
 
 
 
 
 
 
 
Table: School(6) x Q31(4)      
 School Q31 Q31 Q31 Q31 Row 
  Friend/peer Parent/guardian Teacher Police Totals 
Count SS1 285 254 16 38 593 
Row Percent  48.06% 42.83% 2.70% 6.41%  
Count SS2 177 95 8 16 296 
Row Percent  59.80% 32.09% 2.70% 5.41%  
Count SS3 192 114 7 15 328 
Row Percent  58.54% 34.76% 2.13% 4.57%  
Count PS1 26 67 1 9 103 
Row Percent  25.24% 65.05% 0.97% 8.74%  
Count PS2 34 38 3 6 81 
Row Percent  41.98% 46.91% 3.70% 7.41%  
Count PS3 15 28 2 5 50 
Row Percent  30.00% 56.00% 4.00% 10.00%  
Count All Grps 729 596 37 89 1451 
 
Table: School(6) x Q32(2)    
 School Q32 Q32 Row 
  Yes No Totals 
Count SS1 235 381 616 
Row Percent  38.15% 61.85%  
Count SS2 118 201 319 
Row Percent  36.99% 63.01%  
Count SS3 136 210 346 
Row Percent  39.31% 60.69%  
Count PS1 28 74 102 
Row Percent  27.45% 72.55%  
Count PS2 21 55 76 
Row Percent  27.63% 72.37%  
Count PS3 19 34 53 
Row Percent  35.85% 64.15%  
Count All Grps 557 955 1512 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Table: School(6) x Q33(2)    
 School Q33 Q33 Row 
  Yes No Totals 
Count SS1 141 474 615 
Row Percent  22.93% 77.07%  
Count SS2 85 237 322 
Row Percent  26.40% 73.60%  
Count SS3 86 258 344 
Row Percent  25.00% 75.00%  
Count PS1 17 89 106 
Row Percent  16.04% 83.96%  
Count PS2 12 75 87 
Row Percent  13.79% 86.21%  
Count PS3 16 37 53 
Row Percent  30.19% 69.81%  
Count All Grps 357 1170 1527 
 
Table: School(6) x Q34(2)    
 School Q34 Q34 Row 
  Yes No Totals 
Count SS1 389 224 613 
Row Percent  63.46% 36.54%  
Count SS2 218 104 322 
Row Percent  67.70% 32.30%  
Count SS3 228 120 348 
Row Percent  65.52% 34.48%  
Count PS1 78 44 122 
Row Percent  63.93% 36.07%  
Count PS2 49 35 84 
Row Percent  58.33% 41.67%  
Count PS3 35 17 52 
Row Percent  67.31% 32.69%  
Count All Grps 997 544 1541 
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Appendix K 
 
e-Safety School Rules 
 
 
Hertfordshire Grid for Learning has developed this e-Safety material that 
schools can adapt and personalize according to their needs. 
 
 
 
 
The School Rules have been developed by Hertfordshire Grid for Learning 
 
e-Safety School Rules (Primary School) 
 
• I will only use ICT in school for school purposes. 
• I will only use my class email address or my own school email address when 
emailing. 
• I will only open email attachments from people I know, or who my teacher has 
approved. 
• I will not tell other people my ICT passwords. 
• I will only open/delete my own files. 
• I will make sure that all ICT contact with other children and adults is responsible, 
polite and sensible. 
• I will not deliberately look for, save or send anything that could be unpleasant or 
nasty.   If I accidentally find anything like this I will tell my teacher immediately. 
• I will not give out my own details such as my name, phone number or home address.  
I will not arrange to meet someone unless this is part of a school project approved by 
my teacher and a responsible adult comes with me. 
• I will be responsible for my behaviour when using ICT because I know that these 
rules are to keep me safe. 
• I will support the school approach to online safety and not deliberately upload or add 
any images, video, sounds or text that could upset any member of the school 
community. 
• I know that my use of ICT can be checked and that my parent/guardian contacted if a 
member of school staff is concerned about my e-Safety. 
 
 
 
 
 
 
 
 
 
 
The School Rules have been developed by Hertfordshire Grid for Learning 
 
e-Safety School Rules (Secondary School) 
 
• I will only use ICT systems in school, including the internet, email, digital video, 
mobile technologies, etc, for school purposes.  
• I will not download or install software on school technologies. 
• I will only log on to the school network/learning platform with my own username and 
password. 
• I will follow the schools ICT security system and not reveal my passwords to anyone 
and change them regularly.   
• I will only use my school email address. 
• I will make sure that all ICT communications with pupils, teachers or others is 
responsible and sensible. 
• I will be responsible for my behaviour when using the Internet.  This includes 
resources I access and the language I use. 
• I will not deliberately browse, download, upload or forward material that could be 
considered offensive or illegal.   If I accidentally come across any such material I will 
report it immediately to my teacher. 
• I will not give out any personal information such as name, phone number or address.  
I will not arrange to meet someone unless this is part of a school project approved by 
my teacher. 
• Images of pupils and/or staff will only be taken, stored and used for school purposes 
online with school policy and not be distributed outside the school network without 
the permission.    
• I will ensure that my online activity, both in school and outside school, will not cause 
my school, the staff, pupils or others distress or bring into disrepute. 
• I will support the school approach to online safety and not deliberately upload or add 
any images, video, sounds or text that could upset or offend any member of the 
school community 
• I will respect the privacy and ownership of others’ work online at all times. 
• I will not attempt to bypass the internet filtering system. 
• I understand that all my use of the Internet and other related technologies can be 
monitored and logged and can be made available to my teachers. 
• I understand that these rules are designed to keep me safe and that if they are not 
followed, school sanctions will be applied and my parent/guardian may be contacted. 
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Appendix L 
 
e-Safety Policy 
 
This e-Safety policy has been written by Dundale Primary School, 
building on the Hertfordshire Grid for Learning exemplar policy (with 
acknowledgement to LGfL, SWGfL and Bristol City Council) and Becta 
guidance.  Schools can adapt and personalize it according to their 
needs. 
 
 
Written by Dundale Primary School based on Hertfordshire Grid for Learning exemplar policy 
 
Introduction  
 
ICT in the 21st Century is seen as an essential resource to support learning and 
teaching, as well as playing an important role in the everyday lives of children, young 
people and adults. Consequently, schools need to build in the use of these 
technologies in order to arm our young people with the skills to access life-long 
learning and employment.  
 
Information and Communications Technology covers a wide range of resources 
including; web-based and mobile learning. It is also important to recognise the 
constant and fast paced evolution of ICT within our society as a whole. Currently the 
internet technologies children and young people are using both inside and outside of 
the classroom include:  
 
• Websites  
• Learning Platforms and Virtual Learning Environments  
• Email and Instant Messaging  
• Chat Rooms and Social Networking  
• Blogs and Wikis  
• Podcasting  
• Video Broadcasting  
• Music Downloading  
• Gaming  
• Mobile/Smart phones with text, video and/ or web functionality  
• Other mobile devices with web functionality  
 
Whilst exciting and beneficial both in and out of the context of education, much ICT, 
particularly web-based resources, are not consistently policed. All users need to be 
aware of the range of risks associated with the use of these Internet technologies.  
 
At Dundale, we understand the responsibility to educate our pupils on e-Safety 
issues; teaching them the appropriate behaviours and critical thinking skills to enable 
them to remain both safe and legal when using the internet and related technologies, 
in and beyond the context of the classroom.  
 
Both this policy and the Acceptable Use Agreement (for all staff, governors, visitors 
and pupils) are inclusive of both fixed and mobile internet; technologies provided by 
the school (such as PCs, laptops, personal digital assistants (PDAs), tablets, 
webcams, whiteboards, voting systems, digital video equipment, etc); and 
technologies owned by pupils and staff, but brought onto school premises (such as 
laptops, mobile phones, camera phones, PDAs and portable media players, etc).  
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Roles and Responsibilities  
 
As e-Safety is an important aspect of strategic leadership within the school, the Head 
and governors have ultimate responsibility to ensure that the policy and practices are 
embedded and monitored. The named e-Safety co-ordinator in our school is Mr 
Allan Lowe who has been designated this role as a member of the senior leadership 
team. All members of the school community have been made aware of who holds 
this post. It is the role of the e-Safety co-ordinator to keep abreast of current issues 
and guidance through organisations such as Herts LA, Becta, CEOP (Child 
Exploitation and Online Protection) and Childnet.  
 
Senior Management and Governors are updated by the Head/e-Safety co-ordinator 
and all governors have an understanding of the issues and strategies at our school 
in relation to local and national guidelines and advice.  
 
This policy, supported by the school’s acceptable use agreements for staff, 
governors, visitors and pupils, is to protect the interests and safety of the whole 
school community. It is linked to the following mandatory school policies: child 
protection, health and safety, home–school agreements, and behaviour/pupil 
discipline (including the anti-bullying) policy and PHSE.  
 
e-Safety skills development for staff  
 
• Our staff receives regular information and training on e-Safety issues in 
the form of weekly updates at staff meetings when necessary.  
• New staff receives information on the school’s acceptable use policy as 
part of their induction.  
• All staff has been made aware of individual responsibilities relating to the 
safeguarding of children within the context of e-Safety and knows what to 
do in the event of misuse of technology by any member of the school 
community. 
• All staff is encouraged to incorporate e-Safety activities and awareness 
within their curriculum areas.  
 
Managing the school e-Safety messages  
 
• We endeavour to embed e-Safety messages across the curriculum 
whenever the internet and/or related technologies are used.  
• The e-safety policy will be introduced to the pupils at the start of each 
school year.  
• E-safety posters will be prominently displayed.  
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e-Safety in the Curriculum  
 
ICT and online resources are increasingly used across the curriculum. We believe it 
is essential for e-Safety guidance to be given to the pupils on a regular and 
meaningful basis. e-Safety is embedded within our curriculum and we continually 
look for new opportunities to promote e-Safety.  
 
• The school has a framework for teaching internet skills in ICT lessons.  
• The school provides opportunities within a range of curriculum areas to 
teach about e-Safety.  
• Educating pupils on the dangers of technologies that maybe encountered 
outside school is done informally when opportunities arise and as part of 
the e-Safety curriculum.  
• Pupils are aware of the relevant legislation when using the internet such 
as data protection and intellectual property which may limit what they want 
to do but also serves to protect them.  
• Pupils are taught about copyright and respecting other people’s 
information, images, etc through discussion, modelling and activities.  
• Pupils are aware of the impact of online bullying and know how to seek 
help if they are affected by these issues. Pupils are also aware of where to 
seek advice or help if they experience problems when using the internet 
and related technologies; i.e. parent/ carer, teacher/ trusted staff member, 
or an organisation such as Childline/CEOP report abuse button.  
• Pupils are taught to critical evaluate materials and learn good searching 
skills through cross curricular teacher models, discussions and via the ICT 
curriculum  
 
Password Security  
 
Password security is essential for staff, particularly as they are able to access and 
use pupil data. Staff is expected to have secure passwords which are not shared 
with anyone. The pupils are expected to keep their passwords secret and not to 
share with others, particularly their friends. Staff and pupils are regularly reminded of 
the need for password security.  
 
• All users read and sign an Acceptable Use Agreement to demonstrate that 
they have understood the school’s e-safety Policy.  
• Users are provided with an individual network, email and Learning 
Platform log-in username.  
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• Pupils are not allowed to deliberately access on-line materials or files on 
the school network, of their peers, teachers or others. Year 5/6 pupils will 
be given their own passwords. Other pupils will have user names only.  
• If you think your password may have been compromised or someone else 
has become aware of your password report this to the e-Safety 
coordinator Mr Lowe  
• Staff is aware of their individual responsibilities to protect the security and 
confidentiality of school networks, MIS systems and/or Learning Platform, 
including ensuring that passwords are not shared and are changed 
periodically. Individual staff users must also make sure that workstations 
are not left unattended and are locked.  
• Due consideration should be given when logging into the Learning 
Platform to the browser/cache options (shared or private computer). 
• In our school, all ICT password policies are the responsibility of Mr Lowe 
and all staff and pupils are expected to comply with the policies at all 
times.  
 
 
Data Security  
 
The accessing and appropriate use of school data is something that the school takes 
very seriously. The school follows Becta guidelines (published Autumn 2008)  
 
• Staff is aware of their responsibility when accessing school data. Level of 
access is determined by the Head and e-Safety co-ordinator.  
• Data can only be accessed and used on school computers or laptops. 
Staff are aware they must not use their personal devices for accessing any 
school/ children/ pupil data  
 
Managing the Internet  
 
The internet is an open communication medium, available to all, at all times. Anyone 
can view information, send messages, discuss ideas and publish material which 
makes it both an invaluable resource for education, business and social interaction, 
as well as a potential risk to young and vulnerable people. All use of the 
Hertfordshire Grid for Learning (HGfL) is logged and the logs are randomly but 
regularly monitored. Whenever any inappropriate use is detected it will be followed 
up.  
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• The school maintains students will have supervised access to Internet 
resources (where reasonable) through the school’s fixed and mobile 
internet technology.  
• Staff will preview any recommended sites before use.  
• Raw image searches are discouraged when working with pupils.  
• If Internet research is set for homework, specific sites will be suggested 
that have previously been checked by the teacher. It is advised that 
parents recheck these sites and supervise this work. Parents will be 
advised to supervise any further research.  
• All users must observe software copyright at all times. It is illegal to copy 
or distribute school software or illegal software from other sources.  
• All users must observe copyright of materials from electronic resources.  
 
Infrastructure  
 
• Hertfordshire Local Authority has a monitoring solution via the 
Hertfordshire Grid for Learning where web-based activity is monitored and 
recorded.  
• School internet access is controlled through the LA’s web filtering service. 
For further information relating to filtering please go to 
http://www.thegrid.org.uk/eservices/safety/filtered.shtml  
• Dundale Primary School is aware of its responsibility when monitoring staff 
communication under current legislation and takes into account; Data 
Protection Act 1998, The Telecommunications (Lawful Business Practice) 
(Interception of Communications) Regulations 2000, Regulation of 
Investigatory Powers Act 2000, Human Rights Act 1998.  
• Staff and pupils are aware that school based email and internet activity 
can be monitored and explored further if required.  
• The school does not allow pupils access to internet logs.  
• The school uses management control tools for controlling and monitoring 
workstations.  
• If staff or pupils discover an unsuitable site, the screen must be switched 
off/closed and the incident reported immediately to the e-safety co-
ordinator.  
• It is the responsibility of the school, by delegation to the network manager, 
to ensure that Anti-virus protection is installed and kept up-to-date on all 
school machines.  
• Pupils and Staff using personal removable media are responsible for 
measures to protect against viruses, for example making sure that 
additional systems used have up-to-date virus protection software. It is not 
the school’s responsibility nor the network manager’s to install or maintain 
virus protection on personal systems. If pupils wish to bring in work on 
removable media it must be given to the teacher for a safety check first.  
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• Pupils and staff are not permitted to download programs on school based 
technologies without seeking prior permission from ICT leader.  
• If there are any issues related to viruses or anti-virus software, the network 
manager should be informed.  
 
Managing other Web 2 technologies  
 
Web 2, including social networking sites, if used responsibly both outside and within 
an educational context can provide easy to use, creative, collaborative and free 
facilities. However it is important to recognise that there are issues regarding the 
appropriateness of some content, contact, culture and commercialism. To this end, 
we encourage our pupils to think carefully about the way that information can be 
added and removed by all users, including themselves, from these sites.  
 
• At present, the school endeavours to deny access to social networking 
sites to pupils within school.  
• All pupils are advised to be cautious about the information given by others 
on sites, for example users not being who they say they are.  
• Pupils are always reminded to avoid giving out personal details on such 
sites which may identify them or where they are (full name, address, 
mobile/home phone numbers, school details, IM/email address, specific 
hobbies/interests).  
• Our pupils are advised to set and maintain profiles on such sites to 
maximum privacy and deny access to unknown individuals.  
• Pupils are encouraged to be wary about publishing specific and detailed 
private thoughts online.  
• Our pupils are asked to report any incidents of bullying to the school.  
• Staff may only create blogs, wikis or other web 2 spaces in order to 
communicate with pupils using the LA Learning Platform or other systems 
approved by the Headteacher or e-Safety co-ordinator.  
 
Mobile technologies  
 
Many emerging technologies offer new opportunities for teaching and learning 
including a move towards personalised learning and 1:1 device ownership for 
children and young people. Many existing mobile technologies such as portable 
media players, PDAs, gaming devices, mobile and Smart phones are familiar to 
children outside of school too. They often provide a collaborative, well-known device 
with possible internet access and thus open up risk and misuse associated with 
communication and internet use. Emerging technologies will be examined for 
educational benefit and the risk assessed before use in school is allowed. Our 
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school chooses to manage the use of these devices in the following ways so that 
users exploit them appropriately.  
 
Personal Mobile devices (including phones)  
 
• The school allows staff to bring in personal mobile phones and devices for 
their own use. Under no circumstances does the school allow a member of 
staff to contact a pupil or parent/ carer using their personal device.  
• Personal mobile devices must not be visible or used during teaching time 
and switched off during all school meetings.  
• The school is not responsible for the loss, damage or theft of any personal 
mobile device.  
• The sending of inappropriate text messages between any member of the 
school community is not allowed.  
• It is not permissible for any image or sound recordings to be made on 
these devices of any member of the school community.  
• Users bringing personal devices into school must ensure there is no 
inappropriate or illegal content on the device.  
 
School Provided Mobile devices (including phones) 
 
• The sending of inappropriate text messages between any member of the 
school community is not allowed.  
• Permission must be sought before any image or sound recordings are 
made on the devices of any member of the school community.  
• Where the school provides mobile technologies such as phones, laptops 
and PDAs for offsite visits and trips, only these devices should be used.  
 
Managing email  
 
The use of email within most schools is an essential means of communication for 
both staff and pupils. In the context of school, email should not be considered 
private. Educationally, email can offer significant benefits including; direct written 
contact between schools on different projects, be they staff based or pupil based, 
within school or international. We recognise that pupils need to understand how to 
style an email in relation to their age and good “netiquette‟. In order to achieve ICT 
level 4 or above, pupils must have experienced sending and receiving emails.  
 
• The school gives all staff their own email account to use for all school 
business. This is to minimise the risk of receiving unsolicited or malicious 
emails and avoids the risk of personal profile information being revealed.  
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• It is the responsibility of each account holder to keep the password secure. 
For the safety and security of users and recipients, all mail is filtered and 
logged; if necessary email histories can be traced. This should be the 
account that is used for all school business.  
• Under no circumstances should staff contact pupils using email.  
• Under no circumstances should staff contact pupils, parents or conduct 
any school business using personal email addresses.  
• E-mail sent to an external organisation should be written carefully before 
sending, in the same way as a letter written on school headed paper.  
• Staff sending emails to external organisations including parents, must cc. 
the Headteacher  
• Pupils may only use school approved accounts on the school system and 
only under direct teacher supervision for educational purposes.  
• All e-mail users are expected to adhere to the generally accepted rules of 
network etiquette (netiquette) particularly in relation to the use of 
appropriate language and not revealing any personal details about 
themselves or others in e-mail communication, or arrange to meet anyone 
without specific permission, virus checking attachments.  
• Pupils must immediately tell a teacher/ trusted adult if they receive an 
offensive e-mail.  
• Staff must inform the Head or e-Safety co-ordinator if they receive an 
offensive e-mail.  
• Pupils are introduced to email as part of the ICT Scheme of Work.  
 
Staff Use of Images 
 
Taking of Images and Film  
 
Digital images are easy to capture, reproduce and publish and, therefore, misused. 
We must remember that it is not always appropriate to take or store images of any 
member of the school community or public, without first seeking consent and 
considering the appropriateness.  
 
• With the written consent of parents (on behalf of pupils) and staff, the 
school permits the appropriate taking of images by staff and pupils with 
school equipment.  
• Staff are not permitted to use personal digital equipment, such as mobile 
phones and cameras, to record images of pupils, this includes when on 
field trips.  
• Where pupils are permitted to use cameras, to record images of other 
pupils or adults when on field trips, this will be fully supervised by the adult 
in charge.  
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Consent of adults who work at the school  
 
• Permission to use images of all staff who work at the school is sought on 
induction.  
 
Publishing pupil’s images and work  
 
On a child’s entry to the school, all parents/guardians will be asked to give 
permission to use their child's work/photos in the following ways:  
 
• on the school web site  
• on the school’s Learning Platform  
• in the school prospectus and other printed publications that the school 
may produce for promotional purposes  
• recorded/transmitted on a video or webcam  
• in display material that may be used in the schools communal areas  
• in display material that may be used in external areas, i.e. exhibition 
promoting the school  
• general media appearances, eg local/national media/press releases sent 
to the press highlighting an activity (sent using traditional methods or 
electronically)  
 
This consent form is considered valid for the entire period that the child attends this 
school unless there is a change in the child’s circumstances where consent could be 
an issue, eg divorce of parents, custody issues, etc.  
Parents/ carers may withdraw permission, in writing, at any time.  
 
Pupils’ names will not be published alongside their image and vice versa. E-mail and 
postal addresses of pupils will not be published. Pupils’ full names will not be 
published.  
 
Only the Web Manager – Mr. Lowe, has authority to upload to the site or give 
permission to upload to the site.  
 
For further information relating to issues associated with School websites and 
the safe use of images in Hertfordshire schools, see  
http://www.thegrid.org.uk/schoolweb/safety/index.shtml  
http://www.thegrid.org.uk/info/csf/policies/index.shtml#images 
Written by Dundale Primary School based on Hertfordshire Grid for Learning exemplar policy 
 
Storage of Images  
 
• Images/films of children must only be stored on the school’s network.  
• Pupils and staff are not permitted to use personal portable media for storage 
of images (e.g., USB sticks) without the express permission of the 
Headteacher or e-Safety co-ordinator  
• Rights of access to this material are restricted to the teaching staff and pupils 
within the confines of the school network/Learning Platform.  
• E-Safety co-ordinator has the responsibility of deleting the images when they 
are no longer required, or the pupil has left the school.  
 
Webcams and CCTV  
 
• The school uses CCTV for security and safety. The only people with access to 
this are the Head, Deputy Head and Caretaker.  
• We do not use publicly accessible webcams in school.  
• Webcams in school are only ever used for specific learning purposes, i.e. 
monitoring hens’ eggs and never using images of children or adults.  
• Misuse of the webcam by any member of the school community will result in 
sanctions (as listed under the “inappropriate materials” section of this 
document)  
• Webcams can be found. Notification is given in this/these area(s) filmed by 
webcams by signage.  
• Consent is sought from parents/carers and staff on joining the school, in the 
same way as for all images.  
 
For further information relating to webcams and CCTV, please see 
http://www.thegrid.org.uk/schoolweb/safety/webcams.shtml  
 
Misuse and Infringements  
 
Complaints  
 
Complaints relating to e-Safety should be made to the e-Safety co-ordinator or 
Headteacher. Incidents should be logged.  
 
Inappropriate material  
 
• All users are aware of the procedures for reporting accidental access to 
inappropriate materials. The breach must be immediately reported to the e-
Safety co-ordinator.  
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• Deliberate access to inappropriate materials by any user will lead to the 
incident being logged by the e-Safety co-ordinator, depending on the 
seriousness of the offence; investigation by the Headteacher/LA, immediate 
suspension, possibly leading to dismissal and involvement of police for very 
serious offences.  
• Users are made aware of sanctions relating to the misuse or misconduct by 
staff training from the e-Safety co-ordinator.  
 
Equal Opportunities 
 
Pupils with additional needs  
 
The school endeavours to create a consistent message with parents for all pupils 
and this in turn should aid establishment and future development of the schools’  
e-Safety rules.  
However, staff is aware that some pupils may require additional teaching including 
reminders, prompts and further explanation to reinforce their existing knowledge and 
understanding of e-Safety issues.  
Where a pupil has poor social understanding, careful consideration is given to group 
interactions when raising awareness of e-Safety. Internet activities are planned and 
well managed for these children and young people.  
 
Parental Involvement  
 
We believe that it is essential for parents/carers to be fully involved with promoting  
e-Safety both in and outside of school. We regularly consult and discuss e-Safety 
with parents/carers and seek to promote a wide understanding of the benefits related 
to ICT and associated risks.  
 
• Parents/carers are asked to read through and sign acceptable use 
agreements on behalf of their child on admission to school.  
• Parents/carers are required to make a decision as to whether they consent to 
images of their child being taken/ used in the public domain (e.g., on school 
website)  
• The school disseminates information to parents relating to e-Safety where 
appropriate in the form of;  
o Information and celebration evenings  
o Posters  
o Website/Learning Platform postings  
o Newsletter items  
o Learning platform training  
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Writing and Reviewing this Policy  
 
Staff and pupil involvement in policy creation  
 
• Staff and pupils have been involved in making/reviewing the e-Safety policy 
through staff meetings & School Council.  
 
Review Procedure  
 
There will be an on-going opportunity for staff to discuss with the e-Safety 
coordinator any issue of e-Safety that concerns them.  
This policy will be reviewed every (12) months and consideration given to the 
implications for future whole school development planning.  
 
The policy will be amended if new technologies are adopted or Central Government 
change the orders or guidance in any way.  
 
This policy has been read, amended and approved by the staff, head teacher and 
governors on  
 
 
Date ……………………………….  
 
 
Signed ………………………. Headteacher / e-safety coordinator (Allan Lowe)  
 
 
Signed ………………………. e-Safety governor (Barry Child)  
 
 
Review date …………………… 
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Acceptable Use Policy (Learners) 
 
 
Copyright of the SWGfL School e-Safety Policy Templates is held 
by SWGfL.  Schools and other educational institutions are 
permitted free use of the templates. 
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Student / Pupil Acceptable Use Policy 
Agreement Template 
 
Suggestions for use 
Sections that include advice or guidance are written in RED. It is anticipated that schools will remove 
these sections from their final AUP document. Schools should review and amend the contents of this 
AUP to ensure that it is consistent with their E-Safety Policy and other relevant school policies. Due to 
the number of optional statements and the advice / guidance sections included in this template, it is 
anticipated that the final AUP Agreement will be more concise.  
The template uses the term students / pupils to refer to the children at young people at the institution . 
Schools will need to choose which term to use and delete the other accordingly. 
School Policy 
New technologies have become integral to the lives of children and young people in today’s society, 
both within schools and in their lives outside school. The internet and other digital information and 
communications  technologies are powerful tools, which open up new opportunities for everyone. 
These technologies can stimulate discussion, promote creativity and stimulate awareness of context 
to promote effective learning. Young people should have an entitlement to safe internet access at all 
times.  
This Acceptable Use Policy is intended to ensure: 
• that young people will be responsible users and stay safe while using the internet and other 
communications technologies for educational, personal and recreational use.  
• that school ICT systems and users are protected from accidental or deliberate misuse that could 
put the security of the systems and users at risk.  
The school will try to ensure that students / pupils will have good access to ICT to enhance their 
learning and will, in return, expect the students / pupils to agree to be responsible users. 
Acceptable Use Policy Agreement  
I understand that I must use school ICT systems in a responsible way, to ensure that there is no risk 
to my safety or to the safety and security of the ICT systems and other users. 
For my own personal safety: 
• I understand that the school will monitor my use of the ICT systems, email and other digital 
communications. 
• I will treat my username and password like my toothbrush – I will not share it, nor will I try to use 
any other person’s username and password. 
• I will be aware of “stranger danger”, when I am communicating on-line.  
• I will not disclose or share personal information about myself or others when on-line.  
• If I arrange to meet people off-line that I have communicated with on-line, I will do so in a public 
place and take an adult with me. 
• I will immediately report any unpleasant or inappropriate material or messages or anything that 
makes me feel uncomfortable when I see it on-line.   
I understand that everyone has equal rights to use technology as a resource and: 
• I understand that the school ICT systems are primarily intended for educational use and that I will 
not use the systems for personal or recreational use unless I have permission to do so.  
• I will not try (unless I have permission) to make large downloads or uploads that might take up 
internet capacity and prevent other users from being able to carry out their work.  
• I will not use the school ICT systems for on-line gaming, on-line gambling, internet shopping, file 
sharing, or video broadcasting (eg YouTube), unless I have permission of a member of staff to do 
so. (schools should amend this section to take account of their policy on each of these issues) 
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I will act as I expect others to act toward me: 
• I will respect others’ work and property and will not access, copy, remove or otherwise alter any 
other user’s files, without the owner’s knowledge and permission.  
• I will be polite and responsible when I communicate with others, I will not use strong, aggressive or 
inappropriate language and I appreciate that others may have different opinions.  
• I will not take or distribute images of anyone without their permission.  
I recognise that the school has a responsibility to maintain the security and integrity of the 
technology it offers me and to ensure the smooth running of the school:  
• I will only use my personal hand held / external devices (mobile phones / USB devices etc) in 
school if I have permission (schools should amend this section in the light of their mobile phone / 
hand held devices policies). I understand that, if I do use my own devices in school, I will follow the 
rules set out in this agreement, in the same way as if I was using school equipment.  
• I understand the risks and will not try to upload, download or access any materials which are illegal 
or inappropriate or may cause harm or distress to others, nor will I try to use any programmes or 
software that might allow me to bypass the filtering / security systems in place to prevent access to 
such materials. 
• I will immediately report any damage or faults involving equipment or software, however this may 
have happened. 
• I will not open any attachments to emails, unless I know and trust the person / organisation who 
sent the email, due to the risk of the attachment containing viruses or other harmful programmes.  
• I will not install or attempt to install programmes of any type on a machine, or store programmes 
on a computer, nor will I try to alter computer settings.  
• I will only use chat and social networking sites with permission and at the times that are allowed 
(schools should amend this section to take account of their policy on access to social networking 
and similar sites)  
When using the internet for research or recreation, I recognise that: 
• I should ensure that I have permission to use the original work of others in my own work 
• Where work is protected by copyright, I will not try to download copies (including music and 
videos) 
• When I am using the internet to find information, I should take care to check that the information 
that I access is accurate, as I understand that the work of others may not be truthful and may be a 
deliberate attempt to mislead me.  
I understand that I am responsible for my actions, both in and out of school: 
• I understand that the school also has the right to take action against me if I am involved in 
incidents of  inappropriate behaviour, that are covered in this agreement, when I am out of school 
and where they involve my membership of the school community (examples would be cyber-
bullying, use of images or personal information).  
• I understand that if I fail to comply with this Acceptable Use Policy Agreement, I will be subject to 
disciplinary action.  This may include (schools should amend this section to provide relevant 
sanctions as per their behaviour policies) loss of access to the school network / internet, 
detentions, suspensions, contact with parents and in the event of illegal activities involvement of 
the police. 
Please complete the sections on the next page to show that you have read, understood and agree 
to the rules included in the Acceptable Use Agreement. If you do not sign and return this 
agreement, access will not be granted to school ICT systems. 
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Student / Pupil Acceptable Use Agreement Form  
 
This form relates to the student / pupil Acceptable Use Policy (AUP), to which it is attached.  
Please complete the sections below to show that you have read, understood and agree to the rules 
included in the Acceptable Use Agreement. If you do not sign and return this agreement, access will 
not be granted to school ICT systems. 
 
 
I have read and understand the above and agree to follow these guidelines when: 
• I use the school ICT systems and equipment  (both in and out of school)  
• I use my own equipment in school (when allowed) eg mobile phones, PDAs, cameras etc 
• I use my own equipment out of school in a way that is related to me being a member of 
this school eg communicating with other members of the school, accessing school email, 
VLE, website etc.  
Name of Student / Pupil  
Group / Class  
Signed      Date 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Copyright of the SWGfL School E-Safety Policy Templates is held by SWGfL.  Schools and other educational 
institutions are permitted free use of the templates.  Any person or organisation wishing to use the document for 
other purposes should seek consent from SWGfL and acknowledge its use.  
 
Every effort has been made to ensure that the information included in this template is accurate, as at the date of 
publication in January 2009.  However, SWGfL can not guarantee it’s accuracy, nor can it accept liability in 
respect of the use of the material. 
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Acceptable Use Policy (Parents) 
 
 
Copyright of the SWGfL School e-Safety Policy Templates is held 
by SWGfL.  Schools and other educational institutions are 
permitted free use of the templates 
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Parent / Carer Acceptable Use Policy 
Agreement Template 
New technologies have become integral to the lives of children and young people in today’s society, 
both within schools and in their lives outside school. The internet and other digital information and 
communications  technologies are powerful tools, which open up new opportunities for everyone. 
These technologies can stimulate discussion, promote creativity and stimulate awareness of context 
to promote effective learning. Young people should have an entitlement to safe internet access at all 
times.  
This Acceptable Use Policy is intended to ensure: 
• that young people will be responsible users and stay safe while using the internet and other 
communications technologies for educational, personal and recreational use.  
• that school ICT systems and users are protected from accidental or deliberate misuse that could 
put the security of the systems and users at risk. 
• that parents and carers are aware of the importance of e-safety and are involved in the education 
and guidance of young people with regard to their on-line behaviour.  
The school will try to ensure that students / pupils will have good access to ICT to enhance their learning 
and will, in return, expect the students / pupils to agree to be responsible users. A copy of the Student / 
Pupil Acceptable Use Policy is attached to this permission form, so that parents / carers will be aware of 
the school expectations of the young people in their care.  
Parents are requested to sign the permission form below to show their support of the school in this 
important aspect of the school’s work.  
Permission Form 
As the parent / carer of the above students / pupils, I give permission for my son / daughter to 
have access to the internet and to ICT systems at school.  
I know that my son / daughter has signed an Acceptable Use Agreement and has received, or will  
receive, e-safety education to help them understand the importance of safe use of ICT – both in 
and out of school.  
I understand that the school will take every reasonable precaution, including monitoring and 
filtering systems, to ensure that young people will be safe when they use the internet and ICT 
systems. I also understand that the school cannot ultimately be held responsible for the nature 
and content of materials accessed on the internet and using mobile technologies.  
I understand that my son’s / daughter’s activity on the ICT systems will be monitored and that the 
school will contact me if they have concerns about any possible breaches of the Acceptable Use 
Policy.  
I will encourage my child to adopt safe use of the internet and digital technologies at home and 
will inform the school if I have concerns over my child’s e-safety.  
 
Student / Pupil Name 
 
 
Parent / Carers Name 
 
 
Signed 
 
 
Date 
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Use of Digital / Video Images 
The use of digital / video images plays an important part in learning activities. Students / Pupils and 
members of staff may use digital cameras to record evidence of activities in lessons and out of 
school.  These images may then be used in presentations in subsequent lessons. 
Images may also be used to celebrate success through their publication in newsletters, on the school 
website and occasionally in the public media, 
The school will comply with the Data Protection Act and request parents / carers permission before 
taking  images of members of the school.  We will also ensure that when images are published that 
the young people can not be identified by the use of their names.  
Parents are requested to sign the permission form below to allow the school to take and use images 
of their children.   
 
Permission Form 
As the parent / carer of the above student / pupil, I agree to the school taking and using 
digital / video images of my child / children. I understand that the images will only be used to 
support learning activities or in publicity that reasonably celebrates success and promotes 
the work of the school.  
I agree that if I take digital or video images at, or of, – school events which include images of 
children, other than my own, I will abide by these guidelines in my use of these images.  
 
Student / Pupil Name 
 
 
Parent / Carers Name 
 
 
Signed 
 
 
Date 
 
 
Student / Pupil Acceptable Use Agreement  
On the following pages we have copied, for the information of parents and carers, the Student / Pupil 
Acceptable Use Agreement.  
It is suggested that when the Student / Pupil AUP is written that a copy should be attached to the 
Parents / Carers AUP Agreement to provide information for parents and carers about the rules and 
behaviours that students / pupils have committed to by signing the form. 
 
Copyright of the SWGfL School E-Safety Policy Templates is held by SWGfL.  Schools and other educational 
institutions are permitted free use of the templates.  Any person or organisation wishing to use the document for 
other purposes should seek consent from SWGfL and acknowledge its use.  
 
Every effort has been made to ensure that the information included in this template is accurate, as at the date of 
publication in January 2009.  However, SWGfL can not guarantee it’s accuracy, nor can it accept liability in 
respect of the use of the material. 
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Acceptable Use Policy (Staff) 
 
 
Copyright of the SWGfL School e-Safety Policy Templates is held 
by SWGfL.  Schools and other educational institutions are 
permitted free use of the templates 
 
 
 
 
 © SWGfL 2009  Staff and Volunteer Acceptable Use Policy  
Staff  and Volunteer Acceptable Use Policy 
Agreement Template 
 
Suggestions for use 
Sections that include advice or guidance are written in RED. It is anticipated that schools will remove 
these sections from their final AUP document. Schools should review and amend the contents of this 
AUP to ensure that it is consistent with their E-Safety Policy and other relevant school policies. Due to 
the number of optional statements and the advice / guidance sections included in this template, it is 
anticipated that the final AUP Agreement will be more concise.  
The template uses the term students / pupils to refer to the children at young people at the institution . 
Schools will need to choose which term to use and delete the other accordingly. 
School Policy 
New technologies have become integral to the lives of children and young people in today’s society, 
both within schools and in their lives outside school. The internet and other digital information and 
communications  technologies are powerful tools, which open up new opportunities for everyone. 
These technologies can stimulate discussion, promote creativity and stimulate awareness of context 
to promote effective learning. They also bring opportunities for staff to be more creative and 
productive in their work.  All users should have an entitlement to safe internet access at all times.  
This Acceptable Use Policy is intended to ensure: 
• that staff and volunteers will be responsible users and stay safe while using the internet and other 
communications technologies for educational, personal and recreational use.  
• that school ICT systems and users are protected from accidental or deliberate misuse that could 
put the security of the systems and users at risk.  
• that staff are protected from potential risk in their use of ICT in their everyday work.  
The school will try to ensure that staff and volunteers will have good access to ICT to enhance their 
work, to enhance learning opportunities for students / pupils learning and will, in return, expect staff 
and volunteers to agree to be responsible users. 
Acceptable Use Policy Agreement  
I understand that I must use school ICT systems in a responsible way, to ensure that there is no risk 
to my safety or to the safety and security of the ICT systems and other users. I recognise the value of 
the use of ICT for enhancing learning and will ensure that students / pupils receive opportunities to 
gain from the use of ICT. I will, where possible, educate the young people in my care in the safe use 
of ICT and embed e-safety in my work with young people.  
For my professional and personal safety: 
• I understand that the school will monitor my use of the ICT systems, email and other digital 
communications. 
• I understand that the rules set out in this agreement also apply to use of school ICT systems (eg 
laptops, email, VLE etc) out of school.  (schools should amend this section in the light of their 
policies which relate to the use of school systems and equipment out of school) 
• I understand that the school ICT systems are primarily intended for educational use and that I will 
only use the systems for personal or recreational use within the policies and rules set down by the 
school. (schools should amend this section in the light of their policies which relate to the personal 
use, by staff and volunteers, of school systems) 
• I will not disclose my username or password to anyone else, nor will I try to use any other person’s 
username and password. 
• I will immediately report any illegal, inappropriate or harmful material or incident, I become aware 
of, to the appropriate person.   
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I will be professional in my communications and actions when using school ICT systems: 
• I will not access, copy, remove or otherwise alter any other user’s files, without their express 
permission. 
• I will communicate with others in a professional manner, I will not use aggressive or inappropriate 
language and I appreciate that others may have different opinions.  
• I will ensure that when I take and / or publish images of others I will do so with their permission and 
in accordance with the school’s policy on the use of digital / video images. I will not use my 
personal equipment to record these images, unless I have permission to do so. Where these 
images are published (eg on the school website / VLE) it will not be possible to identify by name, 
or other personal information, those who are featured.  
• I will only use chat and social networking sites in school in accordance with the school’s policies. 
(schools should amend this section to take account of their policy on access to social networking 
and similar sites)  
• I will only communicate with students / pupils and parents / carers using official school systems. 
Any such communication will be professional in tone and manner. (schools should amend this 
section to take account of their policy on communications with students / pupils and parents / 
carers. Staff should be made aware of the risks attached to using their personal email addresses / 
mobile phones / social networking sites for such communications)  
• I will not engage in any on-line activity that may compromise my professional responsibilities. 
The school and the local authority have the responsibility to provide safe and secure access to 
technologies and ensure the smooth running of the school: 
• When I use my personal hand held / external devices (PDAs / laptops / mobile phones / USB 
devices etc) in school, I will follow the rules set out in this agreement, in the same way as if I was 
using school equipment.  I will also follow any additional rules set by the school about such use. I 
will ensure that any such devices are protected by up to date anti-virus software and are free from 
viruses.  (schools should amend this section in the light of their policies which relate to the use of 
staff devices) 
• I will not use personal email addresses on the school ICT systems. (schools should amend this 
section in the light of their email policy – some schools will choose to allow the use of staff 
personal email addresses in school) 
• I will not open any attachments to emails, unless the source is known and trusted, due to the risk 
of the attachment containing viruses or other harmful programmes.  
• I will ensure that my data is regularly backed up, in accordance with relevant school policies.  
• I will not try to upload, download or access any materials which are illegal (child sexual abuse 
images, criminally racist material, adult pornography covered by the Obscene Publications Act) or 
inappropriate or may cause harm or distress to others. I will not try to use any programmes or 
software that might allow me to bypass the filtering / security systems in place to prevent access to 
such materials. 
• I will not try (unless I have permission) to make large downloads or uploads that might take up 
internet capacity and prevent other users from being able to carry out their work.  
• I will not install or attempt to install programmes of any type on a machine, or store programmes 
on a computer, nor will I try to alter computer settings, unless this is allowed in school policies. 
(schools should amend this section in the light of their policies on installing programmes / altering 
settings)  
• I will not disable or cause any damage to school equipment, or the equipment belonging to others. 
I will only transport, hold, disclose or share personal information about myself or others, as outlined in 
the School / LA Personal Data Policy (or other relevant school policy). Where personal data is 
transferred outside the secure school network, it must be encrypted. 
• I understand that data protection policy requires that any staff or student / pupil data to which I 
have access, will be kept private and confidential, except when it is deemed necessary that I am 
required by law or by school policy to disclose such information to an appropriate authority.  
• I will immediately report any damage or faults involving equipment or software, however this may 
have happened. 
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When using the internet in my professional capacity or for school sanctioned personal use: 
• I will ensure that I have permission to use the original work of others in my own work 
• Where work is protected by copyright, I will not download or distribute copies (including music and 
videos). 
I understand that I am responsible for my actions in and out of school: 
• I understand that this Acceptable Use Policy applies not only to my work and use of school ICT 
equipment in school, but also applies to my use of school ICT systems and equipment out of 
school and my use of personal equipment in school or in situations related to my employment by 
the school. 
• I understand that if I fail to comply with this Acceptable Use Policy Agreement, I could  be subject 
to disciplinary action.  This could  include (schools should amend this section to provide relevant 
sanctions as per their behaviour policies) a warning,  a suspension, referral to Governors and / or 
the Local Authority  and in the event of illegal activities the involvement of the police.  
 
 
 
I have read and understand the above and agree to use the school ICT systems (both in and 
out of school) and my own  devices (in school and when carrying out communications 
related to the school)  within these guidelines. 
Staff / Volunteer Name   
 
Signed       
 
 
 
Date      
 
 
 
 
 
 
 
 
Copyright of the SWGfL School E-Safety Policy Templates is held by SWGfL.  Schools and other educational 
institutions are permitted free use of the templates.  Any person or organisation wishing to use the document for 
other purposes should seek consent from SWGfL and acknowledge its use.  
 
Every effort has been made to ensure that the information included in this template is accurate, as at the date of 
publication in January 2009.  However, SWGfL can not guarantee it’s accuracy, nor can it accept liability in 
respect of the use of the material. 
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Abstract:  Desktop computers were once the only way to connect to the Internet.  
Today most mobile phones, personal digital assistants and even various game 
consoles can access the Internet.  Whilst the Internet has grown considerably, so did 
the reliance upon online services of many citizens.  It has become an integral part of 
modern society and provides numerous opportunities.  Although the Internet 
provides numerous opportunities, citizens should also be aware of the associated 
risks.  More young children are becoming involved in online activities than in the 
past.  A recent study conducted at the Nelson Mandela Metropolitan University 
(NMMU) found that a total of 90 percent of 1594 students, that are still in school, 
use social networking sites.  Children may not always be aware of all the risks 
involved, and they may not have the necessary skills to keep themselves safe online.  
Therefore, the focus of this paper is to propose an extensive programme that can 
stimulate cyber security awareness and education in various Southern African 
schools.   
Keywords: Risks, Social Networking, Culture, Cyber Security, Online Behaviours, 
Awareness, Education 
1. Introduction  
Many citizens rely on the Internet to perform various online activities.  A large portion of 
the population has become so dependant on online services that they would not be able to 
survive without utilizing online services regularly [4].  The Internet, with its numerous 
opportunities, has become a part of our daily lives, without us even realizing it at times [3].  
According to Livingstone and Haddon [6] being online has made everything freely 
available and easy to access, thus making transport, time and money not an issue anymore. 
 Today, the Internet is mainly used for three functions, i.e. e-commerce, e-recreation, 
and e-social.  Whilst using the Internet, for whatever purpose, private and sensitive 
information is continuously being stored, communicated and processed.  Thus, every 
Internet user should be aware of the information he/she shares online.  The protection of 
information is vitally important, especially private or sensitive information [11].  
Information is a valuable asset and human behaviour is often seen as the weakest link in 
protecting information, because the users do not always have the required knowledge about 
information security and the correct utilization of information security controls [7].  
Further, for users to cultivate the correct attitude towards secure information and Internet 
usage, it is important that users are properly educated in this regard, as education does play 
a critical part in cultivating any culture [10].   
 According to Jones & Fox [5], the Internet is being used by different age generations.  
Both young and old are profiting from the many uses of the Internet, it may be based on 
their particular needs, field of study or work.  However, more young children are becoming 
involved in online activities than in the past, because they are surrounded by modern 
technologies, all of which provide a means to go online.  Although the Internet provides 
numerous opportunities, there are a large amount of risks associated with it.  
1.1 – Problem Background 
Parents should understand that if they give their child a mobile phone, it is not just a phone, 
it is a mobile computer.  Mobile phones can be used for almost everything these days.  In 
addition, it has Internet capabilities and can access the online world substantially anytime 
and anywhere, resulting in being relatively more powerful than a mobile computer.   
Children using these mobile phones are just as vulnerable to online risks, as those using a 
personal computer or a mobile computer.  Thus, complicating the task of protecting 
children from online threats even more.  Parents should also understand that children may 
not always be aware of all the risks involved, and they may not have the necessary skills to 
keep themselves safe online.  Therefore, children are not necessarily concerned about the 
information they post on online sites, such as social networking sites.  Social networking 
sites, like Facebook and MySpace are used to interact, share information and to 
communicate online.  It offers numerous advantages, but children often share too much 
information, with insufficient privacy settings in place which can lead to more safety issues.  
Children might think that no one will be interested in the posts they share, but this is a very 
dangerous assumption to make [8].  They may particularly be more vulnerable to the 
dangers lurking on the Internet, putting themselves at risks to predators [9].  According to 
Livingstone and Haddon [6], what adults frequently consider as risks (i.e. meeting 
strangers), children consider it as opportunities (i.e. making new friends).  Children accept 
“friend requests” from people they have never met. 
 Most parents teach their children from a very young age about financial and physical 
security, to protect themselves against associated threats.  Through this process, financial 
and physical cultures have been cultivated amongst most people.  In the same manner a 
cyber security culture should ideally be cultivated.  Furnell, Von Solms & Phippen [4] 
suggests that children should be made aware of information and communication technology 
(ICT) threats and how to keep themselves safe online.  However, many parents are ill-
prepared and unaware of these threats and they do not necessarily understand their 
children’s online behaviours.  In addition, many parents do not know the precautions they 
can take to protect their children against these threats.  This can lead to additional concerns, 
because they feel they do not have the education and expertise to keep their children 
protected and safe from online dangers and they do not know how to gain control again [1].   
According to Becta [2], some of the online risks can be categorized as: 
• Content – Pornography, violent/hateful content and racism 
• Contact – Meeting strangers and being bullied 
• Conduct – Bullying/harassing another (cyber bullying), illegal downloading and 
hacking. 
Children should be made more aware of the dangers associated with the Internet and 
they need to be protected from it.  The necessary skills and knowledge to keep themselves 
safe online can be adopted, through proficient educational planning.  Smith [9] states that 
parents and teachers also have to adopt the necessary skills to understand modern 
technology and to use it to their advantage.  The goal is to overcome the digital divide 
across parents, teachers and children. 
2. Objective 
The lack of cyber security awareness and education in Southern African schools should be 
investigated and recognised.  It is of utmost importance that these challenges should be 
addressed.  Therefore, the primary objective of this paper is to propose the development of 
a comprehensive, practical and thoroughly contemplated cyber security curriculum that can 
be used in various Southern African schools to stimulate cyber security awareness and 
education.  This curriculum will contain material, guidelines and programmes to equip 
children with the necessary knowledge to deal with harmful and inappropriate content and 
how to keep themselves safe online.  Currently many online cyber security educational 
resources exist, which can also be used within Southern African schools.  Thus parents can 
also become involved to fulfil their own specific needs.  
 Cyber security awareness should not only be taught at schools, but simultaneously be 
taught at homes. Therefore, this curriculum will contain educational guidelines and advice 
for the parents.  In addition, it will contain educational and awareness programmes for the 
teachers.  The need to improve all citizens’ online behaviours, both young and old, is 
indeed of great importance.   
This paper will discuss the process in developing such a curriculum.  Specific content 
in the curriculum will be developed to offer practical advice and education to parents and 
teachers about current Internet uses and dangers.  Therefore, they can help to promote good 
online practice.  The development of such a curriculum will be a useful contribution 
towards the attainment of the required knowledge and skills in the field of cyber security in 
Southern African schools. 
 A cyber security culture needs to be cultivated amongst ordinary citizens and this 
curriculum might contribute towards the development of such a culture in order to help 
raise responsible digital citizens.  This culture should allow members of society to adapt 
their behaviour towards the secure utilization of ICT.  
3. Methodology 
An extensive literature study was conducted to determine the online risks and online human 
behaviour.  Conference papers, journals, articles and books were used to conduct the 
literature studies.   
Qualitative research interviews were also arranged with various school principals in the 
Nelson Mandela Bay area in Port Elizabeth, to see whether they have some sort of cyber 
security education in their curricula.   
With all of this as background, it was decided to conduct a research survey at the 
Nelson Mandela Metropolitan University.  The study involved learners (n = 1594), aged 12 
to 18 years old, from three primary and three secondary schools in the Nelson Mandela Bay 
area.  The purpose of this survey was to determine whether learners are active on the 
Internet and which online activities they are involved in.  The survey was voluntary and the 
participants could withdraw at any time to ensure that no undue pressure would be 
exercised on learners by educators.  It was also anonymous. The survey was completed by 
learners during school hours under the supervision of educators.  Furthermore, as children 
are deemed a vulnerable group, ethical clearance for the survey had to be obtained.  Ethical 
integrity of the study has been approved by the Research Ethics Committee – Human 
(REC-H) of the Nelson Mandela Metropolitan University.  The REC-H consists of a group 
of independent experts that has the responsibility to ensure that the rights and welfare of 
participants in research are protected and that studies are conducted in an ethical manner.  
Studies cannot be conducted without REC-H’s approval.   
An extensive educational programme will be conducted; it might be in the form of 
Microsoft PowerPoint presentations, Compact Discs or a website.  The researcher will 
argue as to why cyber security awareness should be established in modern society and 
guidelines will be provided on how it can be done. 
4. Results 
The work with the learners from the six primary and secondary schools, has established that 
there is lack of formal education regarding cyber security in Southern African schools.  An 
analysis of the survey found that:  
• 5.8 percent of these learners spend more than four hours per day on the Internet; 
• 37 percent use it in their bedrooms; 
• 63 percent do not have to ask permission before accessing it; 
• 54 percent are not supervised when using the Internet; 
• A total of 90 percent of the learners surveyed said that they use social networking sites.  
MXit and Facebook were preferred above all others; 
• More than 67 percent access these social networking sites on a daily basis; 
• 36 percent have experienced some form of cyber bullying and almost half of them said 
they had not told anybody about this; 
• 50 percent prefer to talk to a friend or a peer if they are being cyber bullied, 40 percent 
would talk to a parent and only 2 percent would choose to talk to a teacher; and 
• 40 percent of the learners had met someone in the real world to whom they have only 
chatted to online and 30 percent said that it had not been who they thought it was going 
to be.   
The results of the survey done at the Nelson Mandela Metropolitan University are 
indeed of major concern, and this shows that children should be made more aware of the 
dangers associated with the Internet.    
5. Proposal 
The focus of this paper is to propose an extensive educational programme that can stimulate 
cyber security awareness and education in various Southern African schools.  Not only to 
educate the children, but the teachers as well.  Whilst conducting the interviews, concerns 
were raised by the various school principals about their own lack of knowledge about ICT 
and the Internet.  Besides the children and the teachers, parents also need to be educated 
about cyber security. 
While most teachers think that it is the responsibility of the school to educate children 
about Internet safety, a few think that it is the responsibility of the parents [4].  Taking the 
problem situation, as mentioned in the previous sections, it is clear that this is another cause 
of concern since many parents are ill-prepared and unaware of the dangers lurking on the 
Internet.  There should be a balance between the school and parents to deliver the cyber 
security message sufficiently to the children.  Teachers and parents should understand that 
the Internet is a significant educational resource and children should be taught how to use it 
in a safe and effective personal manner.  Today, denying a child the use of ICT and access 
to the Internet is not the answer. Teachers, parents and children should rather make it a 
team effort to experience the Internet as a fun and safe place.  Adults need to familiarize 
themselves with the technology the children use and implement strategies to provide 
adequate guidance.  Teachers should support the children when cyber security education is 
lacking at home.   
The United Kingdom (UK) is one of many countries that have established cyber 
security educational programmes, targeting children, parents and schools.  In addition, 
cyber security is also part of their school curricula.  A number of resources are made 
available to children, parents and teachers that can be used to make the Internet a safer 
environment.  Cyber security websites like Becta, Think U Know, Kid Smart and CEOP 
(Child Exploitation and Online Protection) have been created to offer advice on how to stay 
safe online.  Many of the websites have educational games, quizzes and videos on how to 
be a good digital citizen.  Unfortunately, a few of the resources on the website are only 
available to the citizens of the United Kingdom. 
Ultimately, cyber security awareness and education should become part of every 
citizen’s learning environment.  Therefore, integrating cyber security into the curriculum 
within Southern African schools could be a benefit to all. 
6. Conclusion  
This study confirms that the Internet is growing rapidly and more young South African 
children are becoming involved in online activities.  More schools are utilizing the Internet 
for educational purposes, resulting in children being placed at risk to a greater extent.  Thus 
more controls should be in place to mitigate those risks.  It is seen that children use the 
Internet, not only for educational purposes, but also for entertainment and communication.  
Therefore, making them more vulnerable to online threats, like sexual predators and cyber 
bullying.  Parents and teachers should be responsible for raising awareness and educating 
children from a very young age about cyber security.  However, most lack the knowledge 
and are reluctant to use the Internet and modern technology. 
It can be concluded from this paper that human behaviour is mostly seen as the weakest 
link in protecting information.  The reason might be because users do not always have the 
required knowledge to protect themselves online and therefore they cannot educate others 
in this regard.  Therefore, an extensive educational programme will be conducted that will 
attempt to positively influence human behaviour, especially the behaviour of children to 
keep themselves safe online.  Establishing cyber security awareness in South Africa should 
be a solution to help improve users’ online behaviour.  Livingstone [6] noted that “A safe 
childhood is unattainable, but a safer one is feasible.” 
6.1 – Future Work 
According to the results of the survey conducted at Nelson Mandela Metropolitan 
University, 50 percent of the learners prefer to talk to a peer if they are being cyber bullied.  
Thus, leading to future work that can be done.   Specific children from various schools 
could be appointed to act as cyber security ambassadors to assist other learners and to 
deliver cyber security safety messages.   
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Abstract: 
 
A recent survey conducted at the Nelson Mandela Metropolitan University (NMMU) 
involving three primary and three secondary schools, in the Nelson Mandela Bay area, 
found that a total of 90% of 1594 students use social networking sites. Facebook and MXit 
were the preferred choice above all others. According to literature it has been found that 
Facebook is the second-most visited website in South Africa, with Google being number 
one. The objective of this paper is to convey the trends in electronic use amongst school 
children, the concerns and risks will also be identified. The results of the survey, done at 
NMMU, have established that there is a lack of formal education regarding e-Safety in 
Southern African schools. This shows that children should be made more aware of the 
dangers associated with the Internet and how to keep themselves safe online. Many 
parents are unaware of these dangers and they do not necessarily know how to educate 
their children in this regard. Therefore, this paper proposes the implementation of an 
extensive educational programme that can stimulate e-Safety awareness in various 
Southern African schools. Not only to educate the children, but the teachers and parents 
as well. 
 
Keywords: Internet Security Risks, Online Social Networking, e-Safety Awareness, e-
Safety Education 
 
1. Introduction 
 
The Internet today provides an expansive environment and provides numerous 
opportunities. Online users can communicate instantly with each other. The Internet has 
become a place for leisure and learning (Berson & Berson, 2005). Many citizens rely on 
the Internet to perform various online activities. A large portion of the population has 
become so dependant on online services that they would not be able to survive without 
utilizing online services regularly (Furnell, Von Solms, & Phippen, 2009). The Internet has 
become a part of our daily lives, without us even realizing it at times (Becta, 2008). 
According to Livingstone and Haddon (2009) being online has made everything freely 
available and easy to access, thus making transport, time and money not an issue 
anymore. 
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Whilst using the Internet, for whatever purpose, private and sensitive information is 
continuously being stored, communicated and processed. Thus, every Internet user should 
be aware of the information he/she shares online. The protection of information is vitally 
important, especially private or sensitive information (Von Solms & Von Solms, 2006). 
Information is a valuable asset and human behaviour is often seen as the weakest link in 
protecting information, because the users do not always have the required knowledge 
about information security and the correct utilization of information security controls 
(Posthumus & Von Solms, 2004). Further, for users to cultivate the correct attitude towards 
secure information and Internet usage, it is important that users are properly educated in 
this regard, as education does play a critical part in cultivating any culture (Thomson, Von 
Solms, & Louw, 2006).   
 
According to Jones & Fox (2009), the Internet is being used by different age generations.  
Both young and old are profiting from the many uses of the Internet, it may be based on 
their particular needs, field of study or work.  However, more young children are becoming 
involved in online activities than in the past, because they are surrounded by modern 
technologies, all of which provide a means to go online. Therefore, this study focused on 
primary and secondary school learners. 
 
1.1 Problem background 
 
Parents should understand that when buying children mobile phones, they are giving them 
worldwide access at their fingertips. It is not just a phone anymore, it is a mobile computer. 
The latest mobile phones with their various capabilities can be utilized for almost anything 
these days (Day & Chapman, n.d.). In addition, it has Internet capabilities and can access 
the online world substantially anytime and anywhere, resulting in being relatively more 
powerful than a mobile computer. Children using these mobile phones are just as 
vulnerable to online risks, as those using a personal computer or a mobile computer. Thus, 
protecting children from online threats are even more complicated.  
 
Parents should also understand that children may not always be aware of all the risks 
involved, and they may not have the necessary skills to keep themselves safe online. 
Therefore, children are not necessarily concerned about the information they post on 
online sites, such as social networking sites. Social networking sites, like Facebook and 
MySpace are used to interact, share information and to communicate online. According to 
BBC News (2010) Facebook has registered its 500 millionth member in 2010. Children 
frequently ask each other for help with homework on these social networking sites. For 
example, Facebook users can create discussion groups and different pages around a 
particular topic. This could be beneficial to children who do not have older siblings or 
parents who can help them with their homework (Tynes, 2007). Although it offers 
numerous advantages, children often share too much information, with insufficient privacy 
settings in place which can lead to more safety issues.  Children might think that no one 
will be interested in the posts they share, but this is a very dangerous assumption to make 
(Power & Forte, 2008). Especially with the Facebook Places application that was recently 
launched, where users can post the exact location where he/she is at the present moment. 
 
Children may particularly be more vulnerable to the dangers lurking on the Internet, putting 
themselves at risks to predators (Smith, 2007). According to Livingstone and Haddon 
(2009), what adults frequently consider as risks (i.e. meeting strangers), children consider 
it as opportunities (i.e. making new friends). As indicated below (Table 1), online 
risks/hazards can be classified in one of five categories. 
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Table 1: Online risks/hazards (Day & Chapman, n.d.) 
 
Hazards Examples 
Receiving unsolicited content that is 
inappropriate, obscene, offensive or 
threatening. 
Email (typically spam); Banner advertising; 
pop-ups (largely eradicated by browser 
updates); Incitement sites. 
Misclicked links; Mistyped web addresses. 
 
Publishing of personal information or 
images. 
Images stored in publicly accessible areas; 
Personal Blogs such as MSN spaces, 
BEBO etc.; Details left on web sites. 
 
Bullying and threats. 
 
 
 
Email; text messaging; Blogs; Instant 
Messaging (due to changes in the software, 
the perpetrator is usually known to the 
victim) 
 
Predation and grooming. Forming online relationships by deception 
with the intent of gaining the confidence of 
a minor to do harm. 
 
Responding to requests for personal 
information. 
Phishing is one use of deceit to obtain 
personal (usually financial) information. 
 
Security Adware; browser hijack; Trojans; virus. 
 
 
Most parents teach their children from a very young age about financial and physical 
security, to protect themselves against associated threats. Through this process, financial 
and physical cultures have been cultivated amongst most people. In the same manner an 
e-Safety culture should ideally be cultivated. Kent County Council (2010) defined e-Safety 
as: “e-Safety encompasses not only Internet technologies but also electronic 
communications via mobile phones, games consoles and wireless technology. It highlights 
the need to educate children and young people about the benefits, risks and 
responsibilities of using information technology.” 
 
Furnell, Von Solms & Phippen (2009) suggest that children should be made aware of 
information and communication technology (ICT) threats and how to keep themselves safe 
online. However, many parents are ill-prepared and unaware of these threats and they do 
not necessarily understand their children’s online behaviours. In addition, many parents do 
not know the precautions they can take to protect their children against these threats. This 
can lead to additional concerns, because they feel they do not have the education and 
expertise to keep their children protected and safe from online dangers and they do not 
know how to gain control again (Atkinson, Furnell, & Phippen, 2009). 
 
Children should be made more aware of the dangers associated with the Internet and they 
need to be protected from it. The necessary skills and knowledge to keep themselves safe 
online can be adopted, through proficient educational planning. Smith (2007) states that to 
understand modern technology and to use it to their advantage, parents and teachers also 
have to adopt the necessary skills.  
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1.2 Objective 
 
The lack of e-Safety awareness and education in Southern African schools should be 
investigated and recognised. e-Safety awareness should not only be taught in schools, but 
simultaneously be taught at homes. It is of utmost importance that these challenges should 
be addressed. The objective of this study was to convey the trends in electronic use 
amongst school children, through an e-Safety survey.  
 
A diverse number of devices, that can access the Internet, have become popular across 
different generations. The majority now owns mobile phones, laptops and desktop 
computers. Therefore, this research study focused on the utilization of the Internet, 
regardless of how it is accessed.  
 
2. Research methodology 
 
2.1 Procedure 
 
An extensive literature study was conducted to determine the online risks and online 
human behaviour. Conference papers, journals, articles and books were used to conduct 
the literature studies. 
 
In addition, selected schools were contacted and qualitative research interviews were 
arranged with school principals in the Nelson Mandela Bay area in Port Elizabeth. The 
objective of these interviews was to ascertain whether they have some sort of e-Safety 
education in their curricula or any existing e-Safety policies.  
 
With all of this as background, it was decided to conduct an e-Safety research survey at 
the Nelson Mandela Metropolitan University. As children are deemed a vulnerable group, 
ethical clearance for the survey had to be obtained. Ethical integrity of the study has been 
approved by the Research Ethics Committee – Human (REC-H) of the Nelson Mandela 
Metropolitan University. The REC-H consists of a group of independent experts that has 
the responsibility to ensure that the rights and welfare of participants in research are 
protected and that studies are conducted in an ethical manner. Studies cannot be 
conducted without REC-H’s approval.   
 
The Provincial Department of Education has given its blessing to the research project and 
permission was also granted by the school principals to conduct research amongst the 
learners. Furthermore, parental consent was also sought from the parents and guardians. 
Information regarding the e-Safety survey was sent to the parents together with a consent 
form to complete and sign, indicating their approval for their children to participate in the 
survey. Many parents did not give their permission. Accompanying the surveys were forms 
that the participants were required to sign, indicating their consent to participate in the 
research study. 
 
Participants completed a 35-item survey that included multiple choice and open-ended 
questions. The survey was voluntary and the participants could withdraw at any time to 
ensure that no undue pressure would be exercised on learners by educators. It was also 
anonymous. The survey was completed by learners during school hours under the 
supervision of educators. 
 
The average length of the survey was approximately 15 - 20 minutes and was conducted 
during October and November 2010. It was scheduled at the convenience of the school 
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and arranged for times which would not interfere or be disruptive to learners while they 
prepare for the forthcoming examinations. 
 
2.2 Participants 
 
An initial investigation was conducted into the state of e-Safety education at three primary 
and three secondary schools in the Nelson Mandela Bay area. The initial investigation 
found that none of the schools had any e-Safety policies or education. This initial 
investigation was followed by the survey presented in this paper. Learners aged 12 to 18+ 
years old were involved in this study. The participants were of both genders and different 
ethnic groups. The aim was to complete 2000 surveys. However, the final sample 
consisted of 1594 learners (male = 733, female = 861). The next section will briefly discuss 
the survey design itself. 
 
2.3  Instrumentation 
 
The primary purpose of this survey was to determine whether learners are active on the 
Internet and which online activities they are involved in. They were asked questions about 
their online habits (i.e. “How long do you spend on the Internet per day?” and “Do your 
parents/guardians supervise you when you are using the Internet?”). Learners were also 
asked questions about social networking sites (i.e. “Do you use social networking sites, 
e.g. Facebook, MXit, Twitter, chat rooms, etc?”). Learners who answered yes were asked 
about the people they first met online (i.e. “Have you ever physically met someone who 
you do not know and have only chatted to online?”). All learners were asked, “Have you 
ever been cyber bullied?” Learners, who answered yes, were asked seven follow-up 
questions. A number of the cyber bullying questions asked, included “In which form have 
you been cyber bullied? (Also describe the situation briefly)”, “Did you tell anybody about 
the cyber bullying?” and “If you have been cyber bullied, who would you prefer to talk to?” 
 
Questions in the survey were broadly categorized into four main sections, namely: 
• Demographics – To allow analysis of sub-groups of those responding to the survey; 
• Accessing/using the Internet – To determine which online activities the learners are 
involved in; 
• Social Networking – To ascertain whether learners use social networking sites and 
how they are used; 
• Cyber bullying – To investigate the nature and extent of cyber bullying among 
learners. 
 
Section 3 will examine the results of this survey for each of the above categories. 
 
3. Results 
 
This section briefly presents the results of the survey. 
 
3.1 Demographics 
 
The Nelson Mandela Metropolitan University survey elicited demographic information on 
age of the participants (see Table 2). The majority of the participants were in the 13 - 15 
and 16 - 18 age groups. More secondary school learners (83%) participated in the survey 
than primary school learners (17%). 
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Table 2: Demographic statistics 
 
Question All participants (N = 1594) (%) 
Age of participant  
      10 – 12 09.63 
      13 – 15 49.91 
      16 – 18 38.89 
      18+ 01.57 
  
School  
      Primary 17.00 
      Secondary 83.00 
  
Gender of participant  
      Male 46.45 
      Female 53.55 
  
Home language of participant  
      English 11.39 
      Afrikaans 75.71 
      Xhosa 12.65 
      Other 00.25 
 
3.2 Accessing/using the Internet 
 
The finding reveals that 85.5% of the participants have a computer at home and 70.7% 
report that they have Internet access at home. However, children also access the Internet 
at schools. Almost 6% of the participants spend more than four hours per day on the 
Internet. In addition, the majority (36.8%) use it in their bedrooms. A considerable amount 
of the participants (62.7%) do not have to ask permission when using the Internet and 
54.4% use it under no supervision. The Internet is being used for a number of reasons: 
web surfing, social networking, music, downloading or gaming. When asked what their 
favourite online activity is, 51.2% answered social networking (see Table 3). 
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Table 3: Internet use 
 
Question All participants (N = 1594) (%) 
Time spent on the Internet per day  
      <1 hour 40.40 
      1 - <2 hours 23.38 
      2 - <4 hours 10.28 
      >4 hours 05.78 
      Never 20.17 
  
In which room is it used  
      Living room 23.11 
      Study 34.49 
      Bedroom 36.75 
      Other 05.65 
  
Supervision when using Internet  
      Always 07.81 
      Sometimes 37.80 
      Never 54.40 
  
Favourite online activity  
      Gaming 20.19 
      Social networking 51.17 
      Web surfing 13.77 
      Music 07.27 
      Downloading 05.52 
      Other 02.08 
 
3.3 Social networking 
 
A total of 90% of the participants surveyed said that they use social networking sites.  MXit 
and Facebook were preferred above all others. The survey indicates that 67.3% said that 
they access it on a daily basis. When surveyed whether they have ever been asked to 
meet someone in person, to whom they have only chatted to online, 42.9% answered yes. 
Nearly 40% of these participants physically met someone who they do not personally 
know. The participants surveyed that 30% of these online people were not who they 
thought it was going to be. 
 
3.4 Cyber bullying 
 
The research shows that 36% of the participants have experienced some form of cyber 
bullying and almost half of them said they had not told anybody about this. As indicated 
below (Table 4), social networking sites and SMS/MMS were the most popular forms in 
which they were cyber bullied. More than half prefer to talk to a friend or a peer if they are 
being cyber bullied, 40% would talk to a parent/guardian and only 2% would choose to talk 
to a teacher. In addition, 24% of the participants confessed to making nasty comments 
about someone online once. 
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Table 4: Cyber bullying 
 
Question All participants (N = 1594) (%) 
In which form  
      SMS/MMS 44.06 
      Email 04.90 
      SNS (e.g. Facebook) 47.20 
      Other 26.22 
  
Prefer to talk to  
      Friend/peer 50.24 
      Parent/guardian 41.08 
      Teacher 02.55 
      Police 06.13 
 
4. Discussion 
 
The survey highlights several noteworthy issues. Firstly, a small but significant portion of 
the learners use the Internet for more than 4 hours a day. In addition to this most of the 
learners who do use the Internet, do so without parental supervision. This lack of parental 
supervision, in combination with the large amount of time online, increases the likelihood 
of exposure to harmful content.  
 
Secondly, learners also regularly engage in activities such as social networking and 
downloading of content. It could be argued that these types of activities expose the 
learners to higher than usual risks. For example, downloading of content is one of the 
primary activities that expose the user to malware, whilst social networking can pose 
increased risk of identity theft. Cyber bullying is also often associated with social 
networking activities. More than a third of respondents have in fact been cyber bullied but 
only 2% indicated a willingness to discuss being bullied with a teacher. Increased e-safety 
education in schools could, conceivably, increase the trust relationship between learners 
and teachers with regards to online activities.  
 
A quarter of respondents have admitted to engaging in some or other form of cyber 
bullying themselves. Increased awareness of the harm caused by cyber bullying could 
hopefully reduce this number. 
 
5. Conclusion 
 
The e-Safety survey confirms that the Internet is growing rapidly and more young South 
African children are becoming involved in various online activities. The results of the 
survey done at the Nelson Mandela Metropolitan University are indeed of major concern. 
Additionally, the qualitative research interviews with the principals, confirmed that there is 
a lack of formal education regarding e-Safety in Southern African schools. Therefore, this 
shows that children should be made more aware of the dangers associated with the 
Internet.  
 
An e-Safety culture needs to be cultivated amongst ordinary citizens and an e-Safety 
educational programme might contribute towards the development of such a culture in 
order to help raise responsible digital citizens. This culture should allow members of 
society to positively adapt their behaviour towards the secure utilization of ICT. 
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